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Introduction

One of the lessons | learned early in life is to never confess the stupid
things that | have done in public—unless there’'s a good punch line at
the end of the story. Well, there is really no punch line at the end of the
story | am about to tell you, but | am going to tell it anyway, because it
helps introduce some of the key issues and concepts involved when
securing e-mail clients and servers.

In 1994, | was browsing the Web with my trusty version of Netscape
Navigator (version 1.0—yes, the one that ran just great on a Windows
3.11 machine that screamed along on top of an ultra-fast 486 pro-
cessor). While browsing, | found a Web page that was selling a really
nifty Telnet client. This piece of software had everything: | could use
Kermit, Xmodem, and Zmodem to transfer files, and it even allowed
automatic redial in case of a dropped connection. | just had to have it,
and | had to have it right away; there was noe waiting for it to arrive via
“snail mail.” | wanted to downlead itsimmediately.

Things being the way they were in 1994, the site’'s Web page invited
me to either call their 800 number, or e-mail my Visa information for
quicker processing. I’'m something of a night owl, and it was about 2:30
a.m., and no one was manning the phones at the time. Rather than
wait, | naively decided to use my Eudora e-mail client and send my
Visa card number and expiration date to the site.

Two things happened as a result of this choice: | received an e-mail
message response right away, complete with an access code that
allowed me to download the software. With my new purchase, | was
able to use Telnet as no one had ever used it before. That was the good
part. The second thing happened two days after | began Telnetting my
way across the world: | received a phone call from my Visa card com-
pany, asking me if | had authorized the use of this card for $250.00 in
telephone charges, and around $375.00 for shoes. | hadn’t. Someone

xXiii
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was using my Visa card to make telephone calls to Hawaii and pur-
chase really expensive Nike's.

Before | had a chance to say anything to the Visa customer service
representative (my profound response to her was a long “uuuhhh...”),
she informed me that my charges were nearly identical to several
others, all of which belonged to users who had sent e-mail messages to
a certain site on the Internet. | remember the way she said the words
“e-mail” and “Internet,” because she said them as if she had never seen
nor heard the words before. | told her that yes, | had visited the site on
the Internet, and that | had sent an e-mail message containing my Visa
information. | also told her that | had not made any purchases on the
card lately. She quickly reversed the charges, cancelled the card, and
issued me a new one. As | hung up the phone, | remember feeling both
grateful and frightened: | had just been the victim of an Internet hacker
who had obtained my Visa information via e-mail, presumably by
“sniffing” it as it passed across the Internet, or by breaking into the site
itself.

Now, alas, you have probably lost all confidence in me, the technical
editor for this book. You may feel just like a person who is about to
embark on a three-day journey through the great woods of the Pacific
Northwest with no one else but a thin, nervous Forest Service guide
who has poison ivy rashes all over his face. After all, 1 have helped
write this book, and yet | have fallen victim to a hacker. Some expert |
must be, right? Well, in some ways, | don’t blame you if you feel a bit
nervous about this book, at least at first. | still sometimes ask myself
what was | thinking when | clicked the Send button. How could | be so
foolish? What was | thinking? How could | be so lucky that my credit
card company contacted me about this incident, rather than the other
way around? Do you have any idea about the kind of runaround |
would get in trying to reverse these illicit charges if it was only my
idea?

And that's just the beginning of the questions | asked myself on the
day | found out | had been “hacked.” Trust me: Most of the remaining
questions | ask myself are pretty harsh. After all, sending important
information without first encrypting it is, to put it bluntly, pretty silly.
But one thing that helps me regain some sort of self-confidence is the
knowledge that I learn quickly from my mistakes.

Nowadays, | congratulate myself by knowing exactly how | got
hacked, and, even more important, how | can use today’s cutting-edge
technologies to help keep anything like this from ever happening again.
I now understand how an e-mail message is passed from the end user’s

WWW.Syngress.com



Introduction

client machine through e-mail servers across the Internet. | have, in
essence, empowered myself with knowledge concerning how e-mail
messages are sent, processed, and received. | didn't learn these things
as a direct result of getting hacked. Still, it has been very helpful for me
to think back to that incident as | subsequently learned about arcane
bits of knowledge relevant to e-mail (the Simple Mail Transfer Protocol
(SMTP), the Domain Name System (DNS), packet sniffing applications,
and encryption, etc.).

As | think back to that incident, | consider another question that is
really quite intriguing: What was it that made me almost immediately
go back to my computer, fire up my e-mail client, and keep sending e-
mail messages? After all, | had been hacked. Yet, as silly as | felt, | still
needed to communicate via e-mail. The sheer speed, convenience, and
usefulness of the medium made it far too important and compelling to
stop using it.

End-users, power users, and systems administrators all use e-mail
every day, in spite of the security problems found in current e-mail
technologies. This book explains how to implement specific security
measures for e-mail clients and servers that make communication via
e-mail both secure and convenient. In this book, you will learn about
the problems associated with e-mail, including specific attacks that
malicious users, sometimes called hackers, can wage against e-mail
servers. First, you will learn about how these attacks are waged, and
why. Once you understand the hacker’s perspective, you can then
begin to approach your e-mail client and server software from a more
informed perspective.

This book will show you how to encrypt e-mail messages using the
freeware Pretty Good Privacy (PGP) application, one of the most suc-
cessful software packages ever. You will also learn about problems
associated with Web-based e-mail, and how to solve some of them by
using more secure options. Later chapters discuss how to install and
configure the latest anti-virus applications, and also how to install
“personal firewall” software, which is designed to isolate your com-
puter’s operating system so that it is not as susceptible to attacks
waged by malicious users.

Once this book has thoroughly discussed how to secure e-mail
clients, it then turns to the server side. Remember, once you click the
Send button, you then involve two types of e-mail servers: The first type
is designed to send e-mail messages across the Internet. The second
type is designed to store e-mail messages, then allow you to log in
remotely in order to read and download them. In the second section,

XXV
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you will learn how to harden the operating system so that it can prop-
erly house an e-mail server. You will then learn about how to protect
your system against malicious code by invoking third-party software,
which is designed to scan e-mail messages (and attachments) for mali-
cious content.

This book is unique because it discusses the latest methods for
securing both the e-mail client and the e-mail server from the most
common threats. These threats include “sniffing” attacks that illicitly
obtain e-mail message information, denial of service attacks, that
attempt to crash e-mail clients and servers, and authentication-based
attacks, that attempt to defeat the user names and passwords that we
use every day to secure our systems. Time will not eliminate these
threats. In fact, it is likely that these will become even more serious. As
e-mail becomes even more central to business practice, you will find
this book very handy as a desktop reference for installing the latest e-
mail security software. Even after the software discussed in this book
becomes outdated, you will find that the concepts and principles
enacted in this book will remain timely and useful. This is the book
that | wish | had back in 1994. With this book, | would have been able
to use my nifty Telnet client with full peace of mind, because | would
have waited until the proper technologies were available in order to
send my confidential e-mail message.

The authors we have assembled for this book are all authorities in
network security. They are a diverse group. Some of the authors are
experts in creating public key encryption solutions and knowing how to
harden an operating system so that it can safely house an e-mail
server. Others are experienced software coders who have deep knowl-
edge of just what malicious code can do. Some of the authors presented
in this book are seasoned IT professionals, while others have had
extensive contact with the very hackers that are currently lurking the
Internet, looking for unwitting victims who have not yet bought and
read this book (here’s hoping you have bought this book, and have not
checked it out from the library!).

As diverse as this group is, all have one thing in common: Each is
sincere in the wish to teach you how to secure your system. Each has
learned through extensive study and experience about the industry
best practices to follow when deploying software solutions. What is
more, each of these authors has taken the time to share insights. |
hope you enjoy this book. | have enjoyed editing it, as well as con-
tributing a chapter or two. After you have read this book, you will be
able to encrypt your e-mails, scan for malicious code on both the client
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and the server side, and thoroughly understand what happens when
you click the Send button, or double-click an attachment.

So, as you read the Case Studies, all of which are provided as real-
world examples from real-world companies, and as you thumb through
the details provided in this book, consider that you are now able to
take advantage of the shared wisdom of many different authors. It is
even possible that some of them have made a few mistakes along the
way, just so that you can benefit from the lessons they learned.

WWW.SyNgress.com






Chapter 1

Understanding the
Threats: E-malll

Viruses, Trojans, Malil
Bombers, Worms,
and lllicit Servers

Solutions in this chapter:

= Sending and Receiving E-mail Pl
= Understanding E-mail Attacks

J.h:ldentifyir__l__g_ the Impact of a sniffing Attack

» Protecting E-mail Clients and Servers

» Encrypting E-mail
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Introduction

E-mail is the essential Killer application of the Internet. Although Web-
based commerce, business to business (B2B) transactions, and Application
Service Providers (ASPs) have become the latest trends, each of these tech-
nologies is dependent upon the e-mail client/server relationship. E-mail
has become the “telephone” of Internet-based economy; without e-mail, a
business today is as stranded as a business of 50 years ago that lost its
telephone connection. Consider that 52 percent of Fortune 500 companies
have standardized to Microsoft's Exchange Server for its business solutions
(see http://serverwatch.internet.com/reviews/mail-exchange2000_1.html).
Increasingly, e-mail has become the preferred means of conducting busi-
ness transactions. For example, the United States Congress has passed the
Electronic Signatures in Global and National Commerce Act. Effective
October 2000, e-mail signatures will have the same weight as pen-and-paper
signatures, which will enable businesses to close multi-billion dollar deals
with properly authenticated e-mail messages. Considering these two facts
alone, you can see that e-mail has become critical in the global economy.
Unfortunately, now that businesses have become reliant upon e-mail
servers, it is possible for e-mail software to become killer applications in an
entirely different sense—if they’'re down, they can kill your business.

There is no clear process defined to help systems administrators, man-
agement, and end-users secure their e-mail. This is not to say that no
solutions exist; there are many (perhaps even too many) in the market-
place—thus, the need for this book. In this introductory chapter, you will
learn how e-mail servers work, and about the scope of vulnerabilities and
attacks common to e-mail clients and servers. This chapter also provides a
summary of the content of the book. First, you will get a brief overview of
how e-mail works, and then learn about historical and recent attacks.
Although some of these attacks, such as the Robert Morris Internet Worm
and the Melissa virus, happened some time ago, much can still be learned
from them. Chief among the lessons to learn is that systems administra-
tors need to address system bugs introduced by software manufacturers.
The second lesson is that both systems administrators and end-users need
to become more aware of the default settings on their clients and servers.
This chapter will also discuss the nature of viruses, Trojan horses, worms,
and illicit servers.

This book is designed to provide real-world solutions to real-world
problems. You will learn how to secure both client and server software
from known attacks, and how to take a proactive stance against possible
new attacks. From learning about encrypting e-mail messages with Pretty
Good Privacy (PGP) to using anti-virus and personal firewall software, to
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actually securing your operating system from attack, this book is designed
to provide a comprehensive solution. Before you learn more about how to
scan e-mail attachments and encrypt transmissions, you should first learn
about some of the basics.

Essential Concepts

It is helpful to define terms clearly before proceeding. This section provides
a guide to many terms used throughout this book.

Servers, Services, and Clients

A server is a full-fledged machine and operating system, such as an Intel
system that is running the Red Hat 6.2 Linux operating system, or a Sparc
system that is running Solaris 8. A service is a process that runs by itself
and accepts network requests; it then processes the requests. In the UNIX/
Linux world, a service is called a daemon. Examples of services include
those that accept Web (HTTP, or Hypertext Transfer Protocol), e-mail, and
File Transfer Protocol (FTP) requests. A client is any application or system
that requests services from a server. Whenever you use your e-mail client
software (such as Microsoft Outlook), this piece of software is acting as a
client to an e-mail server. An entire machine can become a client as well.
For example, when your machine uses the Domain Name System (DNS) to
resolve human readable names to IP addresses when surfing the Internet,
it is acting as a client to a remote DNS server.

Authentication and Access Control

Authentication is the practice of proving the identity of a person or
machine. Generally, authentication is achieved by proving that you know
some unique information, such as a user name and a password. It is also
possible to authenticate via something you may have, such as a key, an
ATM card, or a smart card, which is like a credit card, except that it has a
specialized, programmable computer chip that holds information. It is also
possible to authenticate based on fingerprints, retinal eye scans, and voice
prints.

Regardless of method, it is vital that your servers authenticate using
industry-accepted means. Once a user or system is authenticated, most
operating systems invoke some form of access control. Any network oper-
ating system (NOS) contains a sophisticated series of applications and pro-
cesses that enforce uniform authentication throughout the system. Do not
confuse authentication with access control. Just because you get authenti-
cated by a server at work does not mean you are allowed access to every
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computer in your company. Rather, your computers maintain databases,
called access control lists. These lists are components of complex sub-
systems that are meant to ensure proper access control, usually based on
individual users and/or groups of users. Hackers usually focus their activ-
ities on trying to defeat these authentication and access control methods.

Now that you understand how authentication and access control
works, let's review a few more terms.

Hackers and Attack Types

You are probably reading this book because you are:

1. Interested in protecting your system against intrusions from unau-
thorized users.

2. Tasked with defending your system against attacks that can crash
it.

3. A fledgling hacker who wishes to learn more about how to crash or
break into systems.

To many, a hacker is simply a bad guy who breaks into systems or
tries to crash them so that they cannot function as intended. However,
many in the security industry make a distinction between white hat
hackers, who are benign and helpful types, and black hat hackers, who
actually cross the line into criminal behavior, such as breaking into sys-
tems unsolicited, or simply crashing them. Others define themselves as
grey hat hackers, in that they are not criminal, but do not consider them-
selves tainted (as a strict white hat would) by associating with black hats.
Some security professionals refer to white hat hackers as hackers, and to
black hat hackers as crackers. Another hacker term, script kiddie, describes
those who use previously-written scripts from people who are more adept.
As you might suspect, script kiddie is a derisive term.

Many professionals who are simply very talented users proudly refer to
themselves as hackers, not because they break into systems, but because
they have been able to learn a great deal of information over the years.
These professionals are often offended by the negative connotation that the
word hacker now has. So, when does a hacker become a cracker? When
does a cracker become a benign hacker? Well, it all depends upon the per-
spective of the people involved. Nevertheless, this book will use the terms
hacker, cracker, and malicious user interchangeably.

What Do Hackers Do?

Truly talented hackers know a great deal about the following:
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1. Programming languages, such as C, C++, Java, Perl, JavaScript,
and VBScript.

2. How operating systems work. A serious security professional or
hacker understands not only how to click the right spot on an
interface, but also understands what happens under the hood
when that interface is clicked.

3. The history of local-area-network (LAN)- and Internet-based ser-
vices, such as the Network File System (NFS), Web servers, Server
Message Block (SMB, which is what allows Microsoft systems to
share file and printing services), and of course e-mail servers.

4. Many hackers attack the protocols used in networks. The Internet
uses Transmission Control Protocol/Internet Protocol (TCP/IP),
which is a fast, efficient, and powerful transport and addressing
method. This protocol is in fact an entire suite of protocols. Some
of these include Telnet, DNS, the File Transfer Protocol (FTP), and
all protocols associated with e-mail servers, which include the
Simple Mail Transfer Protocol (SMTP), Post Office Protocol 3
(POP3), and the Internet Messaging Application Protocol (IMAP).

5. How applications interact with each other. Today’'s operating sys-
tems contain components that allow applications to “talk” to each
other efficiently. For example, using Microsoft's Component Object
Model (COM) and other technologies, one application, such as
Word, can send commands to others on the local machine, or even
on remote machines. Hackers understand these subtle relation-
ships, and craft applications to take advantage of them.

A talented hacker can quickly create powerful scripts in order to exploit
a system.

Attack Types

Don’'t make the mistake of thinking that hackers simply attack systems.
Many different types of attacks exist. Some require more knowledge than
others, and it is often necessary to conduct one type of attack before con-
ducting another. Below is a list of the common attacks waged against all
network-addressable servers:

= Scanning Most of the time, hackers do not know the nature of the
network they wish to compromise or attack. By using TCP/IP pro-
grams such as ping, traceroute, and netstat, a hacker can learn
about the physical makeup (topology) of a network. Once a hacker
knows more about the machines, it is possible to attack or com-

promise them.
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= Denial of service (DoS) This type of attack usually results in a
crashed server. As a result, the server is no longer capable of
offering services. Thus, the attack denies these services to the
public. Many of the attacks waged against e-mail servers have
been denial of service attacks. However, do not confuse a DoS
attack with other attacks that try to gather information or obtain
authentication information.

= Sniffing and/or man-in-the-middle This attack captures infor-
mation as it flows between a client and a server. Usually, a hacker
attempts to capture TCP/IP transmissions, because they may con-
tain information such as user names, passwords, or the actual
contents of an e-mail message. A sniffing attack is often classified
as a man-in-the-middle attack, because in order to capture
packets from a user, the machine capturing packets must lie in
between the two systems that are communicating (a man-in-the-
middle attack can also be waged on one of the two systems).

= Hijacking and/or man-in-the-middle Another form of a man-in-
the-middle attack is where a malicious third party is able to actu-
ally take over a connection as it is being made between two users.
Suppose that a malicious user wants to gain access to machine A,
which is beginning a connection with machine B. First, the mali-
cious user creates a denial of service attack against machine B;
once the hacker knocks machine B off of the network, he or she
can then assume that machine’s identity and collect information
from machine A.

=  Physical Thus far, you have learned about attacks that are waged
from one remote system to another. It is also possible to walk up
to the machine and log in. For example, how many times do you or
your work-mates simply walk away from a machine after having
logged in? A wily hacker may be waiting just outside your cubicle
to take over your system and assume your identity. Other, more
sophisticated, attacks involve using specialized floppy disks and
other tools meant to defeat authentication.

= System bug/back door No operating system, daemon, or client is
perfect. Hackers usually maintain large databases of software that
have problems that lead to system compromise. A system bug
attack takes advantage of such attacks. A back door attack
involves taking advantage of an undocumented subroutine or (if
you are lucky) a password left behind by the creator of the applica-
tion. Most back doors remain unknown. However, when they are
discovered, they can lead to serious compromises.
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= Social engineering The motto of a good social engineer is: Why do
all the work when you can get someone else to do it for you? Social
engineering is computer-speak for the practice of conning someone
into divulging too much information. Many social engineers are
good at impersonating systems administrators. Another example of
social engineering is the temporary agency that is, in reality, a
group of highly skilled hackers who infiltrate companies in order to
conduct industrial espionage.

Overview of E-mail Clients and Servers

When you click on a button to receive an e-mail message, the message that
you read is the product of a rather involved process. This process involves
at least two protocols, any number of servers, and software that exists on
both the client and the server side. Suppose that you want to send an e-mail
to a friend. You generate the message using client software, such as
Microsoft Outlook, Netscape Messenger, or Eudora Pro. Once you click the
Send button, the message is sent to a server, which then often has to com-
municate with several other servers before your message is finally delivered
to a central server, where the message waits. Your friend then must log in
to this central server and download the message to read it.

Understanding a Mail User Agent and a Mail
Transfer Agent

When you create an e-mail message, the client software you use is called a
Mail User Agent (MUA). When you send your message, you send it to a
server called a Mail Transfer Agent (MTA). As you might suspect, an MTA is
responsible for transferring your message to a single server or collection of
additional MTA servers, where it is finally delivered. The server that holds
the message so that it can be read is called a Mail Delivery Agent (MDA).
You should note that an MDA and an MTA can reside on the same server,
or on separate servers. Your friend can then use his or her MUA to com-
municate with the MDA to download your message. Figure 1.1 shows how
a sending MUA communicates with an MTA (MTA 1), which then commu-
nicates with another MTA. The message is then delivered to an MDA,
where the receiving MUA downloads the message.

Each of these agents must cooperate in order for your message to get
through. One of the ways that they cooperate is that they use different pro-
tocols. In regards to the Internet, the MTA uses a protocol called the
Simple Mail Transfer Protocol (SMTP), which does nothing more than
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deliver messages from one server to another. When you click the Send
button, your client software (i.e., your MUA) communicates directly with an
SMTP server.

Figure 1.1 Tracing an e-mail message.

Sending MUA - MTA 1

MTA 2

7

Receiving MUA | MDA &

NOTE

All systems that are connected to a network (such as the Internet) must
have open ports, which are openings to your system that allow informa-
tion to pass in and out of your system. Many times these ports must
remain open. However, there are times when you should close them. You
will learn how to close ports in Chapter 8.

An MTA using SMTP on the Internet uses TCP port 25. Once an MTA
receives a message, its sole purpose is to deliver it to the e-mail address
you have specified. If the MTA is lucky, it only needs to find a user defined
locally (i.e., on itself). If the user is in fact defined locally, then the MTA
simply places the e-mail in the inbox designated for the recipient. If the
user is not defined locally, then the MTA has more work to do. It will con-
tact other servers in its search for the proper destination server. This
search involves using the Domain Name System to find the correct domain
name. If, for example, your friend’s e-mail address is james@syngress.com,
then the MTA will find the syngress.com domain name, then search for the
e-mail server that is designated for this DNS domain.
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NOTE

An MTA finds the correct domain name by consulting a special DNS entry
called a mail exchanger (MX) record. This record defines the authoritative
e-mail server for this domain. Using an MX record allows an e-mail
message to be addressed to james@syngress.com, instead of james@
mailserver.syngress.com. This is because an MX record ensures that any
message sent to the syngress.com domain automatically gets sent to the
machine named mailserver.syngress.com. This feature of DNS greatly sim-
plifies e-mail addresses, and is in use everywhere.

The Mail Delivery Agent

Once an MTA delivers the e-mail you have sent to your friend, it resides in
a drop directory. The recipient, James, then has at least two options:

1. He can log on to the server and access the message. Whether he
logs on locally or remotely, he can use an MUA to read the message.

2. He can use his own e-mail client and log on remotely using either
the POP3 or IMAP protocol.

The Post Office Protocol 3 is the third version of a protocol that allows
you to quickly log into a central server, download messages, and read
them. This protocol listens for authentication requests on TCP port 110.
With this protocol, you must first authenticate using a user name and a
password, and then download the messages. After the recipient downloads
the message you sent, his MUA will tell the server to delete it, unless he
configures it to leave messages on the server.

The Internet Message Access Protocol (IMAP) is a more sophisticated
protocol. Like POP3, it requires a user to authenticate with a user name
and password. Unlike POP3, an IMAP server does not require that you first
download your e-mail messages before you read them. After logging in, the
recipient can simply read the messages, rearrange them onto directories
that exist on the MDA server’'s hard drive, or delete them. He will never
have to download the messages to his own hard drive if he doesn’'t want to.
An IMAP server usually listens on TCP port 143.
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When Are Security Problems
Introduced?

Because this is a book on security, you may be wondering when, during
this process, security problems are introduced. The answer is that they are
usually introduced by the MUA. There are several reasons for this:

= MUA software, such as Netscape Messenger, is designed for conve-
nience rather than security.

= The software is often upgraded, quickly produced, and is not meant
to conceal information.

= The applications are often used by naive end-users who use
default settings.

= When the MUA logs in to the MDA POP3 or IMAP server, authenti-
cation information is often sent in clear text format. In other words,
the password information is not encrypted, and can be sniffed off
the Internet by malicious users.

= Users will often double-click an e-mail attachment without
knowing its origin. If this attachment contains malicious code, a
chain reaction will occur, which usually involves having the MUA
send unsolicited messages to other MUAs. The result is an ever-
increasing stream of traffic that can bog down the sending servers
(the MTAs), as well as the MDA.

It is possible for problems to be introduced at the MTA level, as well as
at the MDA level. To learn more about these problems, let's take a look at
some of the older attacks and the specific weaknesses of the servers we
use every day.

History of E-mail Attacks

It may be tempting to think that attacks on e-mail clients and servers are
recent events. The Melissa, BubbleBoy, and Life Stages attacks were all
waged in the last year, for example. Each of these attacks is essentially the
same. They take advantage of the sophisticated relationship between an
e-mail client and the rest of the operating system. By simply double-clicking
on an attachment, an unwitting user can infect their own system, then
begin a process where additional users are sent malicious files. The pro-
cess continues from there. It would certainly seem that such attacks are
closely associated with the world’s embrace of the Internet. However, e-mail
servers have been the target of some of the oldest attacks on record.

www.syngress.com



Understanding the Threats « Chapter 1 11

The MTA and the Robert Morris Internet Worm

In 1988, a graduate student named Robert Morris created a software pro-
gram that took advantage of a popular MTA server named Sendmail.
Sendmail is arguably the most popular MTA on UNIX and Linux servers (it
is covered in detail in Chapter 10). Back in 1989, it was the only MTA
capable of routing e-mail messages across the Internet. The particular ver-
sion of Sendmail popular in 1989 was subject to a bug where it would run
on the system and forward any request given to it. Morris created code
that took advantage of the open nature of Sendmail. The code was
designed to first attack a little-documented Sendmail debugging feature
that allowed the server to execute commands directly on the system.
Morris’ program was specifically designed to:

= Run itself automatically on the local system.

= Use the local system to query for additional target systems that
also had the Sendmail debugging feature. For example, it would
use applications such as traceroute and netstat to discover other
machines on the network.

= Cause a daemon called finger to crash. The finger daemon is
designed to inform a person about the users currently logged on to
a system. Morris's worm caused this daemon to crash by sending
it too much information. As a result, the finger daemon’s memory
space, called a buffer, overflowed itself and overwrote memory that
was actually allocated to another system. This problem is called a
buffer overflow. As a result, the worm was able to crash the
daemon and then use memory left behind to execute itself.

= Change its name before moving to another system.

= Propagate itself automatically to other systems. Often, this was
accomplished by exploiting system trusts, which allow trusted sys-
tems to log on without first authenticating.

= Log on to other servers, then execute itself to spread to another
system.

= Execute itself repeatedly on the system, thereby drawing on system
resources until the system crashed.

Thus, the code could move from server to server without human inter-
vention. The code also worked quickly, running multiple copies of itself on
one system. The result was a series of system crashes that invaded
between four to six thousand servers in less than 24 hours. Almost two
thirds of the known Internet was brought down in one night.
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MDA Attacks

In Chapter 2, you will learn how Web-based e-mail servers such as HotMail
have fallen prey to attacks. Most of these attacks involve code that is
designed to thwart authentication. Sometimes, the attacks focus on code
meant to dupe unsuspecting users into thinking that they are logging in,
when in fact they are actually sending their passwords to a malicious user.
Other attacks are more global. These involve scripts that completely defeat
the authentication process and allow a hacker to log in to any account
without a password.

Once a hacker has logged in, he or she can:

1. Assume the identity of a valid user and send bogus e-mail mes-
sages to unsuspecting users.

2. Obtain the passwords of the rightful user. This practice may not
seem to be very fruitful, but consider this: Many people use the
same password for multiple purposes; a person’s e-mail password
may also be his or her bank card PIN, home security password, or
network login password.

3. Manipulate e-mail messages that are waiting to be read. In addition
to simply deleting such messages, a malicious user can actually
alter incoming messages so that they contain bogus information.

Analyzing Famous Attacks

The following is a brief discussion of additional attacks. As you read about
them, notice that although they no longer involve Sendmail and the finger
daemon, they still take advantage of internal and external system trusts:

Melissa Perhaps the most famous e-mail attack, the Melissa virus was
released in February of 1999. Melissa was the first popularly known e-mail
virus that spread from user to user via e-mail. The chief reason for its suc-
cess was that it was able to take advantage of Microsoft Outlook’s address
book. It read the address book and sent infected e-mail to the first 50
people listed on the address book. Because the infected e-mails appeared
to originate from friends, many people double-clicked the attachment,
which allowed the virus to spread at a rapid rate. Now that it has been out
for some time, different versions of Melissa have appeared. These mutations
have essentially the same effect, although they have slightly different
names. Melissa’s creator attacked Microsoft technology, so the virus was
not able to use the MUAs residing on Macintosh, UNIX, or Linux systems.
Melissa succeeded in crashing the e-mail servers for several major sites,
including military installations and Internet service providers (ISPs) such
as America Online.
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BubbleBoy Like Melissa, this attack targets Microsoft-specific MUAS,
specifically Microsoft Outlook and Outlook Express. When activated, it will
send itself to all names in your personal address book. All messages sent
from infected machines have the following line in the Subject field:
“BubbleBoy is back!” One of the chief differences between this virus and
others is that it does not require direct user intervention to spread.
Whereas Melissa required a naive user to double-click on an attachment,
BubbleBoy activates when the Preview Pane option is activated in Microsoft
Outlook or Outlook Express. The virus is specific to Microsoft Windows 98
and 2000 that have Internet Explorer 5 installed on them. Furthermore,
the Window Scripting Host option must be enabled in Internet Explorer

(a default selection). This requirement may seem to be a limitation, but
considering the ubiquitous nature of Windows, you can quickly get an idea
of how quickly this virus can spread. Mutations of BubbleBoy have
appeared since it was originally introduced to the Internet in November of
1999. Some of these mutations can have destructive effects.

Love Letter This worm was released from a computer in the Philippines.
It targets MUASs that are designed to run Visual Basic scripts (again,
Microsoft Outlook and Outlook Express). The attachment, which reads
“LOVE-LETTER-FOR-YOU.TXT.vbs,” contains malicious script that has
your MUA (usually Microsoft Outlook or Outlook Express) automatically
send copies of itself to all of the contacts it finds in your address book. Not
only does this particular worm alter various files (such as .jpg, .mp3, .wav,
.doc, .gif, and .htm), but it also attempts to download a binary called WIN-
BUGSFIX.EXE, which attempts to collect password information from the
host. This worm also spreads via Internet Relay Chat (IRC) programs. The
indirect result of this virus was that many corporate MTAs and MDAs
crashed because they couldn’t handle all the traffic.

Life Stages Introduced in June of 2000, this worm spreads primarily
through e-mail, although it can also spread through IRC and ICQ (“l Seek
You,” a chat program provided by Mirabilis, at www.mirabilis.com). This
virus is characterized by an e-mail message apparently sent by a friend
that contains a message such as “Life Stages,” “Jokes,” or “Funny.” One of
the unique elements of this worm is that it is able to change itself to avoid
detection. When a worm or virus can alter itself, it is said to be polymor-
phic. Although this worm requires some user intervention, it is not as
sneaky as BubbleBoy; a user must double-click on an attachment before it
spreads to all users listed in your address book.
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Case Study

In June of 2000, a medium-sized company (just over 200 employees) was
attacked by a variant of the Love Letter virus. The attack was immediately
noticed around 8:10 a.m., when the majority of people in the company had
logged in and checked their e-mail. Most of the users who fell prey to the
attack were new to the company and had not yet been trained how to open
attachments safely. In fact, several of the users double-clicked on the
attachments several times, because nothing visible occurred. The end-users
expected an image or a movie, and so they just kept clicking on the mouse.
The result of this attack was that the e-mail server had to be restarted,
and about fifteen employees had to update their anti-virus definitions.
Furthermore, the systems administrator promptly circulated an e-mail
reminding users about being careful about opening e-mail attachments
and updating their antivirus software.

Learning from Past Attacks

Clearly, there is much to learn from all of these attacks. One of the first
lessons is that the Internet is still very much prone to a similar attack. The
Life Stages, BubbleBoy, and Melissa programs demonstrate how vulnerable
e-mail clients and servers are to illicit code. Without third-party software
and custom configuration, your software is extremely vulnerable. Second,
the Morris worm was able to spread because many systems blindly trusted
each other to do the right thing. If your system trusts others blindly, then
you are vulnerable. Most servers that allow clients to log in and pass on
e-mails without first conducting a scan are far too trusting.

Third, the internal software components of each server also blindly
trusted each other. One illicit application sent from one server to the next
was able to cause a massive amount of damage. This fundamental pattern
has not changed. Likewise, most server components still blindly trust each
other, which means that one compromised element of the operating system
can then cause a malicious application to spread throughout the system
and crash it. When it comes to e-mail servers, the domino theory applies
today: If one server or client falls to a virus, chances are that many others
will, as well.

Fourth, applications that make things simple can cause problems. Any
e-mail application that automatically opens attachments, provides preview
panes, and allows information to pass unchecked back and forth between
applications is helping to contribute to security breaches and attacks.

Fifth, these attacks all suggest that unchecked system bugs can help
cause problems. Although it is impossible to eliminate all system bugs
from all of your software, you should make every effort to keep your sys-
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tems current. Such proactive steps will save you countless headaches in
the future.

Finally, poor programming practice and application design helps con-
tribute to e-mail attacks. When checking your software, remember that to
one person, a particular feature of an application or server may appear as
a bug or security flaw. Always consider the ramifications of various features
of the software that you use.

Viruses

Now that you have a good understanding of the behavior of e-mail server
attacks, it is necessary to further define some of the terms used in this
chapter. A virus is any binary file that meets the following criteria:

1. It requires direct human intervention in order to spread. Unlike a
worm, which spreads automatically, a virus requires a user to
download and double-click a binary file, or transfer it using an
infected medium, such as a floppy disk.

2. It has a payload, which can be destructive behavior (deleting or
altering files), or annoying messages left on the screen, or both.

3. Avirus spreads quickly to all documents in an operating system.
A virus never spreads itself to other systems automatically.

Although many others exist, macro viruses are by far the most
common. Word processors and spreadsheets, such as Microsoft Word and
Excel, allow users to create powerful, convenient mini-applications that
reside within the word processor. These macros are meant to simplify life
by cutting down on repetitive tasks.

The problem with macros is that many end-users allow macros to run
without first establishing controls over what they can do. The macro facili-
ties in office suites, such as MS Office, are almost always powerful enough
to launch applications, delete files, and begin a sequence of events that
can seriously damage the system. A malicious user can take advantage of
powerful macro facilities. In fact, the Melissa virus is a macro virus. Many
others exist that are not as ambitious, but which are still powerful.

Worms

The chief difference between a worm and a virus is that a worm spreads to
other systems. Furthermore, a worm is able to spread with little or no user
intervention. Remember, in order for a virus to spread, a user must first
install it by copying a file or inserting a floppy disk. A worm can spread
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itself upon activation. By simply double-clicking a file, the worm can be
activated, and deliver its payload (if any), then spread by taking advantage
of system settings, macros, and applications (called application programming
interfaces, or APIs) that reside on a system.

Whereas a virus is generally designed to spread throughout an entire
machine, a worm is designed to propagate itself to all systems on a network.
There are four factors that allow a worm to spread rapidly:

1. Networks that use one operating system. For example, an exclu-
sively Microsoft or Novell network stands a greater risk of rapid
infection than a heterogeneous network that uses UNIX, Novell,
and Microsoft servers.

2. Networks that standardize to one MUA, such as Microsoft Outlook.
Just as networks that have one operating system are vulnerable, a
company that uses one MUA is liable to experience an event where
a virus is propagated quickly. Also, because Outlook is so popular,
hackers are more familiar with it. Therefore, a hacker can create
an application that exploits it.

3. Operating systems, such as those vended by Microsoft, that provide
interpreters and models, such as the Component Object Model
(COM), which make it easy to create powerful applications in just a
few steps.

4. Networks that use TCP/IP. Although TCP/IP is a powerful, efficient
protocol, it was not designed with security in mind. Although the
next version of IP, called IPv6, improves security, this version of IP
has not been implemented widely. The current version of IP, called
IPv4 allows a malicious user to imitate (i.e., spoof) the origin of an
IP address. As a result, it can be very difficult to find the true
attacker in case of an incident.

Types of Worms

Below is a brief discussion of the three major types of worms:

1. True worms Requires no human intervention to spread. This type
of worm is rare, because it requires great skill on the part of the
programmer, and will function only on a homogeneous network. A
true worm is also rare because it uses the programming language
of the e-mail server itself. For example, to create a worm for the
Netscape Enterprise e-mail server, you would have to write the
application using the language that Netscape Enterprise Server
uses.
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2. Protocol worms Any worm that uses a transport protocol, such

as TCP/IP, to spread. The Robert Morris worm, for example, used
elements of TCP/IP, including finger and Sendmail (which uses
SMTP), to spread itself. This type of worm can also spread without
any direct human intervention.

Hybrid worms A worm that requires a low level of user interven-
tion to spread, but also acts like a virus. A simple click on a mali-
cious attachment does not mean that this user is ready to copy or
transmit an application. However, a click still represents user
intervention. Most of the worms discussed in this chapter, such as
BubbleBoy, Melissa, and Life Stages are hybrid worms, because
they behave like viruses in that they deliver a payload. However,
they also exhibit worm-like behavior, because they are able to
spread automatically from system to system.

Trojans

A Trojan horse, or Trojan, is nothing more than an application that pur-
ports to do one thing, but in fact does another. Trojans are named after
the mythic Trojan horse in Homer’s lliad. In the legend, the Greeks created
a wooden horse, then gave it to the citizens of Troy as a peace offering.
However, before the horse was presented, Greek soldiers hid inside it. The
horse was brought inside the city gates, and when the city was asleep, the
Greek soldiers emerged and were able to conquer Troy. Similarly, a Trojan
looks like a benign or useful program, but contains a payload. For example,
a Trojan can:

Launch an application that defeats standard authentication proce-
dures.

Delete files.
Format the hard drive.
Launch legitimate applications with the intent of defeating security.

Many Trojans have a payload. A common payload is to delete a file,
many files, or even an entire partition. Perhaps the most common payload
is an illicit server.

Illicit Servers

An illicit server is nothing more than a simple service or daemon that
defeats a server’'s authentication mechanisms. A valid server, such as an
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e-mail or Web server, always has authentication mechanisms that allow
only certain users. lllicit servers have the following characteristics:

1. They open up an ephemeral TCP or UDP port (over 1024).

2. They attempt to hide any trace of their existence. They do not
show up in a task bar or in a task list.

3. Most of the time, an illicit server is a very small binary that is easy
to conceal as a hidden file, or it is one small file in the midst of
several others.

Using such a server, a malicious user can compromise your e-mail
server. Examples of illicit servers include:

NetBus and NetBus Professional Although many professionals consider
NetBus Professional to be perfectly legitimate, each of these applications
can be used to gain unauthorized control of a system. NetBus has a client
and a server. Usually, a hacker will engage in social engineering or other
means in order to get the server installed on the victim’s system.

Back Orifice and Back Orifice 2000 More ambitious than NetBus, these
illicit servers allow you to open FTP and HTTP connections on any port you
specify. Using these servers, a malicious user can read the entire hard drive
of any Windows system, as well as upload, download, and delete files. Back
Orifice 2000 even allows a malicious user to specify a password, encrypt
transmissions, and even destroy the server to avoid detection. Like NetBus,
Back Orifice uses a client and a server. Figure 1.2 shows the client.

Netcat Although a legitimate tool, it is possible for a malicious user to use
this application to create an illicit server.

Many other illicit servers exist, most of which you will never hear
about; after all, why would a hacker give up trade secrets? Usually, a
hacker will trojanize these servers in an attempt to trick end-users into
installing them. Such social engineering practices are common. One of the
more infamous examples of social engineering is where a hacker took a
version of the Whack-A-Mole game and linked it to NetBus. Then, the
hacker began sending this game to various people, who then played it and
unwittingly installed the NetBus server on their systems.

Differentiating between Trojans and
lllicit Servers

Do not use the terms Trojan and illicit server interchangeably. An illicit
server is often presented to users in trojanized form, but an illicit server is
not necessarily a Trojan. For example, unless you disguise NetBus as
another application, it is simply an illicit server.
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Figure 1.2 The Back Orifice client.
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E-mail Bombing

Another form of attack involves sending hundreds, if not thousands, of
large e-mail messages to an account on a server. Due to the large volume
of e-mail messages (not to mention their size), the victim account will
remain unusable until the systems administrator removes all of the mes-
sages, or creates another account.

Many easy-to-use applications exist that are meant to enable the most
untalented user to send an e-mail bomb. You will learn how to thwart such
attacks in subsequent chapters.

Sniffing Attacks

TCP/IP is an inherently insecure protocol, because it does not encrypt
transmissions by default. Therefore, it is possible for a malicious user to
use a protocol analyzer (also called a packet sniffer) to capture and then
view packets. Applications such as Sniffer Basic and TCPdump are spe-
cially designed to place a Network Interface Card (NIC) into promiscuous
mode. Once in promiscuous mode, a NIC can then capture any packets
that are passing through your particular portion of the network.
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Most network sniffers are able to capture all information sent across
the network. Information can include such things as user names, pass-
words, and the contents of an e-mail message.

NOTE

In order for a malicious user to capture e-mail traffic, he or she must be
between the two servers that are communicating. Any ISP, for example,

is in an ideal position to sniff traffic. However, due to the nature of most
networks, any traffic passing from one computer to another can be
sniffed. If the president of the company logs on to his e-mail server using
a standard POP3 or IMAP account, this password—a well as any e-mail
message—is sent in the clear. As a result, any user with a sniffer can cap-
ture the password and read the company president’s e-mail messages.

Carnivore

One of the more notorious examples of e-mail sniffing is the Carnivore
application. Developed by the United States Federal Bureau of Investi-
gation (FBI), this application is designed to capture and process large
amounts of e-mail. All an agent has to do is place a machine with
Carnivore enabled on the hub or a router of an ISP, and then read all
e-mail messages sent to it.

NOTE

A router is a specialized machine responsible for ensuring that different
IP networks can communicate with each other. A hub is a simple device
that allows machines on the same network to communicate with each
other.

Using Carnivore, the FBI can read a user’s incoming and outgoing mail,
learn about the people the user is communicating with, and gain access to
passwords and other information. The FBI is supposed to obtain a search
warrant that identifies only specific users. Needless to say, this application
is quite controversial, and has raised questions concerning privacy.

Recently, a company named NetworkICE has created its own version of
Carnivore. Called Altivore, this application does much the same thing as
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Carnivore, but is freely available at the www.networkice.com Web site.
Now, anyone has the ability to capture and read e-mail transmissions.
What's more, Altivore can run on almost any standard PC, whereas
Carnivore requires a dedicated system. Considering that this software is
readily available to any user, it is very possible that your private e-mail is
not so private after all.

Spamming and Security

Many older MTA servers allow any user or system to connect to them and
send e-mail anonymously. Whenever an e-mail server allows a user to send
e-mail anonymously, it is said to allow relaying. Servers that allow relaying
allow users to specify any user name and any DNS domain in an e-mail
message. For example, should you find an e-mail server that allows
relaying, you could, with just a few commands, create a fairly convincing
e-mail message from bill.gates@microsoft.com, william.shakespeare@
bard.com, or keisersoze@usualsuspects.com.

While this practice may seem amusing, bulk e-mail applications can
send thousands, if not millions, of junk e-mail messages called spam.
Although most MTA servers that currently ship do not have relaying turned
on, you should check your system. Not only is spam e-mail annoying, it
wastes time, valuable network bandwidth, and slows down the Internet.

The Mail Abuse Prevention System (MAPS) is one of several organizations
that have organized to prevent spamming. You can read more about MAPS
at their Web site (www.mail-abuse.org). Their chief goal is to conduct scans
of e-mail servers across the Internet and then inform systems administrators
that their servers currently allow e-mails to be sent anonymously.

MAPS then informs the offending systems administrator. If no action is
taken, then MAPS will blacklist your e-mail server so that it cannot com-
municate with the rest of the Internet. Additional anti-spam organizations
include:

= The Coalition Against Unsolicited Commercial E-mail
(www.cauce.org)

= The Forum for Responsible and Ethical E-mail (www.spamfree.org)
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Common Authoring Languages

Table 1.1 provides an overview of the languages often used when authoring
applications designed to exploit e-mail servers. None of these languages is
better or worse than the other. Some are best suited for certain practices.

Table 1.1 Languages Used To Create Malicious Code

Language

Description

C

C++

Java

Visual Basic

JavaScript

VBScript

Perl

The most popular language among hackers. Linux, for
example, ships with a free compiler that allows program-
mers to create and compile code easily. C is an older lan-
guage, but remains popular because it is efficient in regards
to networking.

A newer language, C++ is also more complex to learn.
However, more and more applications are being written in
this language as the knowledge base grows.

Java applets and applications are increasingly becoming pop-
ular in e-mail-based exploits.

Visual Basic is a Microsoft-specific language. It is especially
popular among those who wish to exploit Windows systems
running Microsoft Outlook and Outlook Express.

JavaScript is an interpreted language, which means that it
does not need to be compiled. This script is usually inserted
into HTML pages. It can also be used on servers. However,
JavaScript embedded into HTML pages is by far the most
popular way to create an exploit. JavaScript is best suited to
creating fake, pop-up authentication windows and applica-
tions meant to dupe unwitting users to reveal their pass-
words. JavaScript only remotely resembles Java. Do not
confuse the two, as JavaScript is not anywhere near as com-
plex or capable.

VBScript is, like JavaScript, an interpreted language that is
ideal for inserting into HTML pages. When placed within an
HTML page, VBScript runs only on the Microsoft Internet
Explorer browser, and in Microsoft Office. It is possible to
obtain plug-ins for Netscape so that it, too, can run
VBScript. However, it is also possible to use VBScript on the
server side; Microsoft’s Active Server Pages use VBScript as
its primary language.

Perl is also an interpreted language, but much more versatile
and powerful than JavaScript or VBScript. You can learn
more about Perl by visiting www.perl.com.
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NOTE

Macro viruses are almost always written in Visual Basic. Other popular
languages for creating viruses and attacks include C, C++, and various
scripting languages including Perl, JavaScript, and VBScript. All of these
languages provide many options to the creator of a malicious application.

Protecting Your E-mail

So far, this chapter has focused on defining terms, discussing how e-mail
works, and how hackers have been able to attack e-mail clients and
servers in the past. How exactly do you protect your e-mail? Next we
describe the most popular choices, all of which will be expanded upon in
future chapters.

Protecting E-mail Clients

You can protect e-mail clients by:

= Purchasing an anti-virus package
=  Obtaining a personal firewall
= Encrypting your transmissions

Third-party Applications

Anti-virus applications such as Norton AntiVirus and McAfee VirusScan
can scan your system for viruses. Almost any product that you buy offers
the option of scanning e-mail message attachments before you open them.

This service is quite valuable. However, this service can have two draw-
backs:

1. Scanning attachments can take time and processor speed. As a
result, you may find your computer’s performance to be unaccept-
ably slow.

2. If you do not update your anti-virus application regularly, the scan
may not find a newer virus. It is easy to be drawn into a false
sense of security when you assume your attachment scanning
software is current.
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Figure 1.3 shows Norton SystemWorks, a typical application that con-

tains an antivirus component.
Personal firewall software often includes an anti-virus scanner. However,

a personal firewall takes the extra step of protecting your computer by
closing down unnecessary ports. Personal firewall software can also:

= Tell you the IP address and/or resolved IP address of the hacker
attacking your system.

= Filter out TCP/IP-related packets. For example, personal firewall
software can block packets sent by the ping application.

= Disable a system from sending and/or receiving e-mail.

A personal firewall can provide additional services, depending upon the
personal firewall vendor you select.

Figure 1.3 Norton SystemWorks.
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Encryption

The chief way to protect an e-mail message on the client side is to use
encryption. Using encryption makes it difficult for unauthorized users to
read or tamper with your e-mail. There are three types of encryption used
to secure information on the Internet:

1. Private key encryption The use of one password to encrypt and
decrypt information.
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2. Public key encryption The use of a key pair to encrypt and
decrypt information.

3. Hash encryption A process that creates a numerically related
hash of the information. This code is theoretically irreversible, and
is used to help ensure a document has not been tampered with.

One of the most common ways to encrypt a document is to use a single
string of text to encrypt it. If you have ever used Microsoft Word, for example,
to encrypt a document, you have used private key encryption. This form of
encryption is called private key because you must take measures to ensure
that your password remains secret. If an unauthorized user were to learn
the password to this document, then he or she would be able to open it.

Let's say that you have encrypted a Microsoft Word document that you
wish to give to a friend. Suppose that for some reason you cannot simply
call your friend and share the password. You could send an e-mail with
the password, but doing this carries the risk that someone might sniff your
e-mail message and get the password. So, how do you transmit this docu-
ment and password to your friend? You could place the password in
another document and encrypt this document, but now how do you trans-
port this new password? It seems that this process has a logical flaw. In
order to transmit the document securely, you must first transmit the pass-
word in an insecure manner.

The answer, at least as far as e-mail is concerned, is to use public key
encryption. Applications such as Microsoft Outlook, Netscape Messenger,
and Eudora Pro support public key encryption. Public key encryption
involves the creation of a key pair. This pair is mathematically related. The
first key, called a private key, must remain private at all costs. It will be
placed in a hidden location on your hard drive. It is useful to think of a
key pair as a whole that you then divide into halves. The pair always works
together, even though the public key can be distributed freely.

You can safely give the public key to the most experienced hacker in the
world. This is because even though these keys are related, it is very diffi-
cult (if not impossible) to use one key to defeat the other. However, a fun-
damental principle makes it possible for you to send a message to your
friend. A user’s private key can decrypt information encrypted to the user’s
public key. In other words, if Sandi were to encrypt a message to James’
public key, then only James’ private key can decrypt that message.

Let's spend some time on this concept. When you wish to send your
friend an e-mail message, you each must create a key pair. You will keep
your private key in a hidden place, and will never reveal it, or the password
used to access it, to anyone. You never need to. The same principle applies
to your friend. He or she will never reveal their secret key, or the password
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that allows them to access their private key. However, both of you must
give your public keys to each other. You have theirs, and they have yours.

Then, all you have to do is encrypt your e-mail message to your friend’'s
public key. Now, not even you can read this message. Why? Because the
only key in the world that can decipher this message is your friend’s pri-
vate key. Similarly, when they want to send you an encrypted e-mail mes-
sage, they must encrypt that e-mail message with your public key. Then,
when you receive the message, you can decrypt it with your private key.
Figure 1.4 is meant to explain how you must first exchange public keys
with a recipient before the messages are encrypted.

Whenever you exchange public keys, you are said to be establishing a
trust relationship between you and your friend.

Figure 1.4 An established trust relationship between machine A and
machine B.

Your friend’s public key

Machine A PRy

Your private key

Your public key

\ Machine B

Your friend’s private key

NOTE

Dedicated servers exist that contain the public keys of many individuals.
You can place your public key on these servers for others to download,
or you can e-mail the keys to the person with whom you wish to estab-
lish a relationship. A quick solution might be to create space on an FTP
or Web server that contains the public keys of those who wish to com-
municate securely.

Applications such as Pretty Good Privacy (PGP) use this technique.
Commercial servers, such as Microsoft Exchange, also provide the ability
to encrypt transmissions on the server side. You will learn more about
implementing public key encryption in Chapters 2 and 3.
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NOTE

Public key encryption has one drawback: It is extremely slow. As a result,
most commercial applications use private key encryption to encrypt an
e-mail message. They then use public key encryption to encrypt only the
symmetric (private) password.

Hash Encryption and Document Signing

The third form of encryption in use today is hash encryption. Another
name for this type of encryption is one way encryption, because once infor-
mation is encrypted through this process, it is irretrievable. This process is
used because it can help determine if a message has been tampered with.
Public and private key encryption provide only one service: data encryption.
When you need to transmit information across the Internet, it would also
be nice if you could ensure that this information was not tampered with
during transit.

One way to do this is to electronically sign a message by creating a hash
of the message. Hash codes are created through a process that closely
reads the contents of a message. Contents include the size of the message,
the characters within it, and how they are arranged. Any single change in
the document results in a different hash value. Therefore, if you were to
create a hash of your e-mail, and someone were to tamper with the message,
you could tell, because the hash value will change when you verify it.

Applications such as PGP use one way encryption to first create a hash
of the document. Whenever you use an MUA such as Netscape Messenger
to sign a document, you are using creating a hash of your e-mail message.
You will learn more about implementing these concepts in Chapter 3.

Protecting the Server

Now that you know how to protect information emanating from an MUA, it
is important to learn some of the ways to protect the MTA and MDA. These
methods include:

= Hardening the e-mail server’s operating system Hardening the
operating system involves locking down unnecessary ports;
upgrading your system using the latest, stable service patches and
bug fixes; and changing default settings.

27
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= Placing your system behind a firewall When implementing an
e-mail server, you should place it behind a firewall. A firewall is a
more powerful, robust version of a personal firewall. It resides on a
separate system, then scans and filters out packets. By placing
your Web server behind a firewall, you are essentially protecting all
aspects of your system except those ports that are exposed to the
Internet. For example, if you are using ports 25 and 110, then users
will be able to connect to only these ports. A firewall, therefore,
reduces the number of attacks that can be waged against your
system.

= Configuring the server to allow connections from certain hosts
only Most e-mail servers (or their underlying servers) allow you to
control which systems can connect. Taking time to lock down your
server can greatly increase security.

=  E-mail scanning Scanning the body of an e-mail message protects
e-mail users, as well as the MTA and the MDA. Once you have
placed your e-mail server behind a firewall, you should then take
steps to filter traffic that is passing through your e-mail ports.

= Attachment scanning Scanning attachments on the server side
can consume an enormous amount of system resources, but it is
often helpful. For example, once you learn about a particular virus
attachment, you can program your attachment scanning software
to block out only this attachment. Of course, for those administra-
tors who are truly security conscious, the option to disallow all
e-mail attachments is always available.

Summary

This chapter is an overview of the concepts that will be discussed
throughout the book. You should now have an understanding of authenti-
cation, access control, and how e-mail servers and clients work together to
send a message. From studying some of the past attacks, we can predict
some of the common patterns attackers follow. We know, for instance,
about some of the common attacks waged against MUAs, MTAs, and
MDAs. From the Robert Morris worm to Melissa and Life Stages, we are
now aware of the threats and issues that confront systems administrators.

We have introduced the most popular methods for securing e-mail
servers. From encrypting transmissions to installing third-party scanning
software, many options are available to you. The following chapters are
designed to provide you with real-world solutions.
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FAQsS

Q: Why would a hacker want to conduct a denial of service attack?

A: The first reason is that it is easier to conduct a denial of service attack

Q:

than it is to formulate an attack that allows a user to authenticate.
Therefore, you tend to see a lot of script kiddies who gain a quick, cheap
sense of satisfaction watching an e-mail server crash. However, more
sophisticated reasons exist to conduct a denial of service attack. Should
a malicious user want to hijack a connection between your e-mail server
and a client logging in, they would want to conduct a denial of service
attack against the client in order to take over the connection and log in.
So, although many denial of service attacks are conducted just to watch
the server die, there are times when a DoS attack is a step in a more
sophisticated process.

What attacks are e-mail servers most prone to?

A The answer has to do more with how well you have protected the e-mail

Q:

server. Recently, worm-based attacks, such as Melissa, have been the
most devastating. However, e-mail servers that scan e-mail bodies and
e-mail attachments can greatly reduce attacks. Furthermore, if the
server is placed behind a firewall, it will be much safer.

If worms attack the e-mail client, then why do the e-mail servers (the
MTA and the MDA) get overwhelmed as well?

A Because the MTA must process hundreds of thousands of requests in a

Q:

very short period of time. Also, the MDA can become bogged down
because it has to deliver all of these messages to users. This is espe-
cially true if the MDA is housed on the same server.

Is it possible for an MTA to encrypt messages?

A Yes. One of the drawbacks of encryption on the part of the MTA is that

encryption can slow down the delivery process. Also, MTA-based
encryption is usually proprietary; only those systems within a company
organization can encrypt their e-mail messages; if they have to send
messages outside the company, or to other MTAs, the message will no
longer be encrypted.
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Q: Where can | learn more about viruses, worms, Trojans, and illicit
servers?

A One of the many sites that explains cryptography is the United States
National Institute of Technology (NIST), at http://csrc.nist.gov/nistpubs/
800-7/node207.html. You can also search the www.cryptography.com
site. As of this writing, the following link contains a valuable list of
resources: www.cryptography.com/resources/index.html.

Q: This chapter has discussed the possibility of encrypting e-mail messages.
Is it possible for someone to find an application that can decrypt mes-
sages without your authorization?

A Yes. There really is no such thing as an infallible encryption process. If
a government or large corporation wished to devote enough resources,
such as multi-million dollar supercomputers, it is possible that they
could decrypt your e-mail message. Readily available products can still
encrypt transmissions so that even the most sophisticated computers
would take days, if not weeks or months, to decrypt messages.

Q: In public key encryption, what happens if someone obtains my private
key?

A You will have to generate a new key pair. If your private key gets pub-
lished, then anyone can plug this private key in to the appropriate
application, such as PGP, and read your messages.
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Introduction

Microsoft Outlook 2000 (and Outlook 98) made a reputation for itself when
the Love Letter virus flooded the Internet. The primary enabling factor was
a number of weaknesses in Outlook. These weaknesses materialized when
Microsoft incorporated a simplified messaging interface in Outlook
98/2000, which enforced already existing vulnerabilities. Microsoft is not
the only one to blame for the spreading of the e-mail viruses—partial
blame goes to the inadequate security awareness of users and system
administrators, especially to those with the awareness but not the respon-
sibility. (If you know that an attachment can launch an attack, why would
you ever open one on an unsecured system?) However, | will not advise you
to not open e-mails from unknown senders—after all, what if you work in
Customer Support and most of your e-mail originates from unknown
senders? In any case, attacks can also appear to come from known
senders. Macro viruses and malicious code can replicate themselves by
accessing the victim's address book and sending copies of themselves to
trusting friends and colleagues.

It's a disturbing fact that you do not need to be a whiz kid to come up
with an e-mail virus like Love Letter or Melissa. If you have even limited
experience with Visual Basic for Applications, you will be able to create an
e-mail virus.

To get a better understanding of Outlook’s weaknesses and vulnerabili-
ties, you need some background information on the way the program is
constructed. After explaining these weaknesses and vulnerabilities, this
chapter will describe what Microsoft did to prevent e-mail viruses and sim-
ilar attacks from happening again. It is not a pretty picture. However, |
also will discuss what you can do to prevent becoming a victim. It is pos-
sible to configure and use Outlook 2000 in a way that enables you to
safely keep using it as your primary communication client, which is impor-
tant because Outlook is so neatly integrated with the other Office 2000
applications. The last part of this chapter will show you how to install and
use Pretty Good Privacy (PGP) to fully secure your e-mail communication
over the Internet.

NOTE

The use of an anti-virus application is a good way to put additional pro-
tection on your PC. However, this chapter will describe the use of
Outlook 2000 without the added security of an anti-virus application. For
information about client-side anti-virus applications, see Chapter 5.
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Common Targets, Exploits, and
Weaknesses

In their efforts to make Office 2000 an integrated package that supplies
users with an easy way to write their own automation programs, Microsoft
added two functionalities that opened up the access to information sources
created with Office 2000 applications:

= Simplified access to Messaging Application Program Interface
(MAPI) via the Collaborative Data Objects (CDO) library. The CDO
takes over a lot of MAPI programming issues and supplies a lim-
ited set of easy functions to make use of MAPI and other
resources, such as the Personal Address Book (PAB) and mail
folders. Nearly all macros and utilities that you use within Outlook
use the CDO to access your mail folders and address book(s)—for
example, when you use a macro to send an e-mail message to a
group of contacts in your address book.

= The use of Visual Basic for Applications (VBA) in Outlook 2000
through the CDO, which was not possible in versions before
Outlook 98.

As you can see, MAPI is a complex system that is highly abstracted
towards the applications.

MAPI was invented by Microsoft as a way to allow non-e-mail applica-
tions (such as a Web browser, or any other application on your system) to
send e-mail. It was also invented as a means to an end. Because it (thank-
fully) works “under the hood,” end-users never need to know it's there.
Thus, MAPI is a set of hidden routines (actually, embedded libraries) that
make it extremely easy to send e-mail. Therefore, it would be possible for
your spreadsheet, word processing, or music application to send an e-mail.
It is even possible to automate the process; once a user clicks on a certain
button or hits a series of keystrokes that meet a certain condition, a MAPI-
enabled application can send an e-mail. This all sounds very convenient,
and it is. The problem with this convenience is that it is quite simple for a
malicious programmer to create an application that has a victim send e-mail
messages to another victim. The Melissa and Love Letter viruses, for
example, were designed to take advantage of the conveniences that MAPI
provides.

The important thing about MAPI is that an application can access dif-
ferent messaging systems if they are using the same MAPI. In addition,
using CDO access to stored information becomes even simpler. It is impor-
tant to remember that when you run a program/utility from within
Outlook, this program has the same access rights as Outlook.
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Restrictions in access are based only on your NT account name on an
Exchange Server or file server. Local stored information (you are owner of
this information) can be accessed without limitations, since the user has
full rights to the files. Running the same program out of Outlook gives no
direct access to the resources, unless the program asks you to supply the
information to set up this session. Programs written in Visual Basic script,
Visual Basic for Applications, or JavaScript can run only outside Office
2000 if you have installed Windows Scripting Host.

Figure 2.1 illustrates the three tiers common in today’s office suites.
The first tier, or stage, describes the actual software packages and pro-
gramming languages that the end-user will see (for example, Outlook,
Excel, and Visual Basic). The second tier describes the interfaces that act
as intermediaries between client applications and service providers. The
interfaces, such as MAPI and the CDO library, act “beneath the hood,” by
simply passing information back and forth. The service providers are
simply independent elements that are accessible by various clients. For
example, it is possible to have a central personal address book that is
accessible to various applications. MAPI and other intermediaries know the
location of your personal folders, such as your Windows 98 My Documents
folder. They can then, if called, relay information in these folders and per-
sonal address books to messaging systems, such as a Simple Mail Transfer
Protocol (SMTP) or Post Office Protocol 3 (POP3) server. This three-tier
structure is quite powerful. As with any powerful tool, it has its dangers. A
malicious coder can take advantage of default settings, poor programming,
and naive users to create applications that destroy or reveal information.

You can see in Figure 2.1 how Outlook relates to the MAPI scheme.
First, Office 2000 (which includes Outlook) is inextricably linked to a mes-
saging interface (MAPI) and a programming interface (Visual Basic). This
linkage makes Outlook especially powerful. Essentially, Outlook and the
rest of the Microsoft suite are seamlessly linked to the CDO and MAPI
libraries, which allow an end-user to send and receive messages.
Microsoft's strategy is based on a very solid concept: People would rather
work with information than with applications. This diagram allows end-
users to access the same information using several applications, rather
than always having to use one application. Therefore, once you access an
application, you are actually accessing the client interfaces and the service
providers (such as a central personal address book), which allows you to
connect directly to the Internet.

www.syngress.com



Securing Outlook 2000 = Chapter 2

Figure 2.1 Overview of the MAPI architecure.
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NOTE

As soon as possible after a serious security flaw is identified in one of
their products, Microsoft releases a patch. Since a great number of users
are not aware of these updates and have not installed them, they are
working with versions that contain vulnerabilities. For this reason, this
chapter will identify weaknesses assuming that no security patch has
been applied, before discussing securing Outlook 2000.

The Address Book

An address book consists of one or more address books (called containers)
and is managed by an Address Book Provider (see Figure 2.1). Through the
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MAPI calls (or CDO calls), information is transferred from the address book
to the client. A number of containers are available. You can see them using
the Address Book (Tools | Address Book).

The Contact Items folders in Outlook The default folder name is
Contacts; however, you can add Contact Items folders. If you want them to
appear in, or be removed from, the address book, you must select the
Show this folder as an e-mail address book option on the Properties |
Outlook Address Book of the contacts folder. These folders are part of the
Personal Folder (with the extension .pst). Information in Contacts that you
added to or changed in a contact folder is not available to other mail
clients.

Personal Address Book The address book has the default name
mailbox.pab. This address book is accessible for other Outlook and
Exchange clients.

Exchange Server Address Book (online) This address book is available
only if you have an online connection with the Exchange Server. Normally
you cannot make changes to this address book, unless the system admin-
istrator has granted you the rights to do so.

Offline Address Book (OAB) This is a (synchronized) version of the
Exchange Server address book. It contains files with the .oab extension.
You cannot make changes to this address book; because it is a copy from
the Exchange Server, you can only synchronize it.

As you use the address books extensively, you will add more and more
information for these people to the address book. Since all address books
are always available, accessible, and a rich source of personal information,
they are a perfect resource for malicious code to attack. An e-mail worm
can access all available address books via a few CDO calls from a Visual
Basic program to spread itself. Other malicious code could subsequently
copy the complete content and send it to an untraceable e-mail address
(such as a Hotmail or Altavista address).

The Mail Folders

In Outlook you have access to your Personal Folders (.pst files) and, if
available, your mailbox on the Exchange Server. Both have four standard
mail folders: Inbox, Outbox, Sent Items, and Deleted Items. Because you are
the owner of these folders, you have full access to them, except that you
cannot delete the standard mail folders. However, all folders you added
yourself can be removed through simple programs, complete with all mes-
sages. The messages in the Sent Items folder are the ones that you have
sent in the past, and saved after they had been handed over to the mail
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server. This action is not mandatory—in Outlook you can enable/disable
this option by selecting Save copies of messages in Sent Items folder in
Options | Preferences | E-mail Options. Note that Visual Basic programs
can change these options, forcing Outlook to not save copies, or remove
them.
Malicious programs are able to send e-mails in your name, or even

clean out your Personal Folders and the Exchange Server mailbox. These
programs (in Visual Basic) use the CDO to easily access the mail folders.

Visual Basic Files

I have mentioned Visual Basic (VB) a number of times. Normally you need
to compile a VB program to an executable file to use it. However, there are
two exceptions: VBA and Visual Basic Script (VBScript). VBA empowers
you to create programs ranging from simple macros (for Word, Excel,
Access, and other Office 2000 applications), and VBScript is usually used
in Hypertext Markup Language (HTML) pages. Since e-mails can interpret
HTML, VBScript can be added to e-mails and it is activated upon opening
the e-mail.

NOTE

The most powerful application code, such as that written in Visual Basic,
C, or C++, needs to be pre-processed. Whenever you write code using
these languages, you first run it through a preprocessor called a
compiler. The end result is an application that you can then execute by
double-clicking on it. Java code also needs to be compiled, but in a dif-
ferent way. You should understand, however, that applications written in
JavaScript and VBScript do not need to be compiled. Such applications
are still powerful and can cause harm.

For VB programs to work without being compiled, you need an inter-
preter. Outlook and other Office applications often have these installed for
the function of making and using macros. VBScript can be run only outside
of Office 2000 if you have Windows Scripting Host (WSH) installed.

WSH is a stand-alone interpreter that allows VBScript to run anywhere
on the system. It is unlikely that the average end-user has this installed. If
you do have it installed, take the time to learn how it works, and invoke
access control measures on it.

Subsequent to an end-user double-clicking on the application, VBScript
can access the Outlook resources using CDO. Once activated in Outlook or
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Office 2000, a VBScript application basically rules the roost. It can access
any of the service providers, as well as any of the messaging systems.

WSH is available with Windows 98 if you have installed it explicitly
during setup. Windows 95, NT, and 2000 install WSH by default (when
installing Outlook 2000 you have the option not to install). The risk in
using WSH is that is enables VBScript files to access your system
(including the Registry), thereby becoming a playground for malicious VB
files.

Attacks Specific to This Client

Since the release of Outlook 2000, a number of weaknesses and vulnera-
bilities have been discovered. These vulnerabilities have become a prime
target for malicious attacks. Because Outlook is part of Office 2000, it can
also become the victim of vulnerabilities within Office 2000, namely default
settings and the interactions between the programs in the Office 2000 suite.

No Attachment Security

Files attached to e-mails cannot be securely opened. As you double-click
an attachment to load it into the appropriate viewer, executables are run
by Windows, and VBScript files are interpreted and executed. You have no
way of excluding certain types of files from being executed by accident. In
the case of the Love Letter virus, the name of the e-mail’s file attachment
was LOVE-LETTER-FOR-YOU.TXT.vbs. If you had no knowledge of Visual
Basic, you probably would not recognize the extension and may have
thought it was a text file. Attackers take advantage of this weakness,
knowing that once you open an attachment, the malicious code can do its
work before you realize it.

A few types of attachments are known to cause malicious code to be
run, such as a Clip Art Information Library (CIL) and a Symbolic Link
(SYLK, or SLK). Upon opening a CIL file attachment, Windows installs the
library for use with Clip Gallery, using artgalry.exe. Under certain circum-
stances, a malformed CIL file will cause a buffer overrun, crashing
artgalry.exe. This creates an opportunity for malicious code embedded in
the CIL file to be run. An SLK file attachment is opened by default with
Excel 97 or 2000, and no warning is issued if macros are present.

Default Settings Are Not Secure

Like most Microsoft products, Outlook is installed with settings that create
an insecure environment. Because the majority of users are not IT profes-
sionals, they lack the knowledge and experience to hand-tailor the security
of Outlook, and attackers rely on this. Malicious mail and attachments
have a near 100 percent chance of being opened and run in an insecure
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Outlook application. However, if the installation process set up a secure
environment, Outlook would probably feel restrictive and user-unfriendly
to most people.

Zone Security

Because Outlook can interpret HTML-formatted e-mails, it is also suscep-
tible to JavaScript, VBScript, and even ActiveX Controls and Java Applets.
You do not want this functionality within Outlook! Using Zone Security (an
option found in Tools | Options | Security, and covered in the “Zone
Settings” section later in this chapter), you can control this. It is important
to understand that Zone Settings are the same for all applications using it,
so if you change the Internet Zone setting in Internet Explorer, it will affect
Outlook and Outlook Express. Many users have their zone setting very low,
making Outlook vulnerable to malicious code.

Word 2000 as the Outlook E-mail Editor

Outlook allows you to choose Word 2000 as the e-mail editor. As with any
other Office application, Word 2000 will respond to commands embedded
in code—and because Word can send e-mails, a piece of code can invoke
Word macros that will enable the illicit sending of e-mail, or even the dele-
tion of documents from your hard drive. This is true even if you had
blocked VBA programs from sending e-mails via Outlook (by removing CDO).
The mail commands within Word 2000 are not linked to the mailing com-
mands within Outlook. Removing CDO or applying the security update has
no effect on macros running within Word. Therefore, if you choose Word as
the e-mail editor, malicious VBScript can use the Word command to send
e-mails when the e-mail is opened.

Security Updates

Microsoft provides security updates after security vulnerabilities surface
within an Office product. Vulnerabilities that affect more Office products
are packed into a Service Release. In most cases, you should install these
updates from http://officeupdate.microsoft.com, where there is an auto-
update function. The program is downloaded and checks the status of, in
our example, the Outlook application. Next, it shows a list of available
updates that are not yet installed on your PC. The security updates are
always available under the first category, Critical Updates. Before you
select an update to install, read the information carefully. It's a good idea
to subscribe to the Office Update Notification Service, SO you receive an
e-mail when new updates become available.
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The most renowned security update is the one triggered by the Love
Letter virus; it has a significant impact on the use of Outlook 2000:

E-mail Security Attachment Attachments that are on the list of unsafe
extensions (or Level 1) are no longer accessible. You can no longer open,
save, delete, or print them. Less unsafe attachments have extensions that
are on the Level 2 list. You cannot open these in Outlook, but you can save
them. For all other attachments, Outlook gives a warning (shown in Fig-
ure 2.10).

CDO and Simple MAPI Security A program that calls to CDO or Simple
MAPI is intercepted by a warning procedure. If you have installed or built
your own automation routines, you can no longer run them detached. You
need to confirm that access to your Address Book, e-mails, and mail
folders is OK.

Default Security Setting (Zone Setting) The zone setting is raised to the
highest level (restricted sites), meaning that you trust no sender or Web
site unless explicitly trusted.

For IT Professionals The Outlook 2000
E-mail Security Update

You can install the Outlook e-mail security update only after Office
2000 Service Release 1/1a (SR-1/SR-1a).

It is important to know that after you have installed the Outlook e-
mail security update, attachments of already available (old) e-mails that
can contain executable code are no longer available! If you did not
already save these attachments to disk, you will lose them. If you use
automated routines to periodically clean up the Outlook folders, send e-
mails, or other tasks, these will no longer run unattended following the
installation of the Outlook e-mail security update. If this is no problem,
you can install the update. However, if you rely on these types of proce-
dures to run at night, you should not install the update. (You will see
later in this chapter that there are other methods that prevent you from
activating malicious code.) Microsoft, wanting to supply a quick solution
preventing unwanted access to the CDO, did not add security features
to the CDO, but added warning/control function at the start of every
CDO function. This forces you to accept every call to a CDO function—so

Continued
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you have to be around when you run a macro. For example, the first
time a macro uses the CDO call to access one of your address books, you
get a warning that questions whether access is approved. If you reply
Yes, the address book can be accessed through the macros. However,
this access has a time limit (ten minutes by default), after which the
warning and question are repeated. If your macro takes longer than ten
minutes to run, you have to approve it again. To get a better under-
standing of the Outlook e-mail security update, Microsoft Support has a
number of articles at their site: http://support.microsoft.com/support/
kb/articles/Qxxx/xx/xx.asp (where x refers to the Q-number of the article):

Q262631 OL2000: Information About the Outlook E-mail
Security Update

Q262701 OL2000: Developer Information About the Outlook
E-mail Security Updated

Q263297 OL2000: Administrator Information About the Outlook
E-mail Security Update

Q262634 OL2000: Known Issues with the Outlook E-mail
Security Update

Q264567 OL2000: Known Interoperability Issues with the
Outlook E-mail Security Update

Q264130 OL2000: Known Third-Party Issues with the Outlook
E-mail Security Update

Q266134 OFF2000: Overview and History of Office 2000
Updates

There is a tool available for administrators from the Microsoft
Office Web site (in the Office Resource Kit Toolbox) that enables the
administrator to customize the newly introduced attachment security
(through system policies). Because you administrate system policies on
the server side, this tool will not work on individual PCs.

Other Outlook related security updates are as follows:

= Word 2000 SR-1 Mail Command Security Update (the infor-
mation is in Q265031: http://officeupdate.microsoft.com/
2000/downloaddetails/Wd2ksec.htm). This prevents malicious
code from using the option to send e-mail from Word and
circumventing the Outlook security.

Continued

www.syngress.com



42

Chapter 2 = Securing Outlook 2000

= Update available for the Microsoft Universal Access (UA)
Active X Control vulnerability (the information is in Q262767:
http://officeupdate.microsoft.com/2000/downloaddetails/Uact
Isec.htm and www.microsoft.com/TechNet/security/
bulletin/fg00-034.asp. This update corrects an incorrectly
marked “safe for scripting” designation of the Office 2000
UA Control that affects all Office 2000 applications. The con-
trol essentially allows an application to provide an example
of a particular function. Microsoft Office suites contain many
different examples, all of which are benign. However,
through social engineering, a user can be duped into clicking
on a particular link that goes out to a malicious Web site,
which can then use Word macros to take control of your
system. As a result, one click can reset the Macro security
levels of Microsoft Word, then open up a document that
deletes files, sends e-mails, and so forth.

Enabling Filtering

If you are a heavy e-mail user, you know that a large number of e-mails
can fill your inbox. You may have created rules to move e-mails from
known senders to specific folders. The function of rules in Outlook 2000 is
extended and goes beyond distributing incoming mails over different
folders. An interesting option when securing Outlook is to filter words in
the mail, or categories assigned to the e-mail. There is also a rules function
for junk e-mail.

Junk E-malil

By activating the junk e-mail function, you can mark unsolicited/spam
e-mails and adult-content-related e-mails making them distinct from all
your other e-mails. You can activate it by going to Tools | Organize (or the
Organize button on the Toolbar). After selecting the Junk E-Mail option,
Outlook will look like Figure 2.2. As you can see, the junk e-mail function
consists of two filters, Junk and Adult Content. Before you turn them on,
you must select the action color or move and the respective color or folder
(a default folder called Junk E-Mail) will be created. By turning on these
filters, Outlook will place two rules in the rules list. It is not possible to
modify these rules using the Rules Wizard.
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As the text under the filters states, the filters are not fully accurate but
you can enhance it yourself in three ways:

1. Add e-mail addresses to the sender list. When you receive an
e-mail you regard as junk, you can add the e-mail address to the
Junk or Adult Content sender list via Actions | Junk E-Mail | Add
to Junk Senders list or Actions | Junk E-Mail | Add to Adult
Content Senders list. Next time you receive an e-mail from this
sender, the specified action is applied to it.

2. Add e-mail addresses to the exception list. An e-mail may be
identified as junk, but you don'’t regard this sender address as
such. You can place this sender’s e-mail address in the exception
list. Activate the Rules Wizard (Tools | Rules Wizard) and you will
see a rule called Exception List. In the lower part of the Rules
Wizard window you can edit the value exception list by selecting it.
An edit window will pop up that enables you to maintain a list of
e-mail addresses that prevents e-mails coming from these senders
to be submitted to the junk e-mail filters.

3. Update the content filters. One would assume that you would
know what the filters look like and be able to change them, but
you cannot. However, the descriptions of the current filters are
contained in the file filters.txt that is located in the Office subdi-
rectory of the Office 2000 installation directory (by default,
C:\Program Files\Microsoft Office). If you want to make the effort,
you can create your own filters based on the text file. However,
these extensive rules will slow down the filtering significantly. It's a
better practice to check the Office Web site for updates, or to
search the Internet for third-party filters.

Figure 2.2 Setting the junk e-mail filters.
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Filtering Keywords

You can also use the Rules Wizard to add rules that filter out unwanted e-
mails. A situation may occur in which you receive a known e-mail virus
like Love Letter; you know the sender, but you also know what is in the
subject and it contains an attachment that you do not want to open by
accident. By constructing a rule, you can delete it before it can do any
harm (see Figure 2.3).

You can filter out nearly all unwanted e-mails, but you need keywords
or sender names or addresses to be able to recognize them. That is where
the challenge lies. Take notice of virus reports, because these hold enough
information to at least construct a simple rule to move an e-mail message
from the Inbox to a Hold folder. Because the e-mails in this filter are suspi-
cious, you will look at them cautiously. If you cannot recognize an e-mail
message, delete it.

Figure 2.3 Add a rule to filter out unwanted e-mails.
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Mail Settings and Options

Outlook 2000 has functionalities that can threaten security as well as
functionalities that protect from attacks. When you are planning to secure
your e-mail, you should consider not only protecting yourself from mali-
cious incoming mails, but also securing the mails you send. Although both
are possible within Outlook, you can achieve a higher security through
third-party products. For incoming e-mails, an anti-virus application can
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be used (see Chapter 5) and for outgoing e-mails, you should consider PGP
(see the next section in this chapter). The security options for outgoing
e-mails are controlled via the Security tab within Tools | Options (see
Figure 2.4).

Figure 2.4 The main Outlook Security Setting tab.

Options 7]

Preferences I Mail Services | Mail Format I Speling  Security |Other | Internet E-mail |

Secure e-mai
¥ Encrypt contents and attachments for outgoing messages
% ¥ Add digital signature ko outgoing messages
IV Bend clear text sianed message!

Default Security Setting: IS,I’MIME of John Doe j

Change Settings... |
Secure content

Security zones allow you to customize whether scripts and active
content can be run in HTML messages. Select the Microsoft
Internet Explorer security zane to use.

Z0NE: (& Restricted sites x Zone Settings... |

Attachment Security... |
Digital IDs {Certificates)
% Digital IDs or Certificates are documents that allow you ta prove your
identity in electronic transactions.
Import/Export Digital ID.., | Get a Digital I, |

oK I Cancel | Apply |

HTML Messages

Outlook recognizes three mail formats: plain text, HTML, and Outlook Rich
Text. Incoming mail is always presented in its original format, or plain text
if it is a not supported format. You can select the format in which you send
e-mails through Tools | Options | Mail Format (see Figure 2.5).

The mail format of the reply is the same as the format you received it
in, unless that was an unknown format. If the format is not recognized,
the selected mail format is used. You should handle incoming e-mails with
HTML format as suspicious because they can contain VBScript/JScript, or
even ActiveX Controls and Java Applets. | use Microsoft Outlook Rich Text
as my default format, which gives me the option of formatting e-mails
without alarming the recipient with an HTML-formatted e-mail. Remember,
the recipient is battling the same security issues that you are. You can
reduce the risk of HTML-formatted e-mail messages by accessing Outlook’s
Zone Settings feature. Go to Tools | Options, then select the Security tab
to select the Restricted Sites zone.
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Figure 2.5 Setting the outgoing e-mail format.

Options HE
Preferences ! Mail Services  Mail Format ]Spal\ing ; Security i Other ] Internet E-mail I

MESSagE FOMMEE o - oo o o

Choose a format for outgoing mail and change advanced settings.

Send in this message Farmat: iMichsoft Cutlook Rich Text _:J

= e

Stationery and Fonts

Use stationery to change your default font and style, change colors,
and add backgrounds to your messages.

Use this stationery by default: i =

Eonts... i

Signature

?/ Automatically include your signature or attach an electronic business
= card (vCard) to outgoing messages,

Use this Signature by default: i<Nnne> _:_]

o O se tiernepy Signature Ficker...
oK i Cancel ; Apply ]

NOTE

In the same window in which you select the e-mail format, you can
select the option to use Word 2000 as the e-mail editor. The advantage
to this is that you can use all the functionalities of Word. However, using
Word as your editor is not a good idea, not only because of the security
risks outlined in this section, but because Word requires more memory to
run than does the Outlook e-mail editor.

Zone Settings

You may have encountered the Zones options in Internet Explorer and/or

Outlook Express or Outlook. All three use the same settings. By changing

the zone setting in Outlook, the settings in Internet Explorer and Outlook

Express also change. Be careful when changing them because it can influ-
ence the other applications.

Zone setting is an effective method in Outlook when you receive HTML-
formatted e-mails. You should use the Restricted Site zone for Outlook and
Outlook Express (see Figure 2.6); use the Internet zone for Internet Explorer.
See the sidebar, “Customizing the Security Zone Setting” regarding hard-
ening the Restricted Site zone even further.
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After you have selected the Restricted Site zone as your security level,
the default setting of the level makes it impossible for an e-mail (in HTML)
to perform malicious actions. Remember that zone settings do not protect
you in any way from malicious attachments.

Figure 2.6 The Zone Setting for Outlook.

Security
Select a Web content zane ko specify its security settings.

® O @

Internet Local intranet  Trusted sites  Restricted
sites

Restricted sites
This zone contains Web sites that g

= Sikes...
could potentially damage your

computer ar data, This zone is currently empty

i Security level for this zane

Custom
Cushom settings.
- To change the settings, click Custom Level,
- To use the recommended settings, click Default Level.

Custom Level... Default Level |

Cancel |

WARNING

In the default view, Outlook has the Preview Pane open. Most of us do
not change that. That is okay if security is tight (if you have set the zone
to Restricted Sites), but this is often not the case. Do you know at this
very moment what your zone setting is in Outlook (or Outlook Express)?
When you open the Outlook application, it not only starts downloading
mail, it opens the first e-mail in the Inbox. If that e-mail contains a mali-
cious VBScript, it is started before you have time to stop it. Have you
ever released this potential weakness? Tighten up your Outlook security
before using a preview pane!
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For [T Professionals Customizing the Security

Zone Setting

Advanced users and system administrators should be familiar with
the security zone options. To prevent embedded code or applets from
being activated, you may want the highest possible security within
Outlook. Also, it is not recommended to allow dynamic code in HTML
e-mails because the chance of someone opening it is high. HTML
enhanced e-mails look nice. However, to reduce the risk of encountering
a malicious Web site, HTML-enhanced e-mails should not include
dynamic or interactive code. A highly secure zone looks like the fol-

lowing:
Setting Value
ActiveX controls and plug-ins Disable all
Cookies Disable all
File Download Disable
Font Download Prompt

Microsoft VM Java permissions Highest safety

Miscellaneous Disable all
Except: Drag and Drop or
Copy and Paste files Prompt
Software Channel Permissions Highest safety
Scripting Disable all
User Authentication Logon Prompt for Username/
Password

Users will probably complain that they cannot access hyperlinks any
more, since they are blocked, but that is just what we wanted, because
links can point to rogue Web sites.

Attachment Security

Most e-mails are sent without attachments, and most attachments are
documents. However, we know that documents can contain macros, which
can contain malicious code, called macro viruses. You do not want a macro
virus to become active. You can prevent this by setting the Macro Security
Level (Tools | Macro | Security). It is set to a medium level by default but
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raising it to high is better (see Figure 2.7). High means that only signed
macros are accepted—the document must have a digital signature (DS) or
certificate from the sender. Even if a document contains a signed macro,
you must respond to a warning asking you if you trust the source. If you
do, after inspecting the certificate, it will be added to Trusted Sources.
Subsequent macros with the same certificate are automatically trusted and
activated.

Malicious code in attachments is more invasive than macro viruses,
because they can run at system level, with access to system resources and
the Registry (especially under Windows 9x). For Windows NT/2000 the level
of vulnerability depends on the skills and experience of the system adminis-
trator. By setting the Attachment Security (Tools | Options | Security |
Attachment Security) to High (see Figure 2.8), you receive a warning if the
attachment contains executable code. If you select None, you do not get the
warning. Figure 2.9 shows an e-mail | received that contained an attachment
(the icon indicates it is a VBScript file). When | tried to open the attachment,
I got the warning shown in Figure 2.10.

Figure 2.7 Setting the macro security level.

Security 2| x|

VB'; Trusted Sources ;

& High. Only signed macros From brusted sources will be
allowed ta run. Unsigned macros are automatically
disabled.

" Medium, ¥ou can choose whether or not to run
patentially unsafe macros,

" Low (not recommended), You are not pratecked from
patentially unsafe macros, Use this setting anly if you
have virus scanning software installed, or you are sure
all documents you open are safe,

WARNING

Every Office 2000 application has its own macro virus protection. The
applications do not share macro virus security. Remember to raise the
macro virus security level for every application.
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Figure 2.8 Setting attachment security.

Attachment Security ]

Security method

Attachments and links in messages can contain content or
executable code that might potentially cause security
problems, These settings control how potential problems are
dealt with:

o High: (recommended Far all users);

You are warned of all security problems., You can choose
whether or not ta view potentially unsafe attachments or links.

= Mone: {not recommended)

You are not protected From any security problems, Use this
setking only if vou are sure all messages vou receive are safe,

QK I Cancel |

Figure 2.9 An e-mail including an attachment with code.

®i Hard Love - Message [Rich Text] =] E3

JEi\e Edit “iew Inzett Format PGP Took Actions Help

Jiiemd‘u| 1] |‘ b |Uptlons...|@|ﬁ& 2

To.. “John Doe (E-mail

]

Subject: |Hard Love
John, ;I

this the program | was talking about.

Kisses from your Wife,

LOVE-LETTER-FO
R-YOULTHT
Jane

[

Figure 2.10 The warning for an attachment containing code.

DOpening Mail Attachment EHE

Jpening:
& LOVE-LETTER-FOR-¥OL. T=T. vbs from Hard Love - Message
{Rich Text)

WARNING: Web pages, executables, and other attachments
may conkain viruses o scripts that can be harmful to your
computer, It is important to be certain that this file is from a
trustwarthy source,

‘what would vou like to do with this File?

V¥ &lways ask before opening this type of File

|
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Attachment Security After Applying Outlook
E-mail Security Update

The Love Letter e-mail virus triggered a security update. This virus has
been covered frequently in this chapter, but there are a number of issues
surrounding the update that justify attention. The update substantially
changes the access to attachments—especially Level 1 attachments, which
are no longer accessible. A Level 1 attachment is a file with one of the fol-

lowing extensions:

Extension
ADE
ADP
BAS
BAT
CHM
CMD
COM
CPL
CRT
EXE
HLP
HTA
INF
INS
ISP
JS
JSE
LNK
MDB
MDE
MSC
MSI
MSP
MST

Type Description

MS Access project extension
MS Access project

MS VB class module

Batch file

Compiled HTML help

MS WIinNT command script
MS-DOS program

Control panel extension
Security Certificate

Program

Help file

HTML program

Setup Information

Internet Naming Service
Internet Communication Settings
JScript file

JScript encode script
Shortcut

MS Access program

MS Access MDE database

MS Common Console document
MS Windows Installer package
MS Windows Installer patch
MS Visual Test Source files
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Extension Type Description

PCD Photo CD Image, MS Visual compiled script
PIF Shortcut to MS-DOS program
REG Registration entries

SCR Screen saver

SCT Windows Script component
SHB Shell Scrap object

SHS Shell Scrap object

URL Internet address shortcut

VB VBScript file

VBE VBScript encoded file

VBS VBScript file

WSC Windows script component

WSF Windows Script file

WSH Windows script host settings file

Although you cannot receive files with these extensions, you can send
them. Outlook will merely give you a warning. If you need to send someone
a file with one of these extensions, the best you can do is zip the file,
before sending it. Zip files can be saved by Outlook even if the security
update has been installed.

Before you actually execute the upgrade, be sure that you and all the
users save the attachments to the hard drive. After you apply the update,
Level 1 attachments are no longer accessible from saved e-mail.

Another issue is that (according to Microsoft) the Level 1 and Level 2
extension list can be changed only if you have an Exchange Server running
where the users have a mailbox. (See the article “Q263297 OL2000:
Administrator Information About the Outlook E-mail Security Update” at
http://support.microsoft.com.)

After the update is applied, you can uninstall the update only by com-
pletely uninstalling Office 2000 and then again installing Office 2000.
Perform some rigorous testing before you deploy the update!
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For IT Professionals

Disabling Windows Scripting
Host and Collaborative
Data Objects

As system administrator, you have to balance a lot of requests. You
juggle everything to protect the overall security. VBScript and JScript can
pose a serious threat. These scripts are easy to make and run without
any problem when Windows Scripting Host (WSH) is installed.
Uninstalling or disabling it can save you a lot of trouble. In fact, doing
this also flushes out all unwanted scripts that run on the PCs in your
organization.

| recommend disabling WSH, because if necessary you can enable it
again, without reinstalling it. You do this by renaming the file associa-
tion classes that refer to WScript.exe or CScript.exe (this is the
VBScript/JScript interpreter that can be run from the command line) in
the HIVE keys Shel\Open\Command or Shell\Open2\Command. The
default key value would resemble:

%Syst emRoot % Syst enB2\ Wacri pt. exe “9%d” %

You need to use the Registry editor (Regedit.exe) and do a search
on the registry trees:

My Computer\HKEY_CLASSES_ROOT
My Computer\HKEY _LOCAL_MACHINE\SOFTWARE\CLASSES

For example, under Windows 2000:

Change My Computer\HKEY CLASSES_ROOT\JSEFile
To My Compute\HKEY CLASSES_ROOT\JSEFile.DisabledByJD

Although you can disable Collaborative Data Objects (CDO) in the
same way, uninstalling is easier. You can do this by using the Office 2000
Installer (Start | Settings | Control Panel | Add | Remove Programs).
After selecting Microsoft Office 2000 (depending on the installed ver-
sion), the installer will present you with three options. Choose Add or
Remove Features. Expand Microsoft Outlook for Windows and make
Collaborative Data Objects Not available. Now you can select the update
and the installer will remove CDO.
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Enabling S/IMIME

By enabling Secure Multipurpose Internet Mail Extensions (S/MIME), you
can sign and encrypt e-mails you are sending. The technique of signing
means that you add a digital signature to the e-mail in order that the
recipient can verify if the e-mail is actually coming from you.

First, go to the Security tab (Tools | Options | Security) (see Figure 2.4).
The upper part of the tab (Secure e-mail) gives you three check options:

1. Encrypt contents and attachments for outgoing messages. If
you check this option, Outlook will encrypt the complete message.
If the e-mail client of the person to whom you are sending the
encrypted e-mail supports S/MIME, they can decrypt the message,
making it readable again.

2. Add a digital signature for outgoing messages. By putting a dig-
ital signature to the end of the message, the person you are sending
the e-mail to can verify that you are indeed the sender of the mail.
It also ensures them that the content is not changed. Including a
checksum when sending the e-mail does this; the recipient does
the same and if the checksums match, the message has not
changed.

3. Send a clear text signed message. Not everyone has an e-mail
client that supports S/MIME. If you were to send a S/MIME mes-
sage, a recipient without it would just see gobbledygook. If you
check this option, the message is also sent in readable text.
However, if you also had checked the first option, an attachment
would still not be usable without decrypting it.

Before you can press the Change Settings button, you must have a dig-
ital 1D (certificate). You can obtain a digital ID by applying for one (we will
describe this later in this section) or importing one. To import one, some-
body must have given you a file that contains a certificate. Be sure that
they also gave you the password to unlock the certificate.

Applying for a digital ID for e-mail messages is neither difficult nor
expensive (US $15 per year). | will decribe how to obtain an e-mail certificate
from Verisign Inc., probably the most renowned Certificate Authority (CA). If
you are not sure it is worth the money, you can try a 60-day trial certifi-
cate.

Go to Verisign’'s Web site, where you can register for a digital 1D
(www.verisign.com/client/enrollment/index.html). After selecting Enroll
Now, enter the first of four steps:

1. Complete the Enrollment Form and send it.
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Check your e-mail. Verisign will promptly send you an e-mail
containing a 32-character PIN and a URL (http://digitalid.verisign
.com/enrollment/mspickup.htm) from which to pick up your dig-
ital 1D.

Pick up your digital ID. Copy the PIN code out of the mail, go to
the URL, paste the PIN code in the field, and press Submit.

Install the digital ID. A window will query you about whether you
are ready to install the ID on your system. If you answer OK, the
installation of the digital ID takes place.

You can start using it immediately, but first complete the settings of
S/MIME. After clicking the Change Settings button on the Security tab
(see Figure 2.4), you enter Change Security Settings (see Figure 2.11).

1.

Give the setting a name. You can create more settings (by using
the New button), so you can change to another setting that is
appropriate, for example, if you have more digital IDs and want to
change to another one.

Select the Secure Message Format. In our case, S/MIME is the one
we want.

Check Default Security Setting for this Secure Message Format. By
checking this option, this setting (in the figure called S/MIME for
John Doe) is used for every e-mail that is sent in S/MIME format.

Check Default Security Setting for all secure messages. By
checking this option, every message that you send securely will
use this security setting.

Signing Certificate/Encryption Certificate. Since you have only one
Certificate, choose that one (in this example it's called E-mail

Protection) for the Signing Certificate. Because this is the only one,
Encryption Certificate will (automatically) use the same certificate.

Hash Algorithm/Encryption Algorithm. Although you can change
them, using the defaults is OK.

Check Send these Certificates with signed messages. If you check
this option, you will send the (public) part of the Certificate with
the e-mail. The recipient can import the certificates in their
Outlook Contacts address book and use them to secure e-mails
they will send to you.

After pressing OK, you are able to send signed and/or encrypted e-mails.
If you need certificates for a large number of users or perhaps the whole
organization, you should consider other solutions than obtaining certificates
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one by one. You could consider a product from Verisign called Go Secure!
For Exchange Server; issuing certificates is done automatically on a per-
user basis. You could also consider another (possibly cheaper) solution, by
deploying PGP, including your own PGP server.

Figure 2.11 Setting S/IMIME properties.

Change Security Settings EES
o e e AT e o e o e e O oo Lo
Security Settings Mame: ; SMIME of John Doe :j
Secure Message Format: iS,I'MIME ..'_j

¥ Default Security Setting For this Securs Message Format

v Default Security Setting For all secure messages

Mew Delete i Fassword 1
CertFicates and Algorithmg ——————————————————
Signing Certificate: ;E-mail Protection Choose... i
Hash algorithm: J5rat =l
Encryption Certificate: ;E-mail Protection Choose... i
Encryption Algarithm: iDEs :j
¥ Send these certificates with sioned messages:
Cancel 1

NOTE

Because you can have more than one e-mail address, you have to
remember that the digital ID you obtained can be related only to the
e-mail address you used to acquire the ID. Make sure that e-mail address
is the default one. If you also have an Exchange Server account, the dig-
ital ID should be related to the address for this account. Another option
is to obtain more certificates, one for every e-mail address, so changes to
your Outlook account setup do not prevent you from signing and
encrypting your e-mails.

Why You Should Use Public Key Encryption

You probably sign letters, put them in sealed envelopes, and have impor-
tant deliveries signed upon receipt; you worry about post fraud, lost items,
and insurance. You must trust various carriers and couriers to get letters
to the recipient, on time and unopened.
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You probably use e-mail for communication purposes, and you may be
responsible for a number of employees who use e-mail. Do you know how
many of these e-mails contain important information? Do you know on
which servers your e-mail is stored before it reaches its destination?
Consider the possibility of someone faking e-mails or maliciously modifying
e-mails, and remember that if you do not use encryption, e-mails are sent
in plain text. Isn’t it time to regard the use of e-mails the same way you do
letters?

If you place a digital signature on an e-mail, you not only prove that
you are the sender of the e-mail, you also prevent others from changing
the content. Of course, if someone intercepts the e-mail, he or she can still
read the content—the only way of preventing that is to encrypt it, in which
case the recipient must participate in the encrypting process. But that
person must also regularly sign receipts for letters, so it's not asking too
much in the name of privacy.

A way of placing signatures and encrypting e-mails is done with PGP
(Pretty Good Privacy). It is available for free, it is easy to implement and
maintain, and it is so much cheaper than the loss you might experience if
e-mail fell into the wrong hands.

Installing and Enabling Pretty Good Privacy (PGP)

Instead of using a digital ID, you can use PGP. Enabling PGP is just a
matter of installation, including installing the Microsoft Exchange/Outlook
Plug-in (see Figure 2.12). The next section will describe the installation and
use of PGP. Before installing it, you must close Outlook so the PGP instal-
lation program can access the Outlook files to install the plug-in. (After you
have successfully installed PGP, you can restart Outlook.)

Figure 2.12 Installing PGP and the Outlook plug-in.

Select the components pou want to instal, clear the components
Il vou do nat want ta install.

LComponents

. FGPret irtual Private Metworking
PGP Eudara Plugin 2RE K
PGP Microsoft Exchange/Outlook Plugin 128K
PGP Microzoft Outlook Express Plugin

Drescription

This component includes the core PGP Key
Management files.

Space Feguied: 13344 K
Space Awvailable: 188768 K.

< Back Nest > Cancel |
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Installing PGP

PGP enables you to secure your e-mails, just as with S/MIME. The major
difference is that PGP is a self-contained solution. You create your own
certificates, and send the public part of it to a PGP server and get the
public keys of other PGP users. This section will give you enough informa-
tion to get PGP up and running.

You can download the freeware version of PGP 6.5.8i from
www.pgpi.com. The site holds a huge bundle of information and downloads
for PGP. PGP v6 is based on Open PGP (RFC2440, RFC2015, and
RFC1991). RFC2440 defines Open PGP, which combines both public-key
and symmetric cryptography into a practical solution. It is also a solution
that is relatively easy to understand and implement. Once you use PGP’s
tools, you can then safely store and transport information. In the previous
section you saw that during the installation process the appropriate plug-
in can be installed to make PGP available in your e-mail client. If you have
another e-mail client that you do not want to depart from, you can still use
PGP. By putting the message on the clipboard, you can sign and/or
encrypt it and the files you want to send with your e-mail, as attachments
that can be signed/encrypted manually. Be sure you download the version
that installs on your system. | installed version 6.5.3 on Windows 2000
Professional without any problems (version 6.5.1 does not install on
Windows 2000). The installation program is performed in a number of
steps:

1. Select the installation directory. The default is C:\Program Files\
Network Associates\PGPNT.

2. Select the PGP option you want to install (see Figure 2.12).

3. Create two keyrings. The installation process asks you if you
already have keyrings. PGP uses a private and a public keyring.
Since this is your first time, you install PGP if you do not have
them. Let it create the default ones for you. They are placed in the
default directory C:\Program Files\Network Associates\PGPNT\
PGP Keyrings (you can always move these to another directory
using PGP Preferences in the PGP Tray).

4. Run the Key Generation Wizard. See the next section for details.
5. Reboot the computer. The installation program does not always
ask for a reboot. Do it anyway, to be safe.

You will notice that the menu bar now includes a PGP item. In addi-
tion, the Standard toolbar shows a Launch PGPKeys button. If you open a
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new message now, the Standard toolbar contains three additional buttons
(see Figure 2.13):

=  Encrypt message before sending. With this On/Off button you
can set the option to encrypt the message (including attachments).
This option and the following one are set, corresponding to the
PGP Preferences.

= Sign message before sending. With this On/Off button you can
set the option to sign the message.

= Launch PGPKeys. This function is the same as the one on the
Standard Toolbar of the Outlook application window.

Figure 2.13 Using PGP in an Outlook message.

% Untitled - Message [Rich Text]) O] =]
JEiIe Edit “iew Insert Format PGP Tools Actions Help
|=gend B0 B ¥ ai0pions. |2 BRI S 7
To.. ||
&
Subject: I
E
-
For IT Professionals . .
Apply Security Settings

to the Reqistry

All security settings are in one way or another registered in the
Registry. Although most of these keys can be set using the appropriate
application, system administrators may find it handy to put all relevant
keys in a Registration Entries (.reg) file, so you can apply them in one go.
Below you find a number of these keys:

Set Outlook Macro Security to High

[ HKEY_CURRENT _USER\ Sof t war e\ M cr osof t\ Of fice\ 9. 0\ Qut | ook\ Securi ty]
“Level " =dwor d: 00000003

Continued
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Set Outlook Attachment Security to High and set Zone Security
to Restricted Sites

[ HKEY_CURRENT _USER!\ Sof t war e\ M cr osof t\ Of fice\ 9. 0\ Qut | ook\ Opt i ons\
CGener al |

“Security Zone”=dwor d: 00000004

“Att achnment Saf et y” =" Hi gh”

Set Word Macro Security to High

[ HKEY_CURRENT _USER\ Sof t war e\ M cr osof t\ Of fice\ 9. 0\ Wor d\ Securi ty]
“Dont Trust | nst al | edFi | es” =dwor d: 00000001
“Level " =dwor d: 00000003

Set Internet Zone Restricted Sites to Customized Highest Level
(This setting equals the described zone setting in an earlier sidebar.)

[ HKEY_CURRENT_USER\ Sof t war e\ M cr osof t \ W ndows\ Cur r ent Ver si on\
I nternet Settings\Zones\ 4]
“Di spl ayNane”="Restricted sites”

“Description”="This zone contains Wb sites that could
potentially danage your conputer or data.”

“l con”="inetcpl . cpl #00004481"
“CurrentLevel ” =dwor d: 00000000
“M nLevel ” =dwor d: 00012000
“RecommendedLevel " =dwor d: 00012000
“Fl ags” =dwor d: 00000003
“1001” =dwor d: 00000003
“1004” =dwor d: 00000003
“1200” =dwor d: 00000003
“1201” =dwor d: 00000003
“1400” =dwor d: 00000003
“1402" =dwor d: 00000003
“1405” =dwor d: 00000003
“1406” =dwor d: 00000003
“1407” =dwor d: 00000003

Continued
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“1601” =dwor d: 00000003

“1604” =dwor d: 00000001

“1605” =dwor d: 00000000

“1606” =dwor d: 00000003

“1607” =dwor d: 00000003

“1800” =dwor d: 00000003

“1802” =dwor d: 00000001

“1803” =dwor d: 00000003

“1804” =dwor d: 00000003

“1805” =dwor d: 00000001

“1A00” =dwor d: 00010000

“1A02” =dwor d: 00000003

“1A03” =dwor d: 00000003

“1000" =hex: 00, 00, 01, 00

“ 1E05” =dwor d: 00010000

Set Opening Mail Attachment Warning (examples of .HTML,
.PPT and .DOC Files)
(Even if the Outlook Attachment Security is set to low, these attach-

ments will still give a warning.)

[ HKEY_CLASSES_ROOT\ ht m fil e]

@" M crosoft HTM. Docunent 5.0

“ Edi t Fl ags” =hex: 00, 00, 00, 00

[ HKEY_CLASSES_ROOT\ Power Poi nt . Show. 8]
@" M crosoft Power Point Presentation”

“Edi t Fl ags” =hex: 00, 00, 00, 00

[ HKEY_CLASSES_ROOT\ Wr d. Docunent . 8]
“Edi t Fl ags” =hex: 00, 00, 00, 00
@"M crosoft Wrd Docunent”
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Understanding Public Key Encryption

To benefit from all the functionalities of the latest version of PGP (version
6.5.8i), it is helpful to have some understanding of how PGP public key
encryption works. PGP is a public key cryptosystem (based on the science
of cryptography) that is an asymmetric encryption method using a key
pair. This key pair is made out of a public key you use to encrypt your
message and a private key you use to decrypt a received message.

You publish (or distribute) your public key, enabling others to send you
encrypted messages (see Figure 2.14), provided they have also installed
PGP. And of course, you need their public keys to send them encrypted
messages. You use your private key to decrypt encrypted messages you
receive (see Figure 2.15). Before starting the encryption process, PGP will
compress the message, primarily to make it more difficult to decrypt the
message without the use of the private key.

S/MIME in Outlook uses the public key of the recipient to encrypt the
complete message—PGP takes an extra step. PGP uses a third key, ran-
domly generated using mouse movements and keystrokes, to strengthen
the security of PGP, called a session key. This is a unique one-off key; it is
generated only for encrypting this single message, after which PGP removes
it from your system. PGP even clears the disk space it uses to generate the
key.

Figure 2.14 PGP encryption process.
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Figure 2.15 PGP decryption process.
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The encryption process generates the session key that encrypts your
plain text message into a cipher text message. Next, the process fetches
the public key of the recipient to encrypt the session key. The messaging
client can then send a message that contains both the cipher text and the
encrypted session key. The decryption process works the other way
around. The messaging client uses the private key to decrypt the session
key. With this key, the client will decrypt the cipher text message to the
plain text message.

Using this public key cryptosystem, you are not only able to encrypt
your message but also to sign your messages, the same way you place
your signature on an important letter to prove it originates from you. The
message is still sent as plain text, but the recipient is able to use the dig-
ital signature to verify that the message originates from you and that
nobody made changes to the original text from the moment you sent it.
Also, the sender cannot deny ever sending the e-mail or that it has been
changed by somebody else. This principle is known as non-repudiation.
Figure 2.16 shows how it works; the hash function is the vital part here.
Every change to the message (even adding a space) results in a completely
different digest. Thus, the digest is the proof that the content did not
change. Encrypting it with your private key is placing the actual signature
meaning, “I am sending you this message!” The recipient has to recalculate
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the digest using the received message, and using the same hash function.
The result must match the decrypted digest (digital signature), using the
sender’s public key.

Another important feature of PGP is the principle of trust. A key is
useful only if you can trust it. With S/MIME the keys are generated
through a Certificate Authority that everyone trusts. Therefore the keys
they issue are, by default, trustworthy. PGP needs to use another prin-
ciple, since everyone generates their own keys. This principle is known as
the web of trust. Here’s how it works.

You receive a PGP signed/encrypted message. You obtain the sender’s
public key (see the section, Exchanging Keys) and verify the message. If
you convince yourself that the key is genuine and originated from the
sender, you sign it with your own private key (and put it on your public
keyring). Next time you receive a message from the same sender, you have
the public key you trust. However, if you synchronize your public keyring
with a PGP server, that server inherits your trust of that (specific) key (and
vice versa). Every other person that has trusted your key knows that they
can trust the keys you trust. Hence, a web of trust is built.

Figure 2.16 The process of signing an e-mail message.
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For IT Professionals

What is Cryptography?

After the installation of PGP 6.5.8i, the document “An Introduction
to Cryptography” becomes available, as does a user guide, in the Docu-
mentation folder in the PGP installation or through the start menu (Start
| Programs | PGP | Documentation). This excerpt from it describes cryp-

65

tography:

“Cryptography is the science of using mathematics to encrypt
and decrypt data. Cryptography enables you to store sensitive infor-
mation or transmit it across insecure networks (like the Internet) so
that it cannot be read by anyone except the intended recipient.

While cryptography is the science of securing data, cryptanal-
ysis is the science of analyzing and breaking secure communication.
Classical cryptanalysis involves an interesting combination of ana-
lytical reasoning, application of mathematical tools, pattern
finding, patience, determination, and luck. Cryptanalysts are also
called attackers.

Cryptology embraces both cryptography and cryptanalysis.”

Generating a Key Pair

During the installation process the Key Generation Wizard is run once to
let you generate your own Kkey pair. Perform the following steps:

1.
2.

Enter full name and e-mail address.

Select a Key Pair type. Use the default—it is newer and more reli-
able. RSA is there for backward compatibility.

Select a Key Pair Length. The longer the key, the more difficult it is
to crack the code. On the other hand, it takes longer to encrypt
and decrypt. Go for the default value (2048 bits).

Choose the Key Expiration. You should choose Never Expires. Even
if you want the key to become invalid eventually, you can always
revoke it. Always have one key (your first one) that never expires.
This is your master key.

Come up with a passphrase. You can regard the passphrase as an
extended password. The longer the phrase, the more difficult it is
for others to find it out. The same is true for the randomness of
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the phrase. The Passphrase Quality bar gives an indication of the
strength of the phrase (based on the length of the phrase). The
passphrase gives you access to your private key.

6. Generation of the key pair. Depending on the length of the key and
the speed of your computer, this can take from a few seconds to a
number of minutes.

7. Option to send the key to the root server (see also the section, Key
Distribution Sites). If you check the Send my key to the root server
now option the PGP root server is contacted and the public key is
sent to the root server. Others can obtain your public key through
this server.

WARNING

The passphrase is encrypted using a one-way hash function. If you forget
the passhrase, there is no way of finding out what it was. However, do
not write it on a Post-It and put it on your monitor or write it on the
back of your keyboard!! Try to come up with a short sentence that easily
comes to mind, but which is not something someone could find out
easily (through social engineering), like the title of your favorite book. If
nobody is around, you can uncheck the Hide Typing box, so you can see
what you typed in.

However, if you do forget your passphrase, you are no longer able to
access your private key. You must create a new key pair and rebuild the
trust of your key. But more worrisome is that you can no longer decrypt
messages that used the public part of this key pair. There is ho way of
revoking the key (you also need the passphrase for that). You will need
to contact the people that are using the public key.

Additional E-mail Addresses and PGP Keys

The key carries your name and e-mail address, so if you have multiple
e-mail addresses, you should consider creating a key pair for each one.
This is not mandatory, but if you use a key that carries additional e-mail
addresses as well as the one you used to send a message, it can impair the
trustworthiness of the key.

If you have a single address and a key that never expires, you may

sometimes want a key that you can use temporarily. You could create a
new key pair; however, this starts off with limited trust, so the best solu-

www.syngress.com



Securing Outlook 2000 = Chapter 2 67

tion is to create a subkey. A subkey is directly related to your original key
(the master key) and inherits its trust; you can limit its lifetime or revoke it
later. Changing subkeys is similar to changing passwords, making it more
dificult for others to find out its value.

Exchanging Keys

After you have installed PGP and generated your own key pair, you need to
perform two tasks: provide others with access to your public key so they
can send you encrypted messages or verify your signed messages, and
obtain the public key of the people who send you signed messages or to
whom you want to send encrypted messages.

Export your public key to file. You can export your public key by
copying it to a file or the clipboard. The easiest way is to start up the
PGPkeys application, select your key, and then export it (Keys | Export or
Ctrl+E). The file will have the extension .asc and the file type is PGP
Armored file. You can put this file on diskette or recordable CD-ROM and
send it to the person you want to have it—or, since you are using it for e-
mail purposes, e-mail the key by attaching the ASC file to the e-mail, or by
pasting the contents of the clipboard into the message body (see Figure
2.17). With the latest versions of Outlook (Express) or Eudora, you can
drag-and drop the key from PGPkeys to the e-mail. The key will be auto-
matically made into an ASC file attachment.

Figure 2.17 Exporting/importing PGP keys by e-mail.
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Import a public key from file. If you receive a PGP Armored file from
somebody, you can import it using PGPkeys (Keys | Import or Ctrl+l).
Public keys received by e-mail must first be saved to file, before they can
be imported. If you receive the key in the message body, select the complete
key (including the “———BEGIN PGP” and “———-END PGP” lines— see Figure
2.17), copy it to the clipboard, and subsequently save it to file (for example,
by using Notepad). Remember to use the ASC extension (although TXT also
works).

Send your public key to the PGP domain server. By sending your key to
the PGP domain server (certserver.pgp.com), it is automatically available to
all PGP users. In PGPkeys, select the key to be sent and select Server |
Send to | Domain Server (Ctrl+K).

Retrieve others’ public keys from the PGP domain server. To select a
specific key, use the search in PGPkeys (Server | Search, or Ctrl+F—see
Figure 2.18). Using the User ID contains option will search for every user
in the PGP key database that has that specific string in their User ID (this
is the full name of the owner).

Figure 2.18 Searching for a key.
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This is not all there is to exchanging keys. Do you remember the prin-
ciple of the “web of trust?” A key is as valuable as the level of trust it car-
ries. Every public key you get from others (those whom you know are
trustworthy) needs to be signed by you. Use PGPkeys to do this. Select the
appropriate key(s) and right-click for a pop-up menu. Select the Sign...
option. A window appears that shows the selected keys. Check the box,
Allow signature to be exported. Click OK to sign these keys with your pri-
vate keys. By doing this, you contribute to the increase of trust on these
keys. Others who trust you will also trust keys you trust. If you do not
export your trust, they will never know which keys you trust.
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After checking and selecting Allow signature to be exported, you need
to give your passphrase. Based upon a correct passphrase, the appropriate
private key is used. In the window you must use to enter the passphrase,
your default key is shown. However, if you give the passphrase of one of
your other keys, that key will be used for signing. In Figure 2.19, Kayeigh
McDermott (not exportable) signed the public key of Anthony Vicantio.

Now that you have signed one or more keys, you should update them
in the PGP Domain Server with this signing information. Select all the keys
you signed and update them (Server | Update, or Ctrl+G, or right-click the
mouse and select Update). PGPkeys will automatically contact the PGP
Root Server (assuming you have a connection to the Internet) and update
these keys in the PGP database.

Figure 2.19 Signing PGP keys.
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Key Distribution Sites

The only way PGP can build a web of trust is by maintaining a comprehen-
sive database of keys that users update with their signing information. You
already learned that there is a certserver.pgp.com; however, if we all rely
on one server we can run into problems if the server fails. All over the
world, organizations have also put PGP servers to work. These servers are
linked into a web of PGP servers. By means of the Lightweight Directory
Access Protocol (LDAP) you can communicate with a PGP server (PGP
servers use the same protocol if they communicate with each other). If the
local PGP server is set up properly, it sends all its information also to the
PGP Domain Server. You do not want to look for hours to find the PGP
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server that holds the key of that one person you need. The following Web
sites give more information on public PGP servers:

www.keyserver.net/en

www.pgpi.org/services/keys

www.pgpi.org/services/CAs

www.pgpi.org/links/www/search

The following URL points to a book that is regarded as the PGP trust reg-
ister:

www.cl.cam.ac.uk/Research/Security/Trust-Register

For IT Professionals

Deploying Your Own PGP Server

Have you ever thought about introducing a PGP server in your organi-
zation? Most people do not even know something like digital signatures
exist, and once they do, they find all those numbers tricky. By estab-
lishing a good working PGP server, training personnel in using DSs, and
ensuring everyone has the public keys of all other employees, you can
increase acceptance of digital signatures. The use of digital signatures
should be part of your organization’s security policy. You can find
UNIX/Linux freeware PGP server software at www.highware.net/
pub/OpenKeyServer.

Summary

Because Microsoft Outlook 2000 has a high degree of integration with the
other Office products, its vulnerabilities form a window of opportunity for
malicious e-mail viruses like Melissa and Love Letter. The latter is the
latest example of the speed at which a worm virus can spread using
Outlook. In response, Microsoft has issued a number of security updates
related to Outlook 2000 and Office 2000 that prevent exploitation of these
vulnerabilities. The Outlook E-mail Security Update corrects most of the
weaknesses that have been exposed—however, this is done in such a way
that a number of functionalities are no longer available. The only way to
ensure that you are working with a secure Outlook setup is to understand
the way Outlook works and where the vulnerabilities exist, and how you
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should secure Outlook yourself. The Rules Wizard can be used for filtering
unwanted or suspicious e-mails, and the mail options and settings in
Outlook can be configured to tighten the security, preventing the running
of Visual Basic scripts that contain malicious code. You will still need
third-party applications (like an anti-virus application) to thoroughly close
the security gaps.

To prevent your e-mails from being read or manipulated, you should
encrypt them and place a digital signature on them. You can do this using
S/MIME, a functionality provided with Outlook, or the e-mail security
application Pretty Good Privacy (PGP). Installing and using PGP is an easy
and safe way to protect your e-mails and Outlook and to prevent people
from stealing your identity. For PGP to work, the people you e-mail must
be using PGP also.

FAQsS

Q: If Outlook 2000 has so many security problems, should | be using it as
my standard e-mail application?

A The choice of e-mail client depends on the functionalities you want your
e-mail application to have. Outlook has a number of functionalities that
go beyond those offered by POP3 e-mail clients. The original version of
Outlook 2000 (and 98) do indeed have a number of security vulnerabili-
ties, but all the known issues have fixes (although not all of them are
particularly elegant). Outlook is more secure than other e-mail clients.

Q: Do | need to install the Outlook e-mail security update?

A: That depends on the security level of the environment in which your PC
is operating and on the add-ons you are using in conjunction with
Outlook. The most important restriction is that the upgrade prevents
you from running automated tasks on Outlook resources during out-of-
the-office hours. The only way of knowing if the update is hampering
certain tasks is to install it and test it. If you're not happy with the
update, remove it again.

www.syngress.com



72

Chapter 2 = Securing Outlook 2000

Q:
A:

> O

> O

Okay, I'm not happy with the way Outlook e-mail security update
works. How can | uninstall it?

The security upgrade for Outlook, like the other upgrades for Outlook
and Office 2000, becomes part of the installation. This means that it
does not appear in the Add/Remove Programs list. To remove all traces
of the upgrade, you need to remove Office 2000 completely and reinstall
it again. Do not forget to apply Office SR-1 and the other Office security
updates (http://officeupgrade.microsoft.com).

. | have installed the Outlook e-mail security update. Can | still use the

macros in Outlook now that | can’t run Visual Basic attachments?

> Yes, you can still run macros. Macros are indeed written in Visual Basic

for Applications (VBA), but they make use of the VBA run-time environ-
ment of Outlook. However, if you open a Visual Basic Script (VBScript)
file it runs in the VB environment provided by Windows. This environ-
ment is called Windows Scripting Host (WSH). If you did not install
WSH or if you disabled it, the attachment cannot run.

> Which anti-virus application works best for Outlook 2000?
. There is no best anti-virus application. Chapter 5 discusses the three

most popular anti-virus applications. You will see that all three have
their appeal.

> Should | use S/MIME or PGP?
. There is no difference in their level of security. If you want to use a

single key, and a $15 annual fee is no problem, you may use a Verisign
certificate (or a certificate from any other Certificate Authority). This
certificate, by default, is trusted by everyone who receives it. Also,
S/MIME is a more broadly-supported standard than PGP. You can save
the S/MIME certificate with the person’s information in the Contacts
information folder of Outlook. However, if you want to start using a
public key solution for your whole organization, using certificates from
a CA can become very expensive. You also have to consider imple-
menting your own Certificate server (for example, Verisign’s product,
OnSite). On the other hand, implementing PGP, including a PGP server,
is freeware (except for the hardware). You can also set up PGP and be
your organization’s Certificate Authority.
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I have installed PGP, but what's the use if the people to whom | send
e-mails don’t have it?

A You are right; you can only send encrypted e-mails using the public key

of the recipient. If he/she does not have one, you can't encrypt your
e-mails to them. However, what you can do is sign it. Even if the recip-
ient can’t verify the digital signature, you have the proof that it's your
message and it isn't altered. So if there is any discussion over authen-
ticity of the e-mail, the digital signature will establish it.

Q: What do | have to do to exchange PGP keys with a friend?
A You have to possess the recipient’'s PGP public key to send them

Q:

encrypted messages and vice versa. The easiest way of exchanging
public keys is to export your public key to a file. You can do this
through the PGPkeys application that comes with PGP. Then send the
plain text file to your friend, and they will send theirs to you. After
saving this attachment to disk, you can import it, also using PGPkeys.
If you both have done this, you are ready to send encrypted messages
to each other. The encrypted messages you receive are automatically
decrypted, since the PGP plug-in recognizes them and directly decrypts
them.

How reliable is PGP, since it's freeware?

A: Yes, PGP International is freeware, but there is also a commercial ver-

Q:

sion. Both PGP applications have the same level of security, but the
commercial version offers support and enhanced functionalities. The
freeware and the commercial versions are both made by Network
Associates Incorporated (NAI), who also produce McAfee VirusScan. The
commercial version comes in two encryption strengths: The USA/
Canada version and the International version. This has to do with U.S.
export limitations of encryption algorithms. Nevertheless, the
International version is still strong and reliable.

Can | use PGP within Linux, and can | use other PGP programs also?

A Yes, PGP is also available for Linux. All PGP programs are compatible—

that is, providing they are using the same open standard that exists
currently.
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Introduction

As the popularity and availability of the Internet have increased over the
last few years, the use of e-mail has become equally widespread. No longer
is it sufficient to have an e-mail address to share with friends. Now there
are hundreds of e-mail services that provide vanity addresses based on
hobbies, interests, political alignment, and even family names. In addition
to choosing a reliable e-mail service provider from the hundreds (actually,
thousands!) of choices on the Internet, you can also choose from a variety
of e-mail clients. Some are good, some are bad, some have a limited fea-
ture set with a small price tag, some are feature-rich and costly.

Two of the most popular and reliable e-mail clients are Microsoft's
Outlook Express and Qualcomm’s Eudora. In addition to being solid mail
clients with a long list of desirable e-mail features, these clients are avail-
able in similar offerings for both PC and Macintosh computers. Outlook
Express is a free e-mail client that comes bundled with Microsoft's Internet
Explorer, although it can be installed as a separate tool. Eudora comes in
both free and pay versions, with the pay version adding some advanced
features not available in the free version (the average e-mail user does not
even necessarily need those features).

One other added benefit to using these two programs for e-mail is that
both programs have Pretty Good Privacy (PGP) plug-ins available that inte-
grate PGP security functions directly into the application interface. By inte-
grating PGP functions into the application, users of these clients can more
easily and reliably take advantage of the extra security that PGP provides.

Fortunately, both programs offer mail security options with their basic
configurations. This chapter will examine these two products on both plat-
forms, showing how to configure the applications to help keep your mail
system clean and secure. At the end of the chapter, we will demonstrate
how to incorporate PGP with these applications and provide a list of fre-
quently asked questions related to the material presented in the chapter.

Outlook Express for Windows

Outlook Express is a scaled-down version of Microsoft's Outlook e-mail
program, which is an update to their Exchange mail system. Outlook
Express is designed solely for Simple Mail Transfer Protocol (SMTP)-based
mail systems and cannot interact with an Exchange mail server unless
Post Office Protocol (POP) or Internet Message Access Protocol (IMAP) ser-
vices are enabled on that server. Information about securing e-mail ser-
vices using an Exchange mail system was covered in Chapter 2.
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Outlook Express also relies heavily on other applications for some of its
configuration settings. As described in the next few sections, you will see
that Internet Explorer plays a large role in determining how Outlook
Express will handle some content that it receives via e-mail.

Security Settings

The security settings for Outlook Express can be found by selecting
Options under the Tools menu in the application and clicking on the
Security tab of the Options dialog (see Figure 3.1). This tab is divided into
two sections: Security Zones and Secure Mail. The Security Zones section
is based on Internet Explorer security zone settings and will be described
in the next section of the chapter. The Secure Mail section deals with dig-
ital IDs and is described next.

Figure 3.1 Security settings in the Outlook Express Options dialog.
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A digital ID, or security certificate, is a special file that uniquely and
securely identifies an individual. When a security certificate is incorporated
into Outlook Express, the person using the certificate can sign outgoing
messages with the signature from the certificate. This allows the recipient
of the signed message to verify that the message did come from the sender
and that the message was not altered after it was sent. When two individ-
uals have digital IDs incorporated into their Outlook Express mail clients,
one person can encrypt an outgoing message to the other person so that
only the recipient can decrypt the message and view the contents.
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Because the digital ID security supported in Outlook Express will fully
interact only with Windows-based Outlook Express and Outlook e-mail
clients, a complete discussion on this topic will not be included in this
chapter (details on securing Outlook 2000 with digital IDs can be found in
Chapter 2). If you want to support secure e-mail with a wider range of
potential recipients, you will need to use a broader-based security package
such as PGP, which is described later in this chapter. If you plan to imple-
ment e-mail security using other security tools, you may skip to the next
section of this chapter.

Secure Mail

There are two areas in Outlook Express dealing with secure mail settings
using digital IDs. The first is in the Security tab of the Outlook Express
Options dialog, shown in Figure 3.1. In the Secure Mail section of this
dialog, there are three buttons dealing with digital IDs. The Tell me more...
button in the Secure Mail section of the Security Options dialog will open
the Outlook Express help system to the digital ID topics, allowing you to
read more about digital IDs and how to use them in Outlook Express. The
Get Digital ID... button opens your Web browser to Microsoft’'s Web site
where you can sign up for a trial security certificate or purchase a full cer-
tificate. The Digital IDs... button will open the Certificate Manager, where
you can manage the digital certificates you have received from other indi-
viduals or companies.

The Encrypt Contents and Attachments for All Outgoing Messages
checkbox will encrypt all outgoing content by default when a recipient’s
e-mail address matches a certificate stored in the Certificate Manager. If a
matching certificate is not on file for a destination address, the message
and any attachments will be sent in clear text. Likewise, the Digitally Sign
All Outgoing Messages checkbox will sign every outgoing message with the
sender’s digital signature by default. This signature can be interpreted and
authenticated by mail systems supporting the digital ID, and other mail
systems will simply display the text representation of the digital signature.
Unlike encrypting a message, applying a digital signature to a message
does not require a matching security certificate for the recipient.

Clicking on the Advanced... button in the Security dialog will open the
Advanced Security Settings dialog, shown in Figure 3.2. These options are
self-descriptive and can be left in their default state unless a specific situa-
tion requires a setting to be modified.

The other location for setting secure mail options is in the Account
Profile dialog box, shown in Figure 3.3. These settings are in the Security
tab of the Account Properties dialog box, which can be opened by selecting
the Accounts item from the Tools menu. Clicking the Select... button in the
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Signing Certificate section allows you to locate the security certificate to be
used for outgoing messages for that account. Specifying the digital certifi-
cate and encryption algorithm in the Encrypting preferences section will
transmit this information to others when digitally signing outgoing e-mail.
With this information, others will be able to correctly encrypt messages
destined for this account.

Figure 3.2 Advanced Security Settings dialog box.

Advanced Security Settings HE

Encrypted meszages

% W arn on encrypting messages with less than this strength:
1 3 =

¥ Alwaps encrppt to mpsell when sending encrpted mail
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V' Include my digital ID when sending signed messages
[T Encode mezsage before signing [opague signing]

¥ &dd senders' cerlificates to my address book.

Fevocation Checking
% Check for revoked Digital 1D s
" Orly when onling

& Newer

ok I Cancel

Figure 3.3 Security settings for the mail account.

¥ simultaneouspancakes.com Properties 2]
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Signing certificate
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Security Zones

As mentioned earlier, Outlook Express does not manage its own settings
for security zones. Instead, it imports this information from the Internet
Options for the system, which are usually configured through Internet
Explorer. In Internet Explorer, the Internet Options dialog can be opened
under the Tools menu. Opening the Internet Options Control Panel will
also open this interface.

Though it may not make much sense to handle e-mail security issues
through the Web browser’s security settings, there is a good reason for it.
Much of the e-mail that is transmitted today includes HTML formatting for
font styles, text colors, and including images in the message body rather
than as attachments. Outlook Express, along with other mail clients, can
receive HTML files as e-mail messages and display them correctly within
the mail browser. This means that much of the media content that goes
into Web page presentation can now be sent in e-mail, including scripts,
applets, and Java and ActiveX content. Therefore, the same security that
you want to apply to your Web browser should also apply to your e-mail
client.

Figure 3.1 shows that Internet Explorer offers only two settings for
security zones from Internet Options. The choice of which zone’s settings
to use will depend on how the zone is configured on the computer. The
Internet zone is intended to be fairly unrestricted, so that most Web con-
tent can be viewed with the browser. The Restricted sites zone is intended
to identify sites with known bad or suspicious content and limit what the
browser will do with content received from that site.

Figure 3.4 shows the Internet Options dialog with the Internet zone
selected. Internet Options has four pre-defined security settings for the
zones: High, Medium, Medium-Low, and Low. One of these four default
settings can be selected for each zone, or a custom security set can be
assigned. The High security setting is the most restrictive, limiting the
automatic activation of most media content. The Low setting is the least
restrictive, allowing content to be activated with very few prompts or warn-
ings.

The Internet zone is for all Web sites that haven't been explicitly
assigned to another zone. The only other zone used by Outlook Express is
the Restricted sites zone, whose settings are shown in Figure 3.5. As with
the Internet zone, one of the four default security settings can be applied
to this zone, or custom settings can be created. Most Outlook Express
users will choose to use the Internet zone for the e-mail security settings.
However, as more and more interactive content finds its way into e-mail
messages, system administrators and others who are using Outlook
Express as the e-mail client may choose to implement more secure settings
on incoming mail messages.
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Figure 3.4 Internet Security Options settings for the Internet zone.

Internet Options HE
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Figure 3.5 Internet Security Options for the Restricted sites zone.
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For Managers

Using Technology to Solve
Management Problems

Although great advances have been made in developing tech-
nology solutions to prevent the spread of e-mail viruses, technology
solutions will always be one step behind the virus writers. Just as soon
as a bulletproof solution is developed and implemented on a system,
someone will take it as a challenge to find a way around the solution.
More often than not, a way will be found around the fix, and the cycle
will start all over again.

One of the best ways to prevent the spread of e-mail viruses within
your company is to mandate that employees not open e-mail attach-
ments received from outside the company. Even the most up-to-date
virus scanner sitting on a mail server is going to miss the latest version
of an e-mail virus that is making its way around the world. But if an
employee receives the virus in e-mail and does not open the attachment,
the spread of the virus is stopped there. In order for this approach to be
successful, employees must be made aware of why they cannot open
attachments.

Another essential policy is that all outgoing attachments must be
scanned and verified virus-free before being sent. While you don’t want
employees spreading viruses within the office, you also don’t want your
company to be the source of an infection in another company.

Having protection technology in place to defend against virus
attacks is insufficient on its own. People must understand how to use
the technology, why they should use the technology, and what will
happen if they fail to use it. Implementing a technology solution without
user education makes a company almost as vulnerable as not taking any
precautions in the first place.

Attachments

Although interactive content within e-mail messages is becoming more
prevalent, the main security concern of system administrators and end-
users alike is e-mail attachments. Many people don’t think twice about
double-clicking an attachment in a mail message, especially if the message
is from someone they know. It is this blind trust that has increased the
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spread of traditional and macro viruses over the last few years. In fact,
many new viruses specifically prey on this blind trust and are written to
interact with the mail system as soon as they are activated.

Most mail clients have responded to this issue by making it more diffi-
cult to blindly open mail attachments. For example, Outlook Express has
added several warning messages that are activated when attachments are
opened. All these warnings do is add a few extra mouse clicks to the pro-
cess of opening an attachment, but in some cases the display of the warn-
ings has been enough to make people think twice about opening an
attachment.

When a user receives a message with an attachment and tries to open
it, Outlook Express will present the user with the warning message shown
in Figure 3.6. The warning message is clear: opening the attachment could
unleash a virus on the computer. The attachment should be saved to disk
and scanned for viruses before being opened. Unfortunately many people
will ignore this message and go ahead and choose to open the attachment,
allowing any potentially harmful code to be executed on their system.

Figure 3.6 Open Attachment Warning message.

Open Attachment W arning [ %]
Opening:
Meeting. exe

Some filez can contain viruses or otherwize be harmful ko pour
computer. |t iz important to be certain that thiz file iz from a
trughworthy source.

‘wihat would you like to do with thiz file?
" Opgenit

¥ &lways ask before opening this bpe of file

ak I Cancel |

If the attachment is an executable file, not a document, and the user
chooses to open the file without saving it first, Outlook Express will pre-
sent a second warning message, shown in Figure 3.7. The contents of the
dialog box will change depending on the source of the file. Figure 3.8
shows the Security Warning dialog box when Outlook Express has recog-
nized that a vendor has signed the attachment. The vendor information is
displayed in the message, along with the expected contents of the applica-
tion. When a signed file is damaged or altered before it is received,
attempting to open the file will generate the Security Warning message
shown in Figure 3.9. This warning indicates that something is wrong with
the attachment, and that the file should be deleted without being opened.
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Figure 3.7 Attachment Security Warning dialog box for unsigned
executable files.

Security Warning [ %]

Do you want to install and run M eeting, exe'?

The publisher cannaot be determined due ta the problems
below:

Authenticode signature not found.

More Infa |

Figure 3.8 Attachment Security Warning dialog box for signed
executable files.

Security Warning [ %]

Do pou want to install and run “'Microsoft [nteliPoint
Wergion 32" signed on B/22/00 8:11 PM and distributed
b

Microzoft Corporation
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Caution: Microsoft Corporation agserts that thiz content iz
zafe. ou should only installview this content if you trust
Microsoft Carporation to make that aszertion.

™ Always truzst content from Microzoft Corporation

More Infa |

Some anti-virus software programs, such as Norton AntiVirus, now
offer direct security integration with Outlook Express. When installed and
configured correctly, the anti-virus software sits between Outlook Express
and the e-mail server and scans file attachments as they are downloaded
from the mail server. The anti-virus software can then alert you if there are
problems detected with a file attachment before you try to open the file
from within Outlook Express. Of course this added protection is only as
good as the updates. Adding automatic scanning of file attachments does
little good if the virus scanner definitions are months out of date.
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Figure 3.9 Security Warning message indicating a problem with the
authenticity of the file.

Security Warning [ x|
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Outlook Express for Macintosh

Outlook Express 5 for Macintosh is the latest release in the series of
Macintosh-based POP and IMAP mail clients from Microsoft. Outlook
Express has become increasingly popular in the Macintosh community
over the last few years because of its rich feature set and ease of use.

Anyone who has used Outlook Express on both platforms will tell you
that the two programs are very different. The differences are more than
just user interface design and program operation. There are key differences
in the way the two programs approach e-mail security. For starters,
Outlook Express for Macintosh does not make use of Security Zones like
its Windows counterpart. Outlook Express for Macintosh also does not
support digital IDs. This does not mean that Outlook Express is an inse-
cure mail client, but users of the mail program must perform more secu-
rity steps for themselves, rather than relying on tools within the program.

The remainder of this section will focus on message filtering tools,
which can be used to help avoid unwanted or potentially dangerous mes-
sages, and handling file attachments. Information on sending and receiving
secure e-mail with Outlook Express for Macintosh will be covered in the
PGP section at the end of this chapter.

Junk Mail Filter

Outlook Express for Macintosh includes a junk mail filter, which helps you
identify incoming junk mail messages. When enabled, the filter watches
messages for signs of spam, such as potentially forged or obviously invalid
sender e-mail addresses. When the filter identifies a message as potential
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junk, Outlook Express can take several actions on the message, including
marking the message to indicate it as junk mail and running a pre-defined
AppleScript on the message. The actions taken by the junk mail filter are
specified in the Junk Mail Filter Settings window.

To enable the junk mail filter and configure its responses, open the
Filter window by selecting the Junk Mail Filter... item from the Tools menu
(see Figure 3.10). To enable the filter and accept the default settings, select
the Enable Junk Mail Filter checkbox and click OK. The default settings
will look for potential junk mail in your incoming mail and set the display
color of the message in the browser window to a dark gray (instead of the
default message display color).

Figure 3.10 Junk Mail Filter Settings window in Outlook Express
for Macintosh.

Junk Mail Filter

b Enable Junk Mail Filter
The Junk Mail Filter does not affect messages from news
accounts.
Sensitivity
Drag left to classify fewer messages as junk, or drag right to
classify maore messages as junk. To ensure that messages from

someone are not classified as junk, add the sender to your
Address Book,

3
LK

I ] I I I ] I
Lo fverage High

Do not apply to messages from these domains
Type the domain, the part of an e- mail address that follows "&".
For example, type "CompanyMame.com” to prevent applying the
Junk Mail Filter to messages from that company. Type a cormma
between domai ns.

-

Perform additional actions on junk mail

[ Set color I:| [ Mark as read

] Run é&ppleScript  <none selected:
[ Cancel ]” 0K ]l

If the default settings don’t identify and mark all the junk messages
you are receiving, or if you want to change the way the junk messages are
handled, you can customize the behavior of the filter in its settings
window. The Sensitivity slider will adjust the way Outlook Express deter-
mines a message’s junk status. If a large number of regular messages that
come to your inbox are getting incorrectly marked as junk, you can adjust
the slider towards the Low end. If the filter is missing some junk messages

and not marking them for you, you can adjust the slider toward the High
end.
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If you want to specifically exclude certain e-mail addresses from the
filter, you can enter the domain portion of the e-mail address into the Do
Not Apply To Messages From These Domains text box. Unfortunately, this
box will filter only on an entire domain. So if you configure the junk mail
filter so that your friend’s e-mail coming in from his or her hotmail.com
account doesn't get filtered, any spam sent from a hotmail.com address
will also be ignored by the filter. You can get around this by setting up spe-
cific mail filtering rules described later.

Finally, you can specify the actions taken on junk messages in the
Perform Additional Actions on Junk Mail Section of the Settings window.
By default, the only action taken on junk messages is to change the dis-
play color of the message in the mail browser window. Additionally, the
filter can mark a junk message as read, so it will not display as a new
message in the mail browser. A third option is to run an AppleScript on the
message. Outlook Express does not provide many AppleScript actions to be
used with junk mail filtering. However, custom AppleScripts can be written
to perform a number of actions on a filtered message.

When the mail filter marks a received message as junk, the Mail
Browser window will appear similar to Figure 3.11. The message display is
marked in the alternate color (gray by default) in the mail listing, and a
yellow bar, indicating that the message may be junk mail, appears above
the message in the Preview window. If the filter catches a valid message
and marks it as junk by mistake, you can click This Is Not Junk Mail in
the yellow bar, and Outlook Express will remove the junk mail status from
the message.

Figure 3.11 A Junk Mail Message in the Mail Browser display.
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Message Rules

Though the Junk Mail filter only flags incoming messages as junk, that
flag can be used as a criterion for performing additional actions on the
message or messages with message rules. The message rules that can be
created in Outlook Express for Macintosh are powerful and can accomplish
many tasks automatically.

To set up a mail rule that will act on messages identified as junk by the
Junk Mail filter, open the rules editor by selecting the Rules item from the
Tools menu. Then click the New button in the upper-left corner to begin
editing the rule. The rule configuration shown in Figure 3.12 will take all
messages from the inbox identified as Junk and move them into a folder
named Junk.

After setting up this rule and applying it to the junk messages in the
inbox, the messages are moved into the Junk folder, as shown in Figure
3.13. As several of the messages that were moved to the folder are still
unread, the folder name appears in bold to indicate that it holds unread
messages, and the number next to the folder name indicates the number
of unread messages in the folder. The Junk Mail filter settings can be
changed so that messages marked as junk are also marked as read, so
that no unread messages will be displayed in the folder listing.

Figure 3.12 Outlook Express Macintosh mail rule to move junk mail messages.

Define Mail Rule

Rule narne : I.Junk Mail I

- If

op Add Criterion 32 Remowve Criterion  Execute actions [ if all criteria are met i]

Iz jurk rnail 5 ‘

— Then
op Add Action  3& Remove Action

‘ [ Mowve message ij [ Junk i] ‘

B Stop applying rules to this meszage

& Enabled Cancellﬂ ok ||

While testing the rule to make sure it works as expected, you will prob-
ably want to avoid deleting messages automatically. Instead, set up the
rule to move the filtered messages to a folder and ensure that all the mes-
sages moved to that folder belong there. After you have verified that the
rule and filter are working properly, you can modify the outcome of the
rule to the desired result. For example, | set the rule to delete the message.
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Figure 3.13 Outlook Express Macintosh mailbox display after filtering junk
mail into a mail folder.
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Attachments

Outlook Express for Macintosh handles file attachments differently than
its Windows counterpart. Because digital ID security works only for
Windows files, there is no support for the security certificates in the
Macintosh client. Of course, only certain types of file attachments can be
opened on a Macintosh. The file types of greatest concern to Macintosh
users are Microsoft Office documents, as they can contain potentially
harmful macro viruses. Fortunately for the Macintosh community, most
macro virus code is harmless to the Macintosh operating system, but the
Macs are not completely immune. In fact, the first few macro viruses
affected Macs as well as PCs. So there are a few steps that can be taken to
help protect your computer from these dangerous files.

As with PC virus files, the virus code in the file is inactive until the file
is opened. Unlike the PC client, Outlook Express for Macintosh does not
present any warnings before opening attachments. Users can double-click
on the file attachment, and the file will be opened immediately. As with
PCs, files of unknown origin should be scanned with a virus scanner prior
to being opened. We can make use of mail rules to automate that process.
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Many anti-virus software programs support a drop box concept. A drop
box is a folder that is watched by the anti-virus software, and any file that
is placed in the folder is immediately scanned for viruses. In many cases,
this drop box concept is used in conjunction with Web browsers to scan all
files downloaded by the browser. This same approach can be used for
e-mail.

Case Study: Automated Virus Scanning of
Mail Attachments

In this exercise, we will set up a mail rule to filter incoming mail messages
with attachments and save those attachments to a folder where they will
be automatically scanned by a virus scanner. This example assumes that
the anti-virus software is already installed and is watching a folder named
Drop Folder. These instructions are specifically for Outlook Express for
Macintosh but can be adapted for other e-mail applications that support
mail filtering for message attachments. Follow these instructions to create
the mail filter. When complete, the Define Mail Rule window should look
like Figure 3.14.

1. Open the Rules dialog by selecting the Rules item from the Tools
menu.

Click the New button to create a new rule.

Type the name for the rule in the Rule name: field.

Select Attachment from the pop-up menu in the If box.

Select Exists from the second pop-up menu in the If box.

Select Save Attachments from the pop-up menu in the Then box.

No ok

Click the Destination... button and choose the folder where the
attachment will be saved.

8. Make sure the Enabled checkbox is selected.
9. Verify that the settings for the rule match Figure 3.14 and click OK.
Now, when the rule processes incoming messages, attachments will be

saved into the Drop Folder and the anti-virus software will scan the saved
file for malicious content.
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Figure 3.14 Mail Rule to save attachments to a watched folder.

Define Mail Rule

Rule name : IMtachments |

rIf
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| [ Attachment i] [Exists i] |
 Then
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Eudora for Windows and Macintosh

Qualcomm’s Eudora e-mail client is also available in both Windows and
Macintosh versions. Unlike Outlook Express, the programs share many
similarities between the two platforms. Issues for both programs will be
presented in this section, and cases where the programs differ will be
pointed out.

Security

Eudora for Windows does not make use of the same security concepts as
Outlook Express for Windows. In fact, there is only one application setting
related to security, and that is the Allow executables in HTML content set-
ting, pictured in Figure 3.15. This setting, which is accessed in the Viewing
Mail category of the Options... item found under the Tools menu, deter-
mines how Eudora will handle executable content received in mail mes-
sages containing HTML. By default, this option is turned off, meaning that
any Java, JavaScript, ActiveX, or other in-line executable content
embedded within an HTML message will be ignored. This security option is
not present in Eudora for Macintosh program settings.

Attachments

The real issue in e-mail security lies with file attachments, not with the
content of e-mail messages. Eudora for Windows takes a simple approach
to dealing with potentially dangerous file attachments. When you try to
open an attached file from a mail message, Eudora will present the
warning dialog seen in Figure 3.16 if it recognizes that the attachment file
type is one that could contain malicious code.
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Figure 3.15 Eudora for Windows security settings for executable
HTML content.
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Figure 3.16 Eudora for Windows warning on opening attached files.
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This warning is presented every time an attachment is opened within
Eudora. While the content of the warning is the best description I've seen
of why an attachment should not be opened, it has the same drawbacks as
the warning messages in Outlook Express. After a few times reading the
warning, users begin to process the warning message as just another
mouse or key click before opening the file. And, of course, users can save
the attachment to a folder on their hard disk to open it, or just browse to
the Eudora attachment folder and open the file from there.

As described in the Attachments discussion in the Outlook Express for
Windows section, some anti-virus software packages now support direct
integration with Eudora for Windows. In the case of Norton AntiVirus, the
virus scanner sits between Eudora for Windows and the mail server, scan-
ning file attachments as they are downloaded from the mail server. If a
problem is found with an attachment, the scanner alerts the user to the
problem and allows the user to choose the action taken. Again, the level of
protection is limited to how up-to-date the software is.
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Attachments in Eudora for Macintosh are handled a little differently.
Unlike the Windows e-mail client, Eudora for Macintosh provides no
warning message when opening attachments. However, the program can be
configured so that all received e-mail attachments are stored in a folder
that is monitored by anti-virus software. This is similar to the attachment
monitoring that was described in the Case Study for Outlook Express for
Macintosh section, except that no message filtering is necessary. The folder
where e-mail attachments are stored by default is specified in the
Attachments section of the program options (see Figure 3.17). By default,
incoming attachments are stored in the Eudora Preferences folder in the
System folder, but an alternate folder can be specified in the settings. If the
system anti-virus software is configured to watch the attachments folder,
then every incoming attachment will be scanned by the anti-virus software
as soon as it arrives. If the anti-virus software finds any problems with the
attachment, the recipient will be notified of the problem (or whatever
default action is configured in the anti-virus software). This will not pre-
vent the recipient from opening the attachment after it is received, but it
can at least notify the recipient that there is a potential problem and that
caution should be used.

Figure 3.17 Eudora for Macintosh Attachment options specifying the
location of the attachments folder.

Settings
2
Encoding method:
Attachments || @ appleDouble ("MIME)
P _ () AppleSingle
= () BinHex
hl — () Uuencode data fork
Replying A A ; ;
[ dilwaws include Macintosh information
[ Receive MIME digests as attachments
Fants & Display Attachment Folder:
— [ Drop Folder |
.l [ Trazsh attachments with messages
-
Mailbox Display [o]
TEXT files belong to: |@ TeachText |
e
=J

Filtering

Eudora has a powerful message-filtering feature. It allows for multiple fil-
tering rules to be defined, and these rules can be configured to filter on
incoming messages, outgoing messages, manual filtering, or a combination
of all three.
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Setting up a message filter is as simple as selecting the Make Filter...
item under the Special menu with a message selected. The filter template
is opened and pre-completed with key information from the selected mes-
sage (see Figure 3.18). The filter can then be triggered on information in
the From:, To:, or Subject: fields of the message. If there is a match, the
message can be transferred to a new or existing mailbox (including the
Trash mailbox).

If the basic fields in the Make Filter template are not sufficient to filter
messages to the detail desired, clicking the Add Details button will open
the Full Filter Editor, shown in Figure 3.19. This editor template can con-
figure complex filtering rules with multiple triggering mechanisms and
multiple resultant actions. Table 3.1 lists some of the common Header and
Action items that can be used in creating mail filters.

Figure 3.18 Eudora Make Filter template.

Make Filter

Mateh:
[ Incaming [ Dutgaing b Manual

(C» From contains |eon@simultaneouspancakes.com |

{2 #iny Recipient containg | eon@simultaneouspancakes.com |E|

@ Subject containg I |

Action:

@) Transfer to nesw mail box |eon@simultaneouspancakes.com |

Thiz mailbm: will be created in Mail Folder.

(b Transfer to existing [ <«¢None Chosenss ]
() Delete Message transfer to Trash)
[ cancel | [ Add Details | [[ Create Filter |

Figure 3.19 Eudora Filter Editor window.

§ [ Match
[ Incoming [ Outgeing [ Manual

bester [
[contane Bl

Healer [ o
[contane I

— Action

I Hone 'l
I MHone 'l
New Remove | I MHone vl
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Table 3.1 Common Message Filter Header and Action Items Used by Eudora
for Windows and Macintosh

Header

To:

From:

Subject:

CC:

<<Any Header>=>
<<Body>=>

<<Any Recipient>=>

Action

Play Sound

Speak

Open

Print

Notify User

Notify Application
Forward To
Redirect To

Reply with

Copy To

Transfer To

Move Attachments (Macintosh only)
Skip Rest

Enabling PGP for both Outlook Express
and Eudora

The most recent PGP software integrates directly into the Outlook Express
and Eudora PC e-mail clients as well as Eudora for Macintosh. Even
though integrated support for PGP is not available for Outlook Express for
Macintosh, many of the features of PGP can still be used through the inte-
gration of the PGP tools in MacOS.

When PGP has been installed on a system with support for the e-mail
clients, several new buttons are available within the toolbars for different
mail functions. In the main toolbar for each Windows application, there is
a button to open the PGPkeys applet (see Figures 3.20 and 3.21). This
button gives the user easy access to manage the keys in the PGP user’s

keyring.
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Figure 3.20 PGP buttons in Eudora: PGPkeys is on the left, and PGP
decrypt/verify is on the right.

Figure 3.21 PGPkeys button in the Outlook Express toolbar.

e
Addresses Find Launch PG...
Launch PGPkeys

@,w@m%‘@.

Mews Mail Feply Fieply Al Fornward Frint Delet.e

Send/Recy

E-mail messages can be secured by PGP in one of two ways. Messages
can be signed by PGP, which means that the contents of the message are
sent in clear text, but the message is signed by the sender’s PGP key. The
PGP signature is based on the contents of the message as well as the
sender’s key, so that when the message is received and the recipient veri-
fies the message, the verification will fail if the contents of the message
were altered during transmission. The sender and receiver know that the
contents of the message are intact when the signature is verified by the
recipient, even though the contents of the message were readable by
anyone during transmission. When signing a message the sender does not
need a PGP key for the recipient, but the recipient must have the sender’s
PGP key to verify the message.

Messages can also be encrypted by PGP, so that the contents of the
message are not readable by anyone but the recipient, and then only after
the recipient has decrypted the message. In order to send an encrypted
message, the sender and recipient must have each other’'s PGP keys. The
sender uses the recipient’'s PGP key to encrypt the contents of the mes-
sage, and the recipient must have the sender’s key to correctly decrypt the
message. Although encrypted messages can also be PGP signed, the extra
step of signing is not necessary. The decryption of the message will fail if
the contents of the message were altered during transmission.

Sending and Receiving PGP-Secured Messages

The remainder of this chapter will cover the process of sending and
receiving signed and encrypted messages using PGP. Since each applica-
tion handles the process differently, we will look at each application sepa-
rately, discussing commonalities between the applications as they occur.
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The following discussion about securing e-mail messages with PGP
deals with plain-text message content issues. A different set of rules
applies when dealing with file attachments. Using PGP to sign or encrypt
mail messages that contain attachments will often generate mail messages
that have the attachment encoded within the body of the message in such
a form that the recipient’'s mail client cannot detach the file. Please see the
section at the end of the chapter, File Attachments and PGP, for informa-
tion on handling signed and encrypted files via e-mail.

WARNING

Remember: Using PGP to sign or encrypt a mail message with a file
attachment can render the attachment useless to the recipient.

Eudora for Windows

Support for sending and receiving PGP-secured messages in Eudora for
Windows is enabled by the application toolbars in the appropriate win-
dows. Figure 3.20 illustrates the PGPkeys button in the main toolbar for
the application. There are also new buttons for PGP in the New Message
window and the Read Message window. The options for incorporating PGP
settings into Eudora are handled through the Message Plug-ins Settings...
item under the application’s Special menu. All active plug-ins for Eudora
are listed in the window and can be modified from there.

Sending PGP-Secured Messages

When creating a new message in Eudora, you will see two additional but-
tons in the New Message window, shown in Figure 3.22. These buttons,
when activated, will encrypt or sign the message as Eudora prepares it for
delivery. Located immediately to the left of the Send button in the toolbar,
the left of the two buttons is the Encrypt button, and the right button is
the Sign button. In Figure 3.22, the Encrypt button is off, and the sign
button is on.

In addition to the two buttons in the New Message window, PGP func-
tions can be activated manually from the Eudora menu. Once the outgoing
message has been edited, the contents of the message can be signed or
encrypted by selecting the PGP Encrypt or PGP Sign items from the
Message Plug-ins item of the Edit menu. Figure 3.23 shows an outgoing
Eudora message that has been manually signed with the menu option.
Figure 3.24 shows an outgoing Eudora message that has been manually

encrypted.
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Figure 3.22 Eudora for Windows New Message window with PGP
buttons enabled.

¥Ei Mo Recipient, No Subject [_ O] =]

ml <Rones v" HIME vI WE’EE’E ] ‘ T | | @I | @ Send ‘
To:

From: Erig Oliver Meale <eon@simultaneouspancakes.coms
Subject:
Cc:
Bcec:
Attached:

Figure 3.23 Eudora outgoing message that has been manually signed by PGP.

Ei No Recipient, No Subject M=l K3

IO '" <nones '""‘""E 'l ’EIEIEEIE [E] | q || Iﬁ |@ Fend |
To:

From: Erig Oliver Neale <eon@simultaneouspancakes.com=

Subject:
Ce:
Bce:
Attached:

----- BEGIN PGP SIGHMED MESSAGE--—- =

Hash: SHA1

Sign me, please.

“ersion: PGPfreeware B.5.3 for non-commercial use <http: /vy pop. com:>

i0AAWUBOZBviwSIBECRET hgEQKISACCDZAJIaRBsDQd20k/BlifctindHOAoPIp
Fs80xwl3a3+xePsRIflgpt

Figure 3.24 Eudora outgoing message that has been manually encrypted
by PGP.
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WARNING

When manually signing or encrypting message contents, it is important
not to modify the contents of the message window after PGP has per-

formed its actions. The encryption and signature are based on the con-
tents of the window before PGP modified the message. If the contents

are changed after PGP has done its work, the recipient of the message

will not be able to verify or decrypt the message.

When using the PGP Encrypt or PGP Sign buttons in the new message
window, PGP does not sign or encrypt the message until the message is
being packaged for delivery. The user will only briefly see the message con-
tents modified right before the message window is closed when the mes-
sage is sent.

When the outgoing message is signed or encrypted, PGP will prompt
the user to enter the passphrase for the signing key. Subsequent
signed/encrypted messages may or may not need to have the signing key
passphrase entered, depending on the settings of PGP. By default, PGP
caches the signing key passphrase in the system for two minutes. Any
messages signed or encrypted within two minutes of the initial passphrase
entry will not be prompted again for the passphrase.

Encrypting messages requires that the sender have a PGP key for the
recipient in order for the message to be encrypted. If PGP cannot identify
the PGP key for the recipient based on the destination e-mail address spec-
ified in the message editor, it will prompt the user to select the PGP key for
the recipient. If the wrong recipient PGP key is selected, the recipient will
not be able to decrypt the message received.

Receiving PGP-Secured Messages

Admittedly, PGP-signed and encrypted messages aren't very pretty when
they arrive in your mailbox. But what the messages lack in aesthetics is
redeemed in security. When receiving a signed or encrypted message in
Eudora, there are two ways to verify or decrypt the message. First, users
can click the PGP Decrypt/Verify button in the main Eudora toolbar once
the message has been opened (see Figure 3.20 for the location of this
button). Alternately, users can select the PGP Decrypt & Verify item from
the Message Plug-ins item under the Edit menu.
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NOTE

The PGP Decrypt & Verify button and menu item are active only when

the signed or encrypted message has been opened in its own window.
The functions will not work when the message is being viewed in the

Preview window.

When a PGP-signed message is opened and the PGP decrypt and verify
function has been activated, PGP will check the signature on the message
against the message contents and display the results of the verification in
the Message window. This verification is shown in Figure 3.25. If the sigha-
ture matches the sender and the message contents, PGP will indicate the
signature status as good, identify the signer, and display what time the
message was signed and verified. If the signature does not match the
sender or the message contents, the PGP signature status will display bad
instead of good.

Figure 3.25 PGP Verified message display in Eudora for Windows.

2 Eriq Oliver Neale, [ - [O] =]
& TROE OF W |<> = Subject:‘ PGP-Signed Message

= = - BITETT UM =l
H-Sender: eon@ simultaneouspancakes com

H-Mailer: QUALCOMM Windows Eudora Version 4.3 2
Date:

To: eon@simultane ouspancakes.com

From: Erig Oliver Neale <eon@simultaneouspancakes com>
Bubject: PGP-Bigned Message

##t PGP Signature Status: good

#kk Signer: Erig Oliver Neale <eon@simultaneouspancakes com=
whk Bigned:

*4* Verified:

### BEGIN PGP VERIFIED MESSAGE ***

This message has been sighed by PGP

##t END PGP VERIFIED MESSAGE *+#

Ll

When the message contains encrypted contents, selecting the PGP
Decrypt and Verify function will access the user's PGP key to attempt to
decrypt the message. PGP will prompt the user for the passphrase to the
PGP key to verify that the intended recipient is attempting to decrypt the
message. If an incorrect passphrase is entered for the key, PGP will not
decrypt the message.

When an encrypted message is decrypted, the contents of the encrypted
message will be displayed in the message window with no additional verifi-
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cation information that the decryption completed successfully. If PGP is
unable to decrypt the message, it will generate an error. If that occurs, the
message can be deleted, and the sender of the message should be notified
that an error occurred when trying to decrypt the message.

Outlook Express for Windows

PGP integration into Outlook Express for Windows is not as seamless as
Eudora for Windows. In some places, there are a few extra steps involved

in sending or receiving PGP-secured messages.
Sending PGP-Secured Messages

As with Eudora for Windows, there are two additional buttons available in
the New Message window toolbar when PGP is enabled in Outlook Express
for Windows. These buttons are shown in Figure 3.26. Like Eudora, when
the Encrypt (PGP) or Sign (PGP) buttons are selected in the New Message
window, the outgoing message will be signed or encrypted upon transmis-
sion to the mail server. By default, these buttons are displayed on the
expanded toolbar shown in Figure 3.26, but the toolbar can be customized

so the buttons are always visible on the toolbar.

There are no menu options in Outlook Express for Windows to manu-
ally sign or encrypt message contents with PGP. The appropriate buttons
must be selected in the New Message window toolbar for PGP to sign or
encrypt the outgoing message. When the message is sent, the user will
briefly see the contents of the outgoing message modified by PGP right

before the message is delivered to the mail server.

Figure 3.26 PGP buttons in the Outlook Express New Message

window toolbar.
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Note that the Sign (S/MIME) and Encrypt (S/MIME) buttons in the new
message toolbar shown in Figure 3.26 rely on digital IDs, not on PGP keys.
Under the Tools menu in the New Message window, there are Encrypt and
Digitally Sign items that are equivalent to the Sign (S/MIME) and Encrypt
(S/MIME) buttons in the toolbar. Enabling these menu items will do
nothing if there are no digital IDs defined on the system. These menu
items do not interface with PGP in any way.

Receiving PGP-Secured Messages

When receiving a signed or encrypted message, Outlook Express functions
much like Eudora. The message must be opened in its own window before
it can be verified or decrypted by PGP. To verify a signed message, select
the Decrypt Message item from the Tools menu in the Open Message
window. PGP will attempt to verify the signature on the message and will
display the results in the Message window, as shown in Figure 3.27. If the
signature and message contents are valid, PGP will report the status, the
name of the signer, the times the message was signed and verified, and the
verified message contents. If the signature, sender, and message contents
do not match, PGP will report the signature status as bad.

Figure 3.27 Outlook Express PGP-signed message that has been verified.

& PGP-Signed Meszage =] 3

J File Edit “iew Toolz Message Help |
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From: Erig Oliver Meale

D ate:

To: eon@simultaneouspancakes. com
Subject:  PGP-Signed Message

** PGP Sighature Status: good

** Signer. Eng Oliver Meale <eoni@simultaneouspancak.es. com
= Gigned:

= Yerified

“* BEGIN PGP VERIFIED MESSAGE ==

This mezzage has been signed by PGP,

**EMD PGF VERIFIED MESSAGE

B

When a PGP-encrypted message is received in Outlook Express, use the
same Decrypt Message item from the Tools menu. PGP will prompt you for
the passphrase for your PGP key that it will use to decrypt the message. If
the message decrypts successfully, the message contents will be displayed
in the Open Message window without any additional verification informa-
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tion. If PGP is unable to decrypt the message, it will report an error. At
that point, the recipient should notify the sender that the message failed to
decrypt correctly.

The PGP integration into Outlook Express does not have any PGP but-
tons in the Open Message window. The only way to decrypt or verify a mes-
sage is from the Tools menu in the Open Message window.

Eudora for Macintosh

PGP functionality in Eudora for the Macintosh is similar to Eudora for
Windows, but there are a few interface differences.

Sending PGP-Secured Messages

Like Eudora for Windows, the New Message window has two additional
toolbar buttons when the PGP plug-in is installed. These buttons are the
PGP Encrypt and PGP Sign buttons and work the same as in Eudora for
Windows. When one of these buttons is selected, the outgoing mail mes-
sage will be encrypted or signed by PGP as the message is prepared for
delivery to the mail server. PGP will prompt the user to enter the pass-
phrase for the signing or encrypting key before the message is sent. The
user will see the message contents change briefly in the New Message
window just before the message is delivered.

The PGP functions can also be activated manually in Eudora for
Macintosh. The PGP Sign, PGP Encrypt, PGP Encrypt/Sign, and PGP
Decrypt/Verify items are under the Message Plug-ins item on the Edit
menu, just as in Eudora for Windows. A message can be manually signed
by selecting the PGP Sign menu item or pressing Command-2 on the key-
board. The result is shown in Figure 3.28. As with manually signing
message contents in the other mail clients, be sure not to modify the con-
tents of the message after signing.

Manually encrypting a message works the same way. Select the PGP
Encrypt menu item or press Command-3 on the keyboard to manually
encrypt the contents of the message window. If PGP cannot match the des-
tination e-mail address to a key in the keyring, it will prompt the user to
select the correct key to be used for encryption. When the message has
been encrypted, the message window will look similar to that shown in
Figure 3.29.

Receiving PGP-Secured Messages

To decrypt or verify a PGP-secured message, select the PGP Decrypt/Verify
menu item or press Command-5 on the keyboard. The message must be
opened in its own window in order for PGP to decrypt or verify the mes-
sage. PGP will not function on a message viewed in the Preview window of
Eudora. When verifying a signed message, PGP checks the signature
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Figure 3.28 Eudora outgoing message that has been signed by PGP.
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Figure 3.29 Eudora outgoing message that has been encrypted by PGP.
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against the sender and the message contents. If the signature matches, a
verification message similar to that shown in Figure 3.30 will display in the
Message window. When closing the message, Eudora will prompt the user
to save the changes to the message, allowing the message to be stored in
its verified form, if desired. Discarding the changes will store the message
in its raw form.
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Figure 3.30 Eudora for Macintosh displaying a PGP-verified signature.

[0 =————Eriq Oliver Neale, 10:58 AM -0500, PGP-Signed Message =—— 01 B

B | PGP-Sigred Message | TN

#-POP3-Rcpt: eonBhost. expresservers. com

¥-Sender: eonEsimultanecuspancakes . com

Date:

To: eonBEsimul tanecuspancakes . com

From: Erig Oliver Meale <eonisimultaneocuspancakes. coms>
Subject: PGP-Signed Message

*k PGP Signature Status: good

#¥¥ Signer: Erig Oliwver Heale <eon@simul tanecuspancakes. com:
*¥¥ Sighed:

A Larified:

*+% BEGIM PGP UERIFIED MESSAGE ##%

Thi= message has been =signed by PGP.

44 ERD PGP UERIFIED MESSAGE ##%

NED

When decrypting a PGP-secured message, PGP will prompt the user to
provide the passphrase for the PGP key. If the passphrase matches, PGP
will decrypt the message and display the contents in the Message window.
No other verification information will be displayed. If the message contents
cannot be decrypted, PGP will generate an error. The recipient should
notify the sender of the encrypted message if any problems are encoun-
tered with the encrypted message.

Outlook Express for Macintosh

Outlook Express for Macintosh does not currently support direct integra-
tion of PGP features into the program. However, the integration of PGP
functions into MacOS make it almost as easy to send and receive PGP-
secured e-mail using Outlook Express.

Sending PGP-Secured Messages

To PGP-sign an outgoing mail message, place the cursor in the body of the
message and select Sign... from the PGP menu, shown in Figure 3.31. You
can also press Command-Option-S to sign the message. PGP will then
prompt you to enter the passphrase for the signing key, and the message
contents will then be signed.

The same mechanism can be used to encrypt an outgoing message.
Select the Encrypt... item from the PGP menu in the New Message window
to encrypt the contents of the message. You can also press Command-
Option-E to encrypt the message contents.
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Figure 3.31 Outlook Express for Macintosh using PGP menu to
sign a message.
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Be sure not to change the contents of a message once it has been signed
or encrypted, or the recipient will not be able to verify or decrypt the

message upon receipt.

Receiving PGP-Secured Messages

When a PGP-secured mail message is received in Outlook Express for
Macintosh, the message must be opened in a Message window before any
of the PGP functions can be applied to the message. The PGP functions in
MacOS are not enabled when the message is viewed in the preview pane of

Outlook Express.
Once the message is opened in a new window, you can decode or verify

the contents of the message by selecting Decrypt/Verify from the PGP
menu or by pressing Command-Option-D (see Figure 3.32). PGP will then
process the contents of the message.

Figure 3.32 Outlook Express for Macintosh using PGP menu to verify a
PGP-signed message.
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Automatic Processing of Messages

PGP e-mail support for Eudora and Outlook Express for Windows includes
the option to have the e-mail programs automatically verify and decrypt
PGP-secured messages when received. These settings are contained within
the PGP preferences and not the e-mail client preferences. Figure 3.33
shows the e-mail options in the PGP Preferences window.

Figure 3.33 PGP E-mail Settings window.
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The option Use PGP/MIME When Sending E-Mail specifies whether
e-mail is sent using PGP/MIME encryption. This option is usually disabled
by default, as PGP/MIME is not recognized by every e-mail application.
The Encrypt New Messages By Default option will tell the e-mail client to
automatically encrypt the contents of the message if the recipient has a
key in the PGP keyring. Again, this setting is disabled by default and is
usually kept off. The Sign New Messages By Default option, when on, will
automatically sign the outgoing message with the sender’'s PGP signature
when the message is transmitted from the mail client.

The option Automatically Decrypt/Verify When Opening Messages will
check an encrypted or signed message against the receiver's keyring when
the message is opened in the mail client. No action will be taken when the
message is viewed in the Preview window—the message must be opened
into its own viewer window for this action to take place. Currently, only
Outlook Express for Windows supports this feature. With Eudora for
Windows, encrypted and signed messages must be handled manually.
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The Always Use Secure Viewer When Decrypting option tells the e-mail
client to use the PGP secure message viewer when displaying an encrypted
message. This is a special viewer that PGP uses to display encrypted con-
tent. When this option is turned off, the mail client will decrypt the con-
tents of the message and display the contents in the standard message
window. When the decrypted message is closed, Outlook Express closes
the window, but keeps the original contents of the message in encrypted
form. Eudora prompts the user to save the changes to the message, so the
message contents can be saved in either encrypted or unencrypted form
when the message window is closed. When the option is enabled, the
decrypted message contents are displayed in the PGP viewer. When an
encrypted message is opened in the secure viewer by Eudora, the entire
contents of the message, message headers and all, are displayed in the
viewer window. When opened by Outlook Express, only the message con-
tents are displayed in the viewer window. In both cases, when the viewer is
closed, the message window retains the original message in encrypted
form.

The current version of PGP freeware for Macintosh (6.5.2a as of this
writing) does not support automatic signing or decrypting of messages in
the Eudora for Macintosh mail client. Since there is no native PGP support
for Outlook Express for Macintosh, the automated options are unavailable
for that client as well.

File Attachments and PGP

The discussion of PGP thus far has been limited to signing and encrypting
standard mail messages. PGP can be used to sign and encrypt file attach-
ments as well, but the approach differs slightly. Unfortunately, each of the
mail clients discussed in this chapter handles PGP security with file
attachments differently, and sometimes PGP-secured files built by the
application cannot be verified on the receiving end. This does not mean
that PGP is an ineffective way of securing file attachments. To ensure suc-
cessful delivery of PGP-secured file attachments, a different method should
be used.

Just like mail messages, PGP can sign or encrypt files. When signing a
file, PGP examines the file and uses information about the file and the
signing PGP key to create a PGP signature for the file. That signature is
stored in a separate file, which is then sent along with the original file to
the recipient. The recipient then uses PGP to verify that the primary file is
intact by examining the corresponding signature file. If PGP is unable to
match the signature file information to the sender’s key and primary file
information, it will report a bad signature on the file.
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The signature file created by PGP is named by adding the extension .sig
to the original filename. For instance, if a file named Resume.doc is signed
by PGP, the corresponding signature file is named Resume.doc.sig. In order
to verify the signature, both the primary file and the signature file must be
stored in the same folder. Therefore, when transmitting the signed file to
the recipient, the sender must transmit both files.

Encrypting a file with PGP created a new file that contains the encoded
content of the file to be transmitted. The encoded file is named by adding a
.pgp extension to the original filename. Encrypting a file named
Resume.doc will create a new file named Resume.doc.pgp.

When encrypting a file with PGP, the sender has two options. The first
is to encrypt the file using the PGP key of the intended recipient. When
doing this, the sender must have the recipient’'s PGP key to encode the file,
and only the recipient can decrypt the file. If the file is to be transmitted to
several recipients, the sender would have to encode the file individually for
each recipient of the file. This is the most secure method for transmitting
secure file contents.

The second option for encrypting files with PGP is to encode the file
with a passphrase specific to that file. That way, the file can be decoded by
anyone who has the passphrase. While this option is more convenient for
files that must be sent to more than one recipient, it is also less secure,
because the recipients must receive the passphrase to decode the file
somehow.

PGP can both encrypt and sign a file. The resulting file is named like
an encrypted file (the .pgp extension), but built into the encrypted file is
the sender’s signature. When a signed/encrypted file is decrypted, the sig-
nature on the file is verified at the same time. When transmitting a PGP
file with conventional encryption, using a passphrase instead of a PGP key
to encrypt the file, the encrypted file should be signed as well. That way
the recipient can still ensure that the file originated from the sender even
though the file can be decrypted with a common passphrase.

Case Study: Securing File Attachments with PGP

In this case study, we will examine the preparation of file attachments with
PGP outside of the e-mail clients. The instructions that follow will work
with any of the mail clients described in this chapter or any other method
of file transmission. When necessary, any differences in the PC and
Macintosh interfaces to PGP will be identified. However, as the program
functions virtually identically on both platforms, this study will focus on
the PC interface.

Applying PGP functions on a file can be handled one of two ways. The
PGPtools application provides a toolbar with the available PGP functions.
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There is also a PGP pop-up menu that can be accessed by right-clicking a
file (Control-clicking for Macintosh). This study will use the right-click
method for accessing PGP functions.

Signing a File
1. Locate the file to be PGP-signed and right-click (Control-click) on
the file.
2. From the PGP pop-up menu, select Sign (Sign... for Macintosh).

3. Select the signing key from the pick list (if more than one signing
key is active on the system) and enter the passphrase for that key.

4. If running Windows, select the appropriate options for detached
signature or text output (see Figure 3.34). A detached signature
will create the .sig file with the signature. Turning off this option

For Managers

Using PGP to Protect Against
E-mail Viruses

Most e-mail viruses in recent history use a similar mechanism to
spread themselves: when the virus payload is activated, one of its
actions is to read through the recipient’s address book and e-mail copies
of itself to everyone on the list. Then when one of the next-generation
recipients gets the message and attachment, it appears to be coming
from someone he or she may correspond with on a regular basis,
thereby influencing the recipient to be less cautious about opening the
attachment. (Raise your hand if you’'ve ever opened a file attachment
from a relative or friend without thinking about it first. Yep, that’s what
| thought. Don’t worry, my hand is raised, too.)

In the continuing push towards the paperless office, it is becoming
more and more common for coworkers to mail documents back and
forth to each other, so the old adage of “never open an attached file
that you didn’t request” really doesn’t hold water any more. This is the
exact mentality that the e-mail virus authors are counting on to spread
their destructive creations.

How can PGP help? Easy. Sign or encrypt every file transmitted via
e-mail, and let the recipients know to delete any attachments that are
not signed or encrypted. Soon it will become obvious when an attach-
ment has been auto-forwarded (no PGP security on it), very likely the
result of an e-mail virus.
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will add the signature to the contents of the file. Text Output will
convert the file and signature contents into ASCII format so that it
can be pasted into the contents of a mail message and not sent as
an attachment.

Figure 3.34 Windows PGP options for signing a file.
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If running MacOS, click the Options button to specify signing
options (see Figure 3.35). Descriptions for Detached Signature and
Text Output are displayed in the window. The MacBinary setting
determines whether all or part of the Macintosh file information is
used to create the signed file. This option should be set to No if the
file is being sent to recipients on multiple platforms. Click OK to
close the options window.

Figure 3.35 Macintosh PGP options for signing a file.
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6.

Click OK to create the file signature. If the default options were not
changed, a new file with a .sig extension will be created in the
location of the original file. To transmit the signed file to a recip-
ient, both files must be sent.

Encrypting a File

1.

Locate the file to be PGP-signed and right-click (Control-click) on
the file.

From the PGP pop-up menu, select Encrypt (Encrypt... for
Macintosh).

If using standard PGP encryption, select the recipient's PGP key
from the list and double-click it to add it to the list of file recipi-
ents.

If running Windows, select the encryption options in the lower por-
tion of the encryption window (see Figure 3.36). Selecting Text
Output will generate an ASCII file that can be pasted into the body
of a mail message. Selecting Wipe Original will delete the source
file. Selecting Conventional Encryption will allow you to specify a
passphrase to decrypt the file instead of selecting a recipient’'s PGP
key. Selecting Self-Decrypting Archive will, when Conventional
Encryption is selected, generate an executable file that handles the
decryption of the file itself. Use this option to send an encrypted
file to someone who does not have PGP installed. A self-decrypting
file is platform-specific.

Figure 3.36 Windows PGP options for encrypting a file.

Recipients | Y alidity | Size |
Erig Dliver Neale <eon{@zimultaneouspancakes. com> % 204811024

Ok I LCancel | Help

[ Test Output

[~ wipe Original

[™ Conventional Encryption
[~ Self Decrypting Aichive

If running MacOS, click the Options button to select the encryp-
tion options (see Figure 3.37). Select Conventional Encrypt to
encrypt the file using a passphrase instead of a recipient’'s PGP
key. Select Self-Decrypting Archive, when Conventional Encrypt is
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selected, to create an application that will handle the decryption of
the file automatically. Use this option to send an encrypted file to a
recipient who does not have PGP installed. A self-decrypting
archive is platform-specific. Select Text Output to generate the
encrypted file in ASCII format to place in the body of an e-mail
message. Select the appropriate MacBinary option to determine
how much Macintosh file information is included in the encrypted
file. Set this option to No if sending the file to non-Macintosh
recipients. Select Wipe File (not pictured) to delete the original file.
Click OK to select the options.

6. Click OK to accept the recipients and encryption options.

7. Enter the encrypting key's passphrase and click OK. The encrypted
file will be created with the options selected.

Figure 3.37 Macintosh Options for encrypting a file.
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Summary

Outlook Express and Eudora are powerful and popular e-mail clients that
can be used in both an office and home environment. The programs are
available for both PC and Macintosh platforms. Both programs are free on
both platforms and can be combined with another powerful freeware
package, PGP, to provide robust e-mail security.

Outlook Express for Windows relies heavily on Internet Explorer for
Windows for its application security in dealing with interactive content
received in mail messages. It also can use digital IDs for message and
attachment security. Outlook Express provides warnings to users when
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they try to open file attachments, so that users are at least aware of the
potential danger inherent in opening unknown files. The program inte-
grates with third-party anti-virus software to provide additional protection
from malicious file attachments.

Outlook Express for Macintosh has a different look and feel than its
Windows counterpart. It does not natively provide any security warnings
about file attachments, but with its powerful message filtering capabilities,
it can work with third-party anti-virus software to help prevent the spread
of e-mail viruses. Outlook Express for Macintosh is the only mail client of
the four discussed in the chapter that has filtering options that will trigger
on received file attachments directly. This feature can be used to filter file
attachments into a special folder that is watched by an anti-virus program
so that any attachments received are automatically scanned by the anti-
virus software.

Eudora for Windows and Macintosh have a nearly identical interface on
both platforms. Neither program offers extensive file attachment security,
with Eudora for Windows being the only of the two to warn users about
possible damage when opening file attachments. Both programs have
extensive message filtering capabilities that can help to avoid opening mes-
sages from known dangerous sources. Eudora for Macintosh can work
with third-party anti-virus software to help protect against malicious file
attachments by specifying that all incoming file attachments are stored in
a folder watched by the anti-virus software.

All four e-mail clients can make use of PGP to increase e-mail security.
PGP provides native support for Both Eudora clients and Outlook Express
for Windows, but Outlook Express for Macintosh users can take advantage
of PGP’s integration into MacOS to have the same functionality as the
other mail clients to sign and encrypt outgoing messages and decrypt or
verify incoming messages.

PGP can be used to signh outgoing mail messages so that recipients of
the message can verify that the message contents were not altered after
being sent. PGP can also encrypt mail messages between two users so that
only the recipients of an encrypted message can read the contents of the
message.

PGP will also sign and encrypt files. Using PGP when sending files
between users helps to verify that the file came from a trusted source and
that the file was not altered after it was sent. When files are encrypted, the
sending and receiving parties can be assured that the contents of the file
are protected from unauthorized viewing.

PGP security is not limited to those running PGP. Files can be
encrypted with a passphrase instead of a PGP key, so that anyone who
receives the encrypted file can decrypt the contents with the correct
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passphrase. Encrypted files can also be configured as self-decrypting so
the recipient has an easy time opening the files. Self-decrypting files are
platform-specific, however, meaning that self-decrypting files created on a
PC can be opened only on a PC.

FAQs

Q:

A coworker and | exchange files regularly via e-mail. Every time | try to
open one of the files she sends me, Outlook Express tells me that the
file might be infected. | know the files are coming straight from her
after she has made changes, and I'm tired of getting these messages. Is
there a way to turn them off?

A Yes, you can turn off the warnings in Outlook Express, but | recommend

Q:

that you do not. These messages are serving their purpose in that you
are conscious of the potential of viruses spreading through the file. Even
though your coworker may not have sent you an infected file yet, can you
really be sure that she won't someday in the future? Do you know that
every file she gets from other people is free from virus infection? Do you
know that she will never download an infected file or program from the
Internet? No, you don’t. So the best thing to do is continually check that
the files you receive are free from malicious code. One way to avoid the
messages is to right-click on the file attachment and select the Save As...
option to save the file in a folder that you then scan with your anti-virus
software. This may seem a little cumbersome at first, but you will get
used to it. Besides, it's better than inadvertently spreading a virus that
brings down your entire department.

Is there a way to create a filter in Eudora for Macintosh that works like
the one described for Outlook Express for Macintosh?

A Yes. While Eudora will not trigger a filter only on messages that have

attachments, it does have a Move Attachment action that can be set to
trigger on any message. By selecting the <<Any Recipient>> item from the
header and the Move Attachment item from the action list, the resulting
filter will scan every mail message and move the attachments for those
messages that have one. If you are wanting to set this up to have your
anti-virus software scan the file attachments as described in the first
Case Study, you may not need to use filters. You can set the default
folder where attachments are stored in Eudora to point to a folder that is
watched by your anti-virus software. Of course, that may not be your
particular goal, in which case Eudora will behave as described above and

move attachments to the folder of your choice.
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Q: I keep reading about all these e-mail viruses getting spread around by
looking through the address books used by Outlook and Outlook
Express. I'm using Eudora for e-mail, not Outlook Express. | don’t
really have to worry about this, do 1?

A Yes, I'm afraid you do. Even though you are not very likely to continue
the spread of one of these e-mail viruses that targets the Outlook
address book, you could still receive the virus in your inbox, and it
could still infect or damage your computer. Let's say you get a Word
document that is infected with one of these e-mail viruses that attacks
the Outlook address book. You open the document, and the virus
cannot find Outlook on your system, so it cannot automatically spread
to other people at that time. But it still infects your copy of Word. So
now any Word document you open or create becomes infected with the
virus. If you send one of these files to someone else, you have still con-
tributed to the spread of the virus. And worse yet, if you send it to
someone who does use Outlook as their mail client, then you have
really caused a large problem.

Q: My company uses digital IDs to authenticate e-mail communications
inside and outside the company. PGP sounds interesting, but since
we're already using one security package, do we really need to bother
with PGP?

A Digital IDs are a very reliable method for authenticating and securing
e-mail communications for many people. However, the implementation
of these security certificates in Microsoft Outlook and Outlook Express
is limited: security will work only with other programs that support the
certificates. Right now, that group includes PCs running Outlook or
Outlook Express and no one else. PGP may not be the best solution for
your company, especially if the company has already used resources to
get the digital ID certificates. However, if your company has a need to
begin communicating securely with another organization that is not
using Outlook as their mail platform or PCs as their computing plat-
form, PGP may allow you to participate in this kind of communication.
Digital IDs, at least right now, will not. The use of the digital IDs sup-
ported by Microsoft may expand to other programs and platforms in
the future, but there is no definite word on that yet.
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Q: I've tried several times to send a file to a friend, but he tells me that
each time I've tried to send the file, he's received a large message with
unreadable content and no attachment. What's going on?

A Very likely you have the PGP option enabled to automatically sign out-
going messages. When PGP generates a signature for a message, it
signs the entire contents of the message, including the attachment.
PGP then includes an ASCIl-encoded version of the attached file in the
body of the message. Not all e-mail clients can handle this encoding
method correctly. If you need to sign or encrypt a file that you are
mailing to someone, sign or encrypt the file with PGP outside your mail
program; then send the message from your mailer with all PGP options
turned off for the message. That will prevent PGP from trying to inter-
pret the file attachment when signing the message.
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Introduction

You can not visit a search engine site without noticing an offer for a free
mail account. Sites such as Yahoo! and Netscape offer free e-mail accounts
to users in exchange for viewing advertisements. Most of these companies
offer this service as a “value add,” which means that they entice you with
this relatively inexpensive service, hoping to receive some sort of benefit
from your visit.

This benefit might be the fact that they can:

= Generate profit by selling you another, related service.

= |ncrease their “hit count,” thus proving the site’s popularity to
advertising agencies. By showing that many people visit this site,
they can then sell space on their Web page at a premium. Offering
services such as Web-based e-mail tends to create return visitors,
which, statistics show, usually implies the increased opportunity
to sell something.

=  Provide e-mail as part of an attempt to become an “Internet
portal,” which is simply a site that purports to give easy access to
all that the Internet offers. Because e-mail is so useful and pop-
ular, what better service could a portal offer than free e-mail?

Old clichés aside, if something is offered for free, then there is probably
some sort of drawback involved; in the Internet economy, a “free gift”
almost always implies some sort of hidden catch where the e-mail provider
demands something in return. Although most e-mail providers do not
require anything in return other than continued visits, the catch involved
in using these e-mail services is that you become heavily reliant upon an
unknown, relatively untrusted third party. In the past, malicious users
have been able to take advantage of this trust.

This chapter addresses concerns that present themselves in regards to
Web-based e-mail servers. It is not the intent of this chapter to scare you
away from these services. However, by the end of this chapter, you will
become more aware of the risks involved. You can then communicate some
of these risks to business associates, managers, and employees. You will
also learn about some of the ways to solve these issues.
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Choices in Web-based E-mail Services

Web-based mail services are e-mail accounts hosted by a remote Web
server. Popular Web-based e-mail server companies include:

=  Hotmail (www.hotmail.com)

= Netscape (www.netscape.com)
= Yahoo (www.yahoo.com)

= Lycos (www.lycos.com)

No one of these servers is better or worse than the other, as far as
security is concerned. Each is susceptible to the same vulnerabilities,
which include sniffing, cracking, social engineering, and code-based
attacks. Due to its popularity, Hotmail seems to have experienced the most
attacks. However, choosing a less popular Web e-mail server may not be a
solution. A little-known service may not have the resources available to use
the latest equipment and software. Additionally, it may not be able to
employ the most talented IT staff.

From a user perspective, Web-based mail accounts are convenient. The
user does not need a separate e-mail application, just a simple browser
such as Internet Explorer or Netscape Navigator. Web-based e-mail servers
are attractive for the following reasons:

= Cost: Most sites offer this service for free.

= Ease of access: Web-based e-mail servers are usually ready to send
and receive e-mail 24 hours a day, 365 days a year. Although out-
ages occur for various reasons, the general perception is that Web-
based e-mail is easy to use and reliable. Besides, all an end-user
has to do is give a simple password to log on to the e-mail server.

= Portability: When a user moves from town to town, he does not
need to bring his own laptop. If he can access a browser, then he
can almost immediately retrieve mail.

= Ease of configuration: If a user moves from one system to another,
he does not need to keep reconfiguring a client for a POP/IMAP
and SMTP server each time.

= Ability to obtain mail from several different servers: Most Web-
based e-mail servers allow end-users to download mail from mul-
tiple POP3 servers. Thus, a Web-based e-mail server provides
“one-stop shopping” for those who wish to obtain all of their e-mail.
Users can then read their e-mail at one place, at one time. Most
servers provide up to 5MB of space for you to store messages.
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= Versatility: Many sites, such as Netscape’'s Webmail, allow you to
send and receive fax messages via the Internet. Although most
sites charge for this particular service, it is very convenient.

= Trust and comfort level: To many, the Internet is still something
quite new. Trusted companies such as Yahoo!, Netscape, and
Microsoft (Hotmail) make this space seem much more inviting.

With a Web browser, a URL such as www.hotmail.com or www
.netscape.com, and a password, a user can check e-mail from various
servers across the Internet. Considering this type of convenience, it is easy
to create an account and use it.

Why Is Web-based E-mail So Popular?

The best explanation for the popularity of Web-based e-mail is that it is so
easy to use. For example, once you enter www.netscape.com/webmail into
your browser, you are about halfway through the process of creating an
e-mail account that you can use indefinitely. Almost all of the work is done
for you by software residing on the server.

The next step is just as simple: Just enter a desired e-mail name and
password, as shown in Figure 4.1. If this information is unique, the Web
e-mail server will generate an account for you, and you will be able to log
in.

Once you have created the account, you can then log in, as shown in
Figure 4.2.

As you can see, you simply log into this type of account through your
Web browser. You can then read and send e-mail to anyone.

Web-based mail accounts are becoming more and more popular as the
Internet expands. The increasing popularity of these types of accounts is
due to low cost and convenience. The majority of Web-based mail accounts
available are free, and business users on the run use them quite fre-
quently. Many use this service to send and receive e-mail meant to be con-
fidential, or which is meant to begin, maintain and seal business dealings.
Now that you have a good idea of the usefulness of such sites, it is impor-
tant to understand potential drawbacks.

The Cost of Convenience

Unfortunately, Web-based mail services compromise security for the conve-
nience. There are many negative aspects of these Web-based mail accounts
that make them vulnerable and insecure. This chapter will discuss flaws
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Figure 4.1 Creating an account for Netscape WebMail in Netscape Navigator.
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Figure 4.2 The Netscape “WebMail” login screen.
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and security holes within Web-based e-mail services such as Yahoo!,
Netscape, and America Online.
Costs include:

= Receiving junk e-mail (i.e., spam).
= The real possibility of loss of information.

= The fact that you are trusting a third party with valuable, poten-
tially sensitive information.

= Loss or unauthorized release of information due to a security
breach perpetrated by malicious users.

Specific Weaknesses

Due to the nature of the technical architecture, Web-based mail accounts
are insecure. By allowing a third party to control your data, you are no
longer in control of it.

With Web-based mail services such as Yahoo! and Netscape, e-mails are
stored at the remote host location. Users’ e-mail is archived in the host
servers. POP e-mail used by a client server, on the other hand, retrieves
e-mail. Upon connection, a user downloads e-mails. Their archived e-mails
are stored on their local PC or server.

While a user is retrieving or sending e-mail, a prospective hacker could
view data in transit. But the hacker would see only the e-mails received
after the last time the user checked his or her account. They would not see
past e-mails that could contain important information such as a username
and password information from an online trading account, credit card con-
firmations from online purchases, or other important e-mails a user might
opt to keep on their Web-based mail server without any thought.

Internet Architecture and the Transmission Path

One of the reasons why Web-based e-mail has security issues is because of
the very nature of the Internet. Figure 4.3 shows the typical path taken by
packets when a user logs on to an Internet service provider (ISP), then
uses a Web-based e-mail server to either send or receive messages.
Unencrypted packets travel from the e-mail client to the ISP dialup
machine, then through the ISP’s firewall and out its Internet router across
the Internet.

All of these transmissions are unencrypted, which means that it is pos-
sible to intercept this message at several points as it is being sent.
(SMTP/POP3 e-mail schemes are also unencrypted, unless the user does
something to encrypt the link or the e-mail message itself.) For example, a
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malicious user working for the ISP can capture packets. If, for example,
the ISP happens to be the business you work for, the IT professionals that
work for your business can read all of your messages with very little effort.

Figure 4.3 A client connecting to a Web-based e-mail server.

ISP Firewall

E-mail Client ISP Dialup

Internet Router

|
— = -
Wehb E-mail Server Firewall
—
ot
0000000
Web-based E-mail Server

Any of the IT professionals that maintain the routers on the Internet
can also find ways to capture messages. Finally, do not forget the IT
department for the Web e-mail server. They, too, can access e-mail mes-
sages. As you can see, multiple points exist for your message to be read by
others.

If you access your Web e-mail through a local area network (LAN)
instead of a dialup connection, then even more people can view your mail.
Figure 4.4 shows essentially the same process as Figure 4.3, except for one
major difference: Any one of the company systems that reside on your LAN
can place its Network Interface Card (NIC) into promiscuous mode and
capture packets off of the network. Now, your co-worker in the next cubicle
can sniff your e-mail messages.
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Figure 4.4 Communicating with a Web-based e-mail server via a LAN
connection.
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It is important to realize that people who sniff connections will not read
only your e-mail messages. When you log on to your POP3 or IMAP server,
you will have to provide a user name and a password. As a result, a mali-
cious user can receive your POP3 login information. Because most com-
pany LANs use the same user name and password for additional login
procedures (i.e., access to file and print servers), your neighbor can effec-
tively steal your entire identity.

Couple this with the fact that most people use the same passwords for
their ATM cards, home security systems and other passwords, and you
begin to understand some of the risks involved when authenticating with
Web-based e-mail servers.

Reading Passwords

Yahoo! Mail and Netscape Mail do not use any encryption when a user logs
onto their sites. They transmit the data packet of the user’'s password in
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plain text form. When logging into a Web-based mail server such as Yahoo!
or Netscape, between 100-200 packets are transferred back and forth from
the user’'s workstation to the server. Within the first ten packets there will
be one packet sent from the user workstation over Hypertext Transfer
Protocol (HTTP). This packet will not only contain the username in plain
text, but the password as well.

For example, when a user signs into Yahoo! Mail, he enters the user
name (marfino) and the password. As soon the user clicks on the Sign In
button, 110 packets are sent and received until the user is successfully
logged in. The first HTTP packet sent through C port 1149 is where the
username and password are kept. The packet will be comprised of hexa-
decimal code (see Figure 4.5).

Figure 4.5 Hex code from an HTTP packet.

The Hex packet you see in Figure 4.5 is encoded, rather than
encrypted. By default, the current version of IP (IPv4) sends all packets in
this form. This encoding procedure is very easy to to decode into text. A
malicious user can use a simple packet sniffer to conduct a man-in-the-
middle attack. Most packet sniffers, such as TCPdump, Sniffer Basic, and
others automatically decode IP packets. The HTTP portion of Figure 4.1
decodes to:
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POST / config/ | ogi n?500hflnv037e5 HTTP/ 1. 1.. Accept: inmge/gif, imagel/]jpeg.
i mage/ pj eg, application/vnf.ns-powerpoint,

*/*. . Referer:http://1ogin.yahoo.coni config/ mail ?.intl=us& | g=us..Accept -
Language: en-us. . Content - Type: application/x-wwformurl encoded. . Accept -
Encodi ng: gzip, deflate..User-Agent: Mzilla/4.0 (conpatible: MSIE 5.0;
W ndows 98; DigExt).. Host:|ogin.yahoo.com.content-

Lengt h: 102. . Connecti on: Keep-

Alive..tries=& src=ym& | ast =&pr onp=&. i nt | =us&bypass=&.

part ner =& chkP=Y& done=&l ogi n=mar fino&passwd=passwor d. .

The last portion of this packet clearly states the user name and pass-
word earlier mentioned as login = marfino and password = password.
Once a malicous user obtains this information, he or she can then log into
your Web e-mail server with impunity. Most hackers who have been able to
do this simply read the e-mail messages, rather than deleting them or con-
ducting noticeable mischief. This is because most hackers are interested in
gaining information over a long period of time; if a hacker were to delete an
e-mail message, he or she would leave signs of tampering. It is likely that
many e-mail accounts are actually compromised—the victim simply doesn’t
know about it.

Case Study

Some of America Online configurations are subject to sniffing attacks. A
sniffer is a program that monitors and analyzes network traffic. It is
designed to detect bottlenecks and problems on the network. Using this
information, a network manager can keep traffic flowing efficiently. There
are many different commercial sniffing products available on the market,
such Network Associate’'s Sniffer Basic, or the UNIX tool TCPdump.

As you might remember, a sniffer can also be used to capture data
being transmitted on a network, much like wire tapping a phone. A sniffing
attack is when a sniffer is used to capture the data in transit, data such as
passwords during login and e-mails once they are sent.

The following figures illustrate the use of Network Associate’s Sniffer
Basic to monitor an e-mail being sent using America Online (see Figure
4.6). The e-mail is created in America Online version 5.0; the workstation
is connected to the Internet over a cable modem.

Once the user hits the Send now button, about 11 packets get sent.
This sniffer basic is set on the user’'s workstation capturing all incoming
and outgoing traffic. Figure 4.7 shows the first packet.
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Figure 4.6 The original message to be sniffed.
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Figure 4.7 The first packet being sniffed.
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The first packet has the first 34 characters of the body of the e-mail.
The second packet (see Figure 4.8) has the rest of the body of the message:
“Make sure no one else sees this!”

The last packet (see Figure 4.9) has both the subject and to whom the
e-mail is being sent: marfino@yahoo.com, and shows this is an e-mail sent

from AOL.
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Figure 4.8 The second packet being sniffed.
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Figure 4.9 The last packet being sniffed.
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Not only does this data get transmitted when monitoring the user’'s work-
station, it can also be discovered on every router on the way to the desti-
nation.
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Specific Sniffer Applications

Applications such as SessionWall (www.sessionwall.com), Ethereal
(www.ethereal.com) and spynet (packetstorm.securify.com) can sniff
packets, then actually reassemble the entire TCP session. As a result, a
user can sniff the individual packets in a connection, then provide you
with an identical copy of the e-mail message. If a malicious user is able to
position himself between you and the destination computer, then he will be
able to read your e-mail.

For example, Figure 4.10 shows a packet capture from Ethereal, which
is usually run on Linux and UNIX systems.

Figure 4.10 An SMTP session captured in Ethereal.
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Specifically, Figure 4.10 shows that someone has captured a series of
TCP transmissions. Specifically, an e-mail message is being sent from port
25 of the machine with the IP address of 10.100.100.50 to the receiving
port of 1035 of the machine with the IP address of 10.100.100.60. Port 25,
as you may remember, is the standard SMTP port, which does nothing but
send messages. In this case, Sendmail has sent a message to machine
10.100.100.60. If a malicious user wished to, he could sift through each of
these individual packets and obtain information from it.

However, Figure 4.11 shows a rather convenient little feature provided
by Ethereal. By selecting the Follow TCP Stream option, any user can see a
completely reassembled series of packets.

As you can see, Ethereal reconstitutes the entire SMTP session. The
same technique applies to POP3 sessions, as well. Figure 4.12 shows how
it is possible to reconstitute an entire POP3 session.
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Figure 4.11 The results of the Follow TCP Stream option in Ethereal.

Figure 4.12 Sniffing an unencrypted Web-based POP3 session.
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Applications such as Ethereal are not inherently illicit. They are tools, just
like any other software application. In fact, Ethereal is fast becoming a
standard packet sniffer for systems administrators who use Linux systems

to monitor networks and serve up Web pages.
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Code-based Attacks

Thus far, you have learned about denial of service and sniffing attacks,
both of which are not unique to Web-based e-mail servers. Perhaps the
most unique threat to Web-based e-mail servers is due to their reliance
upon Common Gateway Interface (CGI) scripts in order to provide e-mail
services.

A CGI script is really nothing more than a mini application that exe-
cutes on the server. When, for example, you create an account on
Netscape’'s Webmail server, chances are that this one activity actually
involves several powerful CGI scripts that accomplish at least the following
tasks:

1. Adding contact information to a database so that the information
can be sold to a third party, or so that the company can use this
information to authenticate a user who has lost his password and
wishes to re-learn it.

2. Creating an account in the system’s POP3 user database.
3. Creating a small directory that will act as the inbox for the user.
4. Sending an e-mail message to the inbox, welcoming the new user.
It is possible that many additional functions and scripts will be neces-
sary to simply create the account. Now, consider how many other CGI
scripts are necessary to enable login, changing of passwords, and so forth.
A CGI script can be written in almost any language. Common CGI lan-
guages include:
= Perl
= Active Server Pages, using VBScript
= JavaScript
= Java
= PHP: Hypertext Preprocessor
Regardless of what is used, it is often very difficult to create powerful
server-side scripts that do their job, yet do not open up security problems.
Because CGI scripts are mini applications that execute on the server

without anyone watching them, it is possible to redirect this execution and
open up a security hole.

WWW.SyNngress.com



134

Chapter 4 =« Web-based Mail Issues

The PHF Bug

Several years ago, the Solaris operating system, which is a flavor of UNIX,
used a sample script named PHF. This script was placed into the CGI-BIN,
which is a special directory that allows the execution of CGI scripts.

The problem with the PHF code is that it was very easy for a malicious
user to obtain the password file for the server. It was so easy, in fact, that
if the PHF application was installed, the user name and password informa-
tion would appear on the user’s browser. All the user would have to do is
copy the information, then run a cracking program against it.

The PHF bug is no longer a real threat, because most hackers and sys-
tems administrators already know about it. However, in 1996, it was all
the rage: As late as 1998, the United States White House e-mail server was
attacked by a user who exploited this bug.

Due to the rather complex nature of CGI, many additional CGI scripts
exist that can open similar security holes. In fact, most hacker sites are
full of specialized applications called CGI scanners, which are specially
designed to find and exploit problem CGI scripts.

Another reason why CGI scripts can cause problems is because they
are often vulnerable to buffer overflows. As you might remember from
Chapter 1, a buffer overflow occurs when information is not checked when
it is passed between variables in an application. If the information that is
passed between variables is too large for the receiving variable, it is pos-
sible for the application that contains these problem variables to crash.
Many rather interesting things can happen during a buffer overflow, not
the least of which is that the system can simply open itself up to any user
to take over full administrative access to the system.

This is precisely what happened with the CMail 2.3 Web e-mail server.
It contains a buffer overflow that can lead to a denial of service attack, or
to compromise of the system. You can download a newer version of CMail
at many sites, including http://chicago.supersharewareman.com/Apps/
779.asp.

Avoiding Buffer Overflows

The problem with buffer overflows is that the only way you can solve them
is by upgrading to the latest, stable version of the software application. Do
not make the mistake of thinking that the latest version is always the most
stable. This is often not the case; many times, the latest version actually
introduces instabilities that a malicious user can exploit.

Unless you create your own software, you are pretty much forced into
trusting the people who write the software you use. The best way to guard
against these problems is to keep current about the software. You can:
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= Regularly visit the Web site of the company that has the software
you are using for the latest advisories and updates.

= Visit the www.cert.org Web site and search for advisories con-
cerning your software.

= Visit well-known software sites, such as www.freshmeat.com, as
well as hacker sites, such as www.securityfocus.com and
www.ntbugtrag.com.

Hostile Code

Because Web-based e-mail accounts must be accessed by a Web browser,
most hackers immediately target the most current browsers being used. As
of this writing, these are Internet Explorer 5 and Netscape 6. When IE 4.0
and Netscape 3.0 were popular, many malicious users discovered that any
client who used the e-mail clients that came with these browsers to receive
their e-mail were vulnerable to embedded code in the e-mail messages they
read.

The following code, written in JavaScript, allowed a malicious user to
log in to anyone’s account:

Hot mai | flaw. (second version) errurl="http://http://ww. because-we-
can. conf hotmai | / defaul t. htnf;

nomenul i nks=t op. submenu. docunent . | i nks. | ength; for(i=0;i<nonenulinks-
1;i++) { top.subnenu.docunent.links[i].target="work”;

t op. subnmenu. docunent. links[i].href=errurl; }

nowor kl i nks=t op. wor k. docunent . | i nks. | engt h;

for(i=0;i<noworklinks-1;i++)
{ top.work.docunent.links[i].target="work”;
t op. wor k. docunent . l'i nks[i]. href=errurl; }

Taking Advantage of System Trusts

Many additional attacks exist, most of which are not documented, mainly
because most hackers wish to keep their little tricks as secret as possible.
Another reason why Web-based e-mail servers such as Hotmail are vulner-
able to attacks is because the servers are always willing to trust any input
generated by the browser of a user who has logged in.

As long as a user is logged in, the CGI scripts server tends to assume
that all input is benign, if not helpful. This is not always the case. A mali-
cious user can send an HTML-enabled message that contains embedded
code that can:
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= Change the legitimate user’s password to one known by the mali-
cious user. The malicious user can then log in to read and send
mail under the legitimate user’'s name.

= Present a fake dialog box meant to trick an unwitting user into
entering his login information, which is then immediately e-mailed
to the malicious user.

Most of these techniques work only if the user is currently logged in.
Still, this is almost always the case when a user is checking e-mail. Even
though such threats are almost immediately corrected as soon as are made
public, using such services to store sensitive information and passwords
can place you and your associates at risk.

Solving the Problem of System Trusts

One of the best ways to solve this problem is to disable HTML-based e-mail
and active scripting, as it is called in Windows Explorer, on your e-mail
client.

Cracking the Account with a “Brute Force” or
Dictionary Application
A hacker is not limited to sending malicious code. Many applications exist
that repeatedly try to log in to a server using as many user name and pass-
word combinations as possible. This practice is often called a brute force
attack, because it is a rather unsophisticated attempt to find a password.
A slightly more sophisticated attack involves the use of a simple text
file that contains thousands and thousands of words and names that you
might find in a dictionary. These words can be in various languages.
Password-cracking applications such as Munga Bunga are especially
popular among hackers who attack Hotmail and Yahoo!. Munga Bunga will
not crack a user’s password every time—worthwhile hacking is never that
easy. However, most people pick passwords that would be incorporated in
a password-cracking program’s dictionary file, and this form of attack is
often successful.

Solving Cracking Attacks in Web-based E-mail Servers

The chief solution would be to invoke controls on the server that lock out
an account when it is being bombarded with failed requests. Unfortu-
nately, this is not possible with large, public Web e-mail servers such as
Yahoo! and Netscape; users want the convenience of being able to log in,
and applying such security measures will likely drive people away.
Additionally, invoking such security measures can consume a great deal of
time. Because most of these services are free, it is highly unlikely that
many companies will be diligent about protecting their services in this way.
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As an end user, the best way to thwart such attacks is to change your
password often, and ensure that it is not one that could be found in a dic-
tionary. Whenever possible, use non-standard characters such as those
shown in Table 4.1.

Table 4.1 Non-standard Characters To Use in E-mail Passwords

~

%
$
)

>

A SE -

You should then make the password as long as possible (at least six
letters). Then, use a combination of lower and uppercase letters. In spite of
all this, try to make the password fairly easy to remember. One way to do
this is to take a recognizable word, then substitute several characters in
order to make it memorable to only you. You can substitute numbers and
non-printable characters for letters. For example, the word popcorn can
become )O-c($n. In this example, the letter p is substituted with ), because
it is the nearest special character to the “p” key. The capital letter “O” is
fairly self-explanatory. The - character is a substitution for “p,” because it,
too, is close to the letter p. Finally, the $ sign is near the “r’ on the key-
board, and “n” is left as is. You will, of course, have to come up with a
system that suits you.

Finally, make sure that you change your passwords often. This way,
even if someone obtains your password, they will have access for only so
long (assuming that they aren’t simply able to sniff your password).

Physical Attacks

Never assume that a malicious user is always someone who lives far away
from you. It is possible that a malicious user has physical access to your
system. If this is the case, a hacker can use a keylogger program. A key-
logger program allows a user to track users key strokes on their system.
The application silently listens in the background and records all
keystrokes to a plaintext file, or to a remote system, where the malicious
user is watching. Anything you type onto the screen can be read.

In order to implement a keylogger, a malicious user must have access
to the target user’'s system. This may not be as difficult as it seems: How
many people really take the time to implement screensaver passwords, or
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to actually password-protect a system when it is time to go out on break,
or go out to lunch? Few people actually do these things. Each time you
simply walk away from your system, you are opening yourself up to an
attack.

A hacker does not have to use a keylogger to obtain your user name
and password. If he or she does already have access to the user’s system,
and the goal is to gain access to their Web-based e-mail, one way to get
access to sensitive information is to copy the unsuspecting user’s cookie
file.

Cookies and Their Associated Risks

A cookie is a file that a Web site writes locally on a user’'s system to
remember important data about the user. Typically, a cookie records your
preferences when using a particular site. A cookie is a mechanism that
allows the host to store its own information about a user on the user’'s own
computer. Netscape stores all cookies in a single cookies.txt file, while
Microsoft's Internet Explorer keeps them separate in a folder. You can set
your browser to not allow cookies, but to use Yahoo! or Netscape Mail you
must allow your browser to use cookies.

Back to the example of a user signing onto Yahoo! mail with marfino as
the username and password as the password, the file C:\windows\
temporary internet files\Cookie:michael.marfino@yahoo.com/ will get
written (where michael.marfino is the registration name of Windows 98
or NT). If the file were opened up directly with an editor it would look like
this:

abj 9nbksr 2beo&b=2 yahoo. com 098540748830072022340521200029365500*

This is mostly hexadecimal code for user name, authentication stamp
and expiration stamp.

This same user leaves the Yahoo! site (without signing off from Yahoo!)
to surf to a new site, to buy the latest book from Syngress. After finishing
surfing they return to Yahoo! Web site and click on mail. The Yahoo! server
reads their cookie and authenticates them back to their mail.

By copying the Cookie:michael.marfino@yahoo.com/ to another com-
puter within the time stamp, access will be granted in Yahoo! Mail as the
target user, marfino@yahoo.com. If the time stamp has expired it is pos-
sible to manually alter the file and add a current time stamp. At one point
there was no need to change the time stamp in the cookie, but that has
been changed.

Many of the Web-based mail services have a “remember my ID and
password” check box. This uses a technology called a persistent cookie. It
allows the user to log in and to not have to enter the user name and pass-
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word. This cookie is extremely easy to copy and makes your system highly
vulnerable.

Solving the Problem

At this point, you may be wondering if it is wise to use Web-based e-mail
at all. Although the choice is up to you, consider the following options and
practices:

= Update your password often, making sure to use a strong one.

= Use services that encrypt all transmissions before asking for login
information.

= Encrypt the contents of e-mail messages as much as possible.

= Do not use HTML-based e-mail. Rather, choose to send plain text
messages. They will not be as attractive to the eye, but they can
reduce your risks.

Using Secure Sockets Layer (SSL)

Yahoo! gives you the option of encrypting your sign-in information by using
secure mode. When you sign in using secure mode, you are using industry-
standard Secure Sockets Layer (SSL) encryption, a technology created for
managing the security of message transmissions on the Net that protects
the data you transmit. SSL is a commonly-used protocol for managing the
security of a message transmission on the Internet. SSL uses an OSI layer
located between the HTTP layer and Transport Control Protocol layers. SSL
is included as part of both the Microsoft and Netscape browsers and most
Web server products. The “sockets” part of the term refers to the socket
method of passing data back and forth between a client and a server pro-
gram in a network or between program layers in the same computer. SSL
uses the public-and-private key encryption and also includes the use of a
digital certificate.

SSL is an integral part of most Web browsers, begins encrypted ses-
sions automatically, and is thus quite convenient. If a Web site is on a
server that supports SSL, SSL can be enabled and specific Web pages can
be identified as requiring SSL access.

Secure HTTP

As an alternative to SSL, some Web-based mail services are using Secure
HTTP (S-HTTP). S-HTTP is an extension to the Hypertext Transfer Protocol.
Whereas SSL operates between the session and transport layers of the
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OSI/RM, Secure HTTP works at the application layer. Each S-HTTP file is
encrypted and can contain a digital certificate like SSL. S-HTTP does not
use any single encryption system, but it does support a public-and-private
key encryption system.

Both SSL and S-HTTP can be used by a browser user, but only one can
be used within a given document. S-HTTP is more likely to be used in situ-
ations where the server represents a bank and requires authentication
from the user that is more secure than a user ID and password. Most Web-
based mail services use SSL. Currently, few use S-HTTP.

SSL uses an encryption that utilizes a 128-bit encryption. While this
encryption is better than no encryption, it is still not the safest out there.
There have been many documented hacks on up to 512-bit encryption.
Services such as HushMail use up to 1024-bit key encryption. When using
standard SSL for encryption, the email is encrypted once the Send button
is hit, and then gets decoded once received by the recipient.

Practical Implementations

HushMail, available at www.hushmail.com, was the first commercially
available Web e-mail service to offer encrypted login, as well as encrypted
e-mail messages. The HushMail site is shown in Figure 4.13.

Figure 4.13 The HushMail home page.
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The HushMail site offers the following services:

= The use of digital certificates, which allow users to encrypt and
sign e-mail messages.

= The “HushPOP” e-mail client plug-in, which encrypts e-mail mes-
sages on the fly.

= Additional hard drive space for a nominal fee.

= An account lockout feature that activates upon multiple failed
logins. This feature helps defeat hackers who use dictionary pro-
grams to defeat authentication.

Local E-mail Servers

You are not limited to using third-party providers for encrypted e-mail. You
can, if you wish, enable your own Web-based e-mail server. Doing so takes
some of the risk out of the server, because now you are the one who man-
ages the site. However, you should not take this on unless you have con-
siderable skill in administering e-mail, CGI, DNS and server optimization.

Several e-mail servers allow you to establish your own Web e-mail pres-
ence, including:

= Microsoft Exchange 2000 (www.microsoft.com).
= Mdaemon (mdaemon.deerfield.com).
= ControlMail (www.controlmail.com).

Any of these servers allows users to use their browsers to download
and send e-mail with the simple click of a radio button or checkbox. Once
you add SSL support to this feature, you can then provide a reasonably
secure Web-based e-mail service yourself.

Using PGP with Web-based E-mail

You have already learned about how to use PGP to encrypt e-mail mes-
sages on the fly. Unfortunately, PGP is not available as a Web-based mail
program. You can, however, encrypt a document on your desktop, then
upload it to the Web e-mail server. You can then send this document as an
attachment. You should understand, however, that even if you encrypt the
e-mail message attachment, the body will not be encrypted. Further, if you
do not log in via SSL or S-HTTP, your login information is still vulnerable
to sniffing attacks, and logged-in users can still fall prey to the code-based
exploits described earlier in this chapter.
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Making Yourself Anonymous

One last trick can help you retain additional privacy before you log in to
servers such as Hotmail, Netscape, and HushMail. The Anonymizer.com
service, shown in Figure 4.14, provides various services, all of which can
help you further secure your Web-based e-mail connection. Anonymizer
services essentially act as a proxy server that blocks out traffic sent out by
Web sites. A proxy server is nothing more than a device that receives
requests from one computer, then forwards them to another. In the process
of forwarding a request, a proxy can manipulate the data so that the
receiving computer does not know the true identity of the server.

Figure 4.14 The Anonymizer.com home page.
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As a result, information belonging to any client that first connects to
this proxy server remains essentially hidden from other servers. Proxy
servers such as the one at Anonymizer.com can block cookies, Java,
JavaScript, and additional applications from running on your server.

Zeroknowledge is a company that provides anonymizing software that
you can install on your system. This solution is far more powerful, because
you can customize the settings. Figure 4.15 shows the Zeroknowledge
home page, which is available at www.zeroknowledge.com.
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Figure 4.15 The Zeroknowledge home page.
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Zeroknowledge software is quite powerful, and is suitable for busi-
nesses that wish to further secure communications between each other
over public networks.

Summary

It would be a mistake to completely avoid Web-based e-mail servers.
Likewise, it would be incorrect to say that they constitute a serious threat
to your personal security. However, now that you know more about how
Web-based e-mail works, you may want to avoid using these services to
store sensitive e-mails. Also, consider the fact that every time you log in,
you run the risk of having a malicious user “sniff” your password.

The most relevant problem with this type of e-mail server is that you con-
stantly remain at the mercy of a third party. If your company uses Web-
based e-mail, then you are effectively conceding a great deal of control
from your organization. Now, a simple decision or mistake on the part of
an unknown third party can cause a serious security breach for your orga-
nization. Hackers tend to see Web-based e-mail sites as attractive targets

to probe and penetrate.



144

Chapter 4 =« Web-based Mail Issues

Still, such is the price users are willing to pay to use this convenient

service. If you really wish to use such services, encrypt your transactions
and follow good security guidelines. You will be glad that you did.

FAQsS

Q:
A:

> O

> O

> O

How vulnerable is my Web-based mail to being hacked?

By its very architecture, Web-based mail is very vulnerable and inse-
cure.

. What is the safest Web-based mail provider?
. Any Web-based mail service is always going to be compromised, but

using a company that prides itself on security, such as HushMail, is
your safest bet.

. How can | defend myself from a DoS attack?
. A DoS is not going to happen to the end-user but it can happen to any

Web site. The best prevention is to ask your ISP for assistance in moni-
toring your routers.

. Is there a way to have cookies enabled in my browser and still protect

myself?

. Again, nothing is completely safe, but using a third-party software ser-

vice such as Zeroknowledge is a step in the right direction.

. A friend told me that a program called AOHell can crack my passwords.
. AOHell is used to spoof the architecture and AOL has worked very hard

to close most of these weaknesses.

Q: If my Web-based e-mail is hacked, what recourse do | have against the

> O

provider?

. Absolutely none. Before using any Web-based mail service you have to

agree to their TOS (Terms of Services) agreement. Every one of these
agreements from AOL to Yahoo! excludes them from all levels of recourse.

- Will anonymizer sites protect me from sniffing and cracking attacks?
> No. This software simply makes it difficult for sites to track your move-

ments. They also block much of the code that hackers can use to con-
duct an attack against your account.

www.syngress.com



Q:

Web-based Mail Issues « Chapter 4 145

Can | get a virus more easily if | use a site such as Hotmail?

A Not really. Although many unethical users tend to frequent sites such

Q:

as Hotmail, you become vulnerable to viruses, Trojans and worms only
if you open e-mail attachments without first scanning them to learn
their contents.

I would like to provide a Web-based e-mail server using IMAP. Are IMAP
logins as easy to sniff as POP3?

A Yes. Although the protocols are different, each is easily sniffed unless

Q:

you encrypt them via SSL or another means. A fairly recent technology,
called IPSec, allows two systems to encrypt IP packets on the fly.
Although no Web-based e-mail service provides IPSec as yet, you will
find that this option will become available in the future.

I noticed that an employee’s Linux box has the program TCPdump
installed. Does this make my employee a hacker/malicious user or
hacker?

A Not necessarily. You will have to determine if this employee is trying to

use TCPdump or another program to “sniff” e-mail connections (or any
other, for that matter) before you can determine this user’s malicious
intent.
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Introduction

At first, viruses were just annoying, then they started to corrupt the hard
disk, and now they are stealing personal information. So what's next? One
thing is sure: between the time this book is written and the time you are
reading it, new malicious attacks will have surfaced. Fending off these
attacks is difficult, because you're shooting at moving targets.

The three most serious types of attacks come through e-mail and/or
the attachments sent with them, by surfing the Internet, and via security
holes or bugs in software. Anti-virus applications help prevent the first two
types of attacks.

This chapter will discuss the installation, configuration, and mainte-
nance of the three most popular anti-virus applications for the PC,
focusing in particular on the way these applications work with e-mail
clients.

Although many people believe that the use of an anti-virus application
should be mandatory, there are a lot of PCs that do not use any form of
virus protection. If such a PC were not connected to the Internet, were not
used for e-mail, did not have software of unknown origin installed, and did
not come in contact with diskettes or recordable CD-ROMSs, virus protec-
tion might be unnecessary—but that would not be a realistic use of a PC.
In this regard, the infamous “Love Letter” attack shows that two things are
incontrovertible:

= Anti-virus applications are not an overall safeguard.
= A virus or malicious code can quickly affect a large number of PCs.

The first step in choosing an anti-virus application is to determine how
quickly the company updates its application to detect new viruses and
threats. In the case of the Love Letter virus, the three applications
described in this chapter had a fix within a week. It is essential to
remember that most anti-virus applications can detect only known viruses
and malicious code—new methods of attack are always hard to detect.
Therefore, virus inoculate application is a more accurate term than anti-
virus application. Even the heuristic algorithms (which detect viruses by
their behavior and the way the code is built) can only intercept variations
of known viruses and files that look or act like a virus (including macros).
Nevertheless, anti-virus companies such as Symantec, Network Associates,
and Trend Micro learn about viruses and malicious code today and use
this knowledge for even better virus protection tomorrow.
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WARNING

Anti-virus applications can protect only against known viruses and
malicious code. To protect your PC or network, you must update the
database of the anti-virus application at least every two weeks.

Table 5.1 is an overview of functionalities incorporated in the three
e-mail anti-virus applications discussed in this chapter.

Table 5.1 Overview of Functionalities for Anti-Virus Applications

Functionality Network Symantec Norton Trend Micro
Associates Inc.  AntiVirus 2000 PC-cillin 2000
McAfee
VirusScan 5
PC startup scanning Yes, when Yes, when PC Yes, when PC
Windows starts  starts (through starts (through
up command line in  command line in
autoexec.bat) autoexec.bat)
Background file Yes Yes Yes
scanning
On-demand file Yes Yes Yes
scanning
E-mail & attachment Yes, non-invasive Yes, invasive (POP3) Yes, invasive real-
scanning (POP3 and MAPI) time (POP3) and
on-demand
Outlook folders
(MAPI)
Malicious code (Java, Yes No Yes
ActiveX) scanning
Download scanning Yes (explicit) Yes (implicit) Yes (implicit)
Heuristic scanning  Yes Yes, BloodHound  Not mentioned
Quarantine function Yes Yes Yes
New virus response  Yes, AVERT (Anti- Yes, SARC Yes, eDoctors
team virus Emergency (Symantec Antivirus Labs

Response Team) Research Center)

Continued

www.syngress.com



150 Chapter 5 = Client-Side Anti-Virus Applications

Table 5.1 Continued

Functionality Network Symantec Norton Trend Micro
Associates Inc.  AntiVirus 2000 PC-cillin 2000
McAfee
VirusScan 5

Automated update Yes, SecureCast  Yes, LiveUpdate Yes,

of virus definition ActiveUpdate

files and application

Task Scheduler Yes Yes (for Win98 the Yes

Windows task
scheduler is used)

Central option man- Yes, but separate Yes Yes

agement application utilities are called

Rescue disk Yes (standard) Yes (customizable) Yes (standard.
Virus definition
files can be
updated)

Update frequency Every 4-6 weeks Every week Every week

Supported e-mail Ms Outlook 97, Ms Outlook 97, 98, MS Outlook 95,

clients 98, 2000; MS 2000 (using POP); 97, 98, 2000
Outlook Express; MS Outlook (folder scanning
QualComm Express; QualComm via MAPI); Ms
Eudora Light, Pro Eudora Light, Pro  Outlook 97, 98,
v3, & v4; Lotus v3, & v4 2000 (using
Cc:Mail v8 POP3); MS
Outlook Express;
QualComm
Eudora Light, Pro
v3,& v4
Supported platforms Win95, Win98 Win95, Win98, Win95, Win98,
Win NT, Win 2000 Win NT,
Win 2000

McAfee VirusScan 5

With VirusScan 5, McAfee put the last version of their popular anti-virus
application on the retail shelves. Network Associates Incorporated is
ending a long history of this well-known and heavily-used anti-virus appli-
cation. Future McAfee anti-virus applications will only be available online,
through McAfee.com Clinic, at VirusScan Online.
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Availability of VirusScan

The traditional McAfee applications are still bundled as McAfee VirusScan
5. Although the version of the VirusScan engine is the same as VirusScan
4, additional features have been added (e-mail scan, download scan, and
Internet filter). The new user interface, McAfee VirusScan Central, is sim-
ilar to the McAfee Office User Interface. As shown in Table 5.2, McAfee
maintains its traditional VirusScan software only on the Windows 9x plat-
forms. Because VirusScan v4.x and v5.x use the same DAT files, both ver-
sions protect against the latest viruses and malicious code. However,
version 4 scans only for viruses; it is not maintained or further developed.
VirusScan v3.x has been fully discontinued and should be upgraded to
version 5 or VirusScan Online. For Windows 2000 Professional, only
VirusScan Online is available, although VirusScan for Windows NT can be
used.

Table 5.2 Availability of McAfee VirusScan

VirusScan Version

VirusScan Command Line for DOS/Win NT 4.70

VirusScan for OS2 4.03
VirusScan for Windows 3.x 4.02
VirusScan for Windows 9x 5.02
VirusScan for Windows NT (INTEL) 4.03a

VirusScan for Windows NT (DEC ALPHA) 4.03

WARNING

With McAfee.com Clinic and VirusScan Online, McAfee is moving away
from selling boxed software through retail channels toward a subscrip-
tion model called PC Protection Services. The applications are just part of
the new package. Important differences are that all functionality is
packed into one program (not separate processes performing different
tasks), and the Clinic software comes with a SecureCast application that
automatically updates the subscribed applications and DAT files in a
higher frequency (at least weekly). On the technical and functional level,
not much changes. The VirusScan engine and DAT files are the same,
although VShield is renamed to ActiveShield.

If you want to continue using VirusScan, subscribe to McAfee.com
Clinic.
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Updates of Virus Definition Files

McAfee will issue a new virus definition file (DAT file) every four to six
weeks. The DAT file can be manually downloaded (for evaluation copies) or
automatically downloaded and installed with SecureCast (if it's a licensed
copy). If a new threat surfaces, McAfee will try to issue a scan engine
update/fix as soon as possible. VirusScan also gives a warning if the DAT
files are out of date (older than one month).

The version number of a DAT file is <scan engine version>.<DAT
sequence number>. At the time of this writing, the latest version of the DAT
file is 4.0.4087.

Installation of VirusScan 5

The McAfee VirusScan setup application installs the application and lets
you configure it at the same time. All VirusScan functionalities are useful,
so it makes sense to activate them right away. The first dialog screen asks
you to choose which kind of installation is needed; you should go for the
complete installation.

The next dialog screen (see Figure 5.1) introduces the first of several
wizards that are part of the installation and configuration process, called
the Safe & Sound Setup (see the “Safe & Sound” sidebar).

Figure 5.1 McAfee VirusScan configuration setup.

i;g Mchfee VirusScan Setup | %]

Configuration Setup

“WirusScan Installation Interview Questions

Safe & Sound

‘WirusScan includes a dynamic backup utiliy called Safe & Sound. Once
configured, Safe & Sound will make automatic, simultaneous backups of vaur
documents as you wark on them, Safe 2 Sound helps you recover your files in
the event that vour data files become infected.

W Run the Safe Sound setup wizard upon completion of this Interview

¥irusScan Maintenance

“WirusScan helps you get your system off ta the right start, by running the
following programs upon completion of this interview.

Icafes

< Back I Mext = I EannE] |

The lower half of the screen gives you the option to run an update of
the VirusScan engine and DAT files, and to create a rescue diskette. Both
options should be regarded as mandatory. The first option is mandatory
because between the time in which the VirusScan CD-ROM is burned and
the time it's installed, many new viruses will have surfaced, so at installa-
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tion date the VirusScan software is already out of date. The second option,
creating a rescue diskette, is also prudent. The chance that you will need it
is slim, but if a virus blocks access to the hard disk, the rescue diskette
may be the only way to regain access to it, so have a few diskettes ready
during installation.

Next, the setup gives you the option to automatically insert a weekly
VirusScan schedule for all local drives. You should check this option, so
you won't forget to activate it on a regular basis. After installation, you can
add or modify different types of scheduling by using the McAfee VirusScan
Scheduler. The next option is to execute a scan at the time the PC starts
up. There’s no reason you shouldn’t check this option, since the sooner the
system starts scanning for viruses, the fewer the chances for damage
through a virus. And you should remember that a new(er) version of an
anti-virus application can catch viruses that were previously present, but
that were not recognized by the earlier anti-virus application.

After this, the Installer program will install the VirusScan application.
Before it completes, it will run a few wizards, depending on the options
checked earlier. The first one is SecureCast Online (ECEngine.exe, which
will call MUpdate.exe), to update the VirusScan DAT files. Before this is
done, you will be prompted to register the VirusScan license. The second
wizard is the Emergency Disk Creation Wizard (Edisk32.exe). The wizard
prompts you for the way you want the diskette to be formatted and gives
you three options (see Figure 5.2). If the drives in your PC are the FAT type
(this is always the case for Windows 95, and can be when running
Windows 98, especially when you have upgraded Windows 95 to Windows
98), you should go for the third option, Create an NAI-OS Emergency Disk.
This is a “clean-cut” DOS version that is used to create a dedicated

Figure 5.2 McAfee VirusScan Emergency Disk Wizard.
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Emergency Disk. However, if you also have FAT32 drives, which will be the
case if you installed Windows 98 Second Edition directly on your PC (or
you bought it with Win98 SE), it's best to use the second option and let the
diskettes be newly formatted with the operating system.

For IT Professionals Safe & Sound

Although Safe & Sound is a separate utility, it’s worth mentioning
here. When installed, it can make backups, in the background, of com-
plete drives, or the drive structure and files of a selected type/extension.
Periodically all files and data are written to a safe and virus-free file
(called a protected volume file) that is accessed like a separate drive (and
is mounted during the startup of the PC). While the file is mounted, it’s
inaccessible to viruses. The Safe & Sound protected volume file contains
so much information that a largely damaged disk can be reconstructed.

For example, you can make the DBX (Database Exchange) files of
Outlook Express part of the periodical Safe & Sound backup. If an
Outlook Express file ever gets infected, you can recover it very easily.

So, if a file gets infected with a macro virus, it can always be
restored with a nearly up-to-date and virus-free copy of that file in the
Safe & Sound file. Safe & Sound has every reason to be used because it’s
delivered at no extra charge as part of VirusScan.

If the option for Safe & Sound has been chosen, its wizard
(retake.exe) will start after the Emergency Disk has been created. As the
Safe & Sound wizard finishes, the PC has to be rebooted, thereby com-
pleting the installation of VirusScan 5. When the system is booted again,
a shortcut to McAfee VirusScan Central (VsMain.exe) becomes available
on the desktop. The Task tray contains two new icons, McAfee VShield
(Vshwin32.exe) and McAfee VirusScan Scheduler (Avconsol.exe). The fol-
lowing programs will also be running in the background:

= Vsstat.exe (for collecting the VShield statistics)
= Alogserv.exe (for logging scanning information)

= Webscanx.exe (for scanning downloads, including e-mail
from the Internet)
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TIP

Remember that anti-virus applications must be able to access the drive.
After the Emergency Disk is created and the anti-virus application is
installed, test the Emergency Disk to be sure it’'s working properly. If the
computer has additional drives of different types, test the scanning on all
the drives. Label the disk properly (including the drive types they can be
used for). After booting the VirusScan Emergency Disk, the first question
that you are asked is whether the power has been turned off and on,
and it advises that you would be wise to do so. This is recommended
because by clearing the memory you assure yourself that there can’t be
any viruses active in RAM (random access memory). Actually, to continue
safely, turn the computer off for about 30 seconds, so the internal
memory is fully cleared (it takes time for the voltage level to drop below
the threshold at which it loses its content) and no viruses are left in
RAM.

Installation of VirusScan 4 for NT

Installation of VirusScan 4 is as straightforward as version 5, only what's
going on under the hood is totally different. Even the functions that are
installed are different. This has to do with the possibilities offered by
Windows NT 4 Workstation. VirusScan runs with three processes in the
background:

= Network Associates McShield (mcshield.exe)
= Network Associates Alert Manager (amgrsrvc.exe)
= Network Associates Task Manager (vstskmgr.exe)

The application can be managed via the VirusScan NT AntiVirus
Console (mcconsol.exe). If you go to the VirusScan On-Access Monitor
properties, you will see that it can scan on inbound (incoming) and out-
bound (outgoing) files. This means that every file entering or leaving the PC
will be checked for viruses, including e-mail attachments and files down-
loaded from the Internet.

A second major difference is the Alert Manager. This difference will
become apparent as you attempt to configure the Alert Manager. It has
been set up with the assumption that Windows NT Workstation will be
used in large networked environments. If you're running NT Workstation
on a standalone PC, you won't use most options for the Alert Manager.
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Configuration of VirusScan 5

As soon as VirusScan 5 is active, you can manage all tasks with McAfee
VirusScan Central (see Figure 5.3) or by the separate programs. The con-
figuration of VirusScan described here will focus only on the parts related
to protecting the e-mail clients.

Choose Options | Vshield Properties... (or VsConfig.exe) and the
Vshield Properties window will show. After choosing “E-Mail Scan,” the
properties windows look like Figure 5.4.

Figure 5.3 McAfee VirusScan Central.
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Figure 5.4 VirusScan 5 E-Mail Scan Properties.
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The leftmost shortcut list of the properties window shows the three
other main functionalities (modules) of VirusScan 5:

= System Scan Scans selected files in memory and on disk

= Download Scan Scans selected files, also e-mails, and downloads
from the Internet

= Internet Scan Filters malicious ActiveX and Java applets and fil-
ters configured URLs

The E-Mail Scan option has, like the other three functionalities, a tab
strip with four options:

=  Detection What should be scanned on access, and how, shown in
Figure 5.4

=  Action What to do with an infected e-mail attachment after it has
been detected

=  Alert Whom to alert that an infected attachment has been
detected, and how

= Report What and where to log the activities of e-mail scanning

The Detection tab indicates that VirusScan can scan two types of mail
clients. The first mail client uses MAPI (Messaging Application Program
Interface), like Microsoft Exchange, MS Outlook, and Lotus cc:Mail v8
(lower versions of cc:Mail are not MAPI-compatible). The virus-scanning
program accesses the active e-mail box through the MAPI interface, so the
mail folders on the mail server can be checked. Actually, this doesn’t even
require a MAPI-based e-mail-client, because it can directly hook into the
interface. Only the client is used to set up the connection with the mail
server and the proper account, and triggers the scanning program to be
activated. Before the user opens an e-mail, the body and all attachments
will be scanned. McAfee calls this on-access scanning. VirusScan also adds
a scanning program to the Extra-menu (EmalScan.dll). With the scanning
program, the user can scan e-mail, attachments, and folders manually (on-
demand).

The second type is the Internet e-mail client, also called a POP3 client
(Post Office Protocol version 3). Examples of POP3 clients are MS Outlook
Express, Qualcomm Eudora for Windows, and Netscape Messenger. With
POP3, your e-mails are downloaded from the mail server (probably located
at an Internet service provider (ISP) on the Internet). Your e-mails will be
scanned (using Webscanx.exe) like any other file that is downloaded from
the Internet—that’'s why the option states “Requires Download Scan.”
However, if Download Scan is configured to scan all files, it will also scan
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the files opened by the e-mail client. Every time an Outlook Express folder,
which is actually a DBX file, is opened, it will be scanned by the Download
Scan. This takes place regardless of the fact that the property window
states “Folder: All incoming mail” because this folder and the attachment
are related only to the MS Exchange (MAPI) part.

NOTE

Chapters 2 and 3 give more information on MAPI, IMAP (Internet
Message Access Protocol), and POP3.

I recommend that you select the option to scan “All attachments”
because relying on file extensions is not safe enough. If you were to use
the option “Program files only” you'd end up scanning all files, since this
requires defining a long list of extensions.

When enabling the scanning of POP3-based e-mail clients, you also
need to enable the scanning of files that are downloaded from the Internet.
If you scan all files from the Internet, the chance of your system getting
infected with viruses is greatly reduced. The drawback is that it takes time,
slowing down the effective speed of the Internet connection, unless you
have a Pentium Ill 600Mhz system with at least an Integrated Services
Digital Network (ISDN) connection. However, if you are a user who down-
loads a lot from the Internet or a system administrator who is confronted
with this kind of user, the slowdown is a good trade-off for the decreased
chance of infection.

You should also enable the Java and ActiveX filter, so VirusScan 5 will
scan malicious Java applets and ActiveX controls; this will slow down the
Internet access, however, remember that e-mails can contain not only
HTML code, but also JavaScript which is rich in opportunities for someone
who wants to plant malicious code in other systems. Although you expect
less experienced users to run into problems as they roam the Internet, the
truth is that no one is excluded from devious attacks. See Chapter 6 for in-
depth coverage of JavaScript attacks.

An interesting example of virus infection occurred during the
Yugoslavian crisis when NATO developed a virus that was able to download
files from a PC it had infected. This virus was sent by e-mail to users in
the Yugoslavian government in an effort to retrieve information from their
computers. However, the virus wound up on computers in NATO offices
and started downloading files from NATO PCs.
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Use all functionalities that are offered by an anti-virus application like
VirusScan 5. If there is a substantial slowdown in Internet access, how-
ever, choose the option “Program files only.” The default extensions list is
fairly complete. In the case of filtering Java and ActiveX, don't take any
chances—keep filtering enabled.

Let VirusScan also check compressed files (for example, .zip files), since
the System Scan will not scan all compressed files. VirusScan scans only
the most well-known compression programs during e-mail and download
scans. For programs like ARJ and ARC, you must use the VirusScan com-
mand-line scan utility (scan32.exe).

In the Action tab, you can select the appropriate action to be taken at
the moment a virus or malicious code is detected. If you're using
VirusScan for personal or home use, select “Prompt for user action.” This
is the only option that makes you aware of a virus. For network/office

For IT Professionals

Security of VirusScan 5

If you are already familiar with VirusScan 4, you will quickly become
accustomed to VirusScan 5. The Properties windows of the new func-
tionalitiess/modules have the same look-and-feel as version 4.

With the Security module of VirusScan 5, you can limit the access
to all the five VirusScan modules. However, this security works only
when the properties are accessed through the Vshield Properties
window. You must be aware that changes are written to configuration
files in the McAfee VirusScan directory. Advanced users in Windows 9x
can access these files and change the properties. Additionally, some
VirusScan utilities use the Registry to save properties. The following
shows exactly how installing McAfee and Network Associates software
creates entries in the registry database:

\ HKEY_LOCAL_MACHI NE\ SOFTWARE\ ntaf ee
\ HKEY_LOCAL_MACHI NE\ SOFTWARE\ Net wor k Associ at es

Additional security measures should be taken to prevent users from
changing or disabling VirusScan. It’s important to know where the dif-
ferent settings are saved (see Table 5.3).

For Win 9x, however, a different approach is necessary. You’ll need
to write a script that performs the following steps upon the login of a
user (or the first time the PC connects to a fileserver that holds the latest
version of the virus definition files):

Continued
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1. Check the fileserver for newer DAT files.

2. If there are newer DAT files go to step 3; otherwise go to
step 7.

3. Disable the VirusScan programs (Vshwin32.exe, Avconsol.exe
Vsstat.exe, Alogserv.exe, and Webscanx.exe).

Move the old DAT files to a Save directory.
Copy the new DAT files from the fileserver.
Enable the VirusScan programs.

End.

T

Table 5.3 Registry Locations for McAfee VirusScan Utilities

Utility Configuration File/Registry

McAfee VirusScan Scheduler Avconsol.ini (in VirusScan
directory)

McAfee Vshield Default.vsh

McAfee VirusScan (scan32) Default.vsc

McAfee ScreenScan HKEY-1\ScreenScan

McAfee E-mail Scan for HKEY-2 \McAfee VirusScan\

Exchange client Exchange Scan

McAfee VirusScan Central HKEY-2 \McAfee VirusScan\

VirusScan 2000

In networked environments, not only should you secure the config-
uration of VirusScan, you should secure the updating of the DAT files.
For Windows NT VirusScan 4, that’s no problem. An intricate function of
VirusScan 4 on NT is the download of DAT files from a fileserver.

environments the option “Move infected files to folder” is the most effective.
Deleting the file removes the proof of a virus. Cleaning may fail and should
directly be followed up. The option “Continue” should never be used—the
longer the virus or malicious code stays in one of your attachments, the
greater the chance it will do some serious harm.

The third tab is Alert. For personal or home use, you can consider let-
ting VirusScan automatically send a reply mail, notifying the sender that
you were sent an infected e-mail/attachment. In a network/office environ-
ment, the option to alert a system administrator should be activated—first,
because the fact that you or someone else got an infected attachment
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means that the virus protection on the mail server is leaking (see Chapter
12 for more information on server-side scanning). Second, the system
administrator must directly check to determine whether the virus has
spread to more mail accounts.

The last tab, Report, is used for selecting logging options. By logging as
much information as possible, you can periodically check the status of
VirusScan. This is something that you shouldn’t forget to do. What often
happens, as I've experienced myself, is that a program (like an anti-virus
application) may seem to be working on the surface but when you check
the logs, errors are reported.

Configuration of VirusScan 4 for NT

Configuring VirusScan 4 for NT is easy. As described earlier, VirusScan 4
for NT runs with three services, one of which (mcshield.exe) is in fact for
scanning all input/output (1/0) from disk and network. This will include
all e-mail messages and attachments. As Figure 5.5 shows, scanning
involves inbound files (files entering the system through, for example, a
modem, a network, or a diskette) and outbound files (files that are leaving
the system, such as e-mails, files written to a network drive, or download-
able files). This type of scanning is based on access. That's why you
shouldn’t be scanning network drives, because it's time consuming and
should be a task for the fileserver. If you're using McAfee products, the file-
server should be running NetShield.

Figure 5.5 VirusScan 4 for NT properties window.
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For IT Professionals

Deploying New Virus

Definition Files

Before attempting a large-scale deployment of new virus definition
files and updates of the anti-virus application, you should always test
the new DAT files for all possible configurations. When you adhere to
the principle of testing before deploying, it can save a lot of time,
money, and frustration. Remember that anti-virus applications tie in very
closely to the working of the operating system! The chance of some-
thing going wrong is slim, but | know from experience that it is not
impossible—for example, an update of an earlier release of VirusScan
contained a bug that resulted (under certain conditions) in a permanent
false positive that locked the system. And yes, we tested the update, but
on a non-standard configuration. We wound up with nearly 100 PCs
going virus crazy without a virus being around. The cost was four system
administrators working two long days to manually correct the problem.

Set up well-defined test procedures for the installation and
updating of the anti-virus application and its virus definition files, and
always follow them to the letter.

After the test phase, the new definition files need to be deployed.
If you manage a fully automated environment, deployment is easy. Or
you can write your own script (as described in the sidebar, “The Security
of VirusScan 5”). However, if you have to manage a lot of notebooks,
you need to encourage the users to perform the update of the definition
files themselves. Consider the options you have in distributing the new
virus definition files. The possibilities are via a company’s server, the
Intranet Web server, e-mail, or the vendor’s Web site. Write a memo with
download and installation instructions, then test a download and instal-
lation following your instructions. Even a typo can result in a lot of extra
work.

Send everyone an e-mail, not only with the installation instructions,
but also with information about the new viruses that can be detected,
and the risk level these viruses present. You can also consider additional
information about other Internet risks. If you supply users with inter-
esting information, you can raise their awareness in keeping their anti-
virus application up-to-date. Send this kind of e-mail on a regular basis,
for example every month, unless a high-risk virus is on the loose.
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Also, be selective with the files you are scanning on access. Before you
know it, scanning all files will take up a fair amount of processor capacity.
It makes sense to select the option “Enable file scan caching.” Although
this will use extra memory, it speeds up scanning. The Properties Sheets
Actions and Reports are similar to the ones described for VirusScan 5.
However, from the Exclusions sheet you are able to exclude files from
being scanned. Ensure for yourself that excluding a file does not decrease
the chance of catching a virus.

McAfee VirusScan Links

McAfeeVirusScan updates of the virus definition files:
http://download.mcafee.com/updates/updates.asp

McAfee AntiVirus Center (contains a large amount of information on
viruses): www.mcafee.com/anti-virus

McAfee VirusScan 5 download (no longer available on the McAfee Web site,
but still downloadable from ZDNet): ftp://zdftp.zdnet.com/pub/private/
sWIIB/utilities/security/scan32.exe

McAfee VirusScan 4 for NT download: www.nai.com/asp_set/buy_try/try/
products_evals.asp

Norton AntiVirus 2000

Norton AntiVirus has a long history. Like many Norton utility programs, it
was regarded as essential way back in the MS-DOS times. After some
dwindling success during the Windows 95 years, Symantec took over
Norton and turned it in a different direction. One of the products that
came out of this acquisition is Norton AntiVirus 2000.

Availability of Norton AntiVirus 2000

Symantec took the Norton utilities and built them into a number of Norton
2000 packages collected under the name Norton SystemsWorks. One of
these packages is Norton AntiVirus 2000. The actual version of Norton
AntiVirus is 6.0. Symantec still supports the older Norton AntiVirus ver-
sions 4 and 5 (see Table 5.4 for supported versions).

All versions can use the same virus definition files, thereby guaran-
teeing that everyone using Norton AntiVirus can make use of the latest
virus detection. Norton AntiVirus 2000 (v6) determines the platform it is
being installed on and then makes a platform-dependent installation.
Symantec will try to maintain the support for as many Windows platforms
as possible. The Norton AntiVirus 2001 application will support Windows
9%, Millenium (Me), 2000, and NT.
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Table 5.4 Supported Versions of Norton AntiVirus

Norton AntiVirus Version
AntiVirus for Windows 3.x 4.0
AntiVirus for Windows 9x 6.00.03
AntiVirus for Windows NT workstation 6.00.03
AntiVirus for Windows 2000 Professional 6.00.03
AntiVirus for Macintosh 6.0

Updates of Norton AntiVirus 2000
Definition Files

Symantec releases a new definition file every week for newly detected
viruses that will not be intercepted by the current version of the Norton
AntiVirus definition files. There are two ways of obtaining a newer defini-
tion file. First, by downloading it from the Symantec Web site (the offline
method if you want to upgrade manually). Second, by a scheduled or on-
demand download through Symantec LiveUpdate, the automatic update
function for a great number of Symantec products. LiveUpdate will search
for an available Symantec download site, check if a newer version of the
AntiVirus definition file is available (or if an update of Norton AntiVirus is
available, for that matter), and download and install it. An advantage of
LiveUpdate is that it will download only the changes since the last update.
These incremental files are called micro definitions (MicroDefs).

Every time an update is applied, the new files are put in a new direc-
tory (see the section, “Configuration of Norton AntiVirus 2000”). The name
of the directory is the same as the version of the virus definition files. The
format is <date>.<sequence number>, with YYYYMMDD as the format of the
date and 999 the format for the sequence number. The sequence number
is related to the build with the same date; in most cases this will be 001.

NOTE

When you configure Norton AntiVirus 2000 a distinction must be made
between the Windows95, Windows98, and NT/2000 platforms.
Significant differences among the three will be discussed in this chapter
as they present themselves.

WWW.SyNgress.com



Client-Side Anti-Virus Applications = Chapter 5 165

Installation of Norton AntiVirus 2000

The installation of Norton AntiVirus 2000, like VirusScan, is straight-
forward. During installation, a number of options are presented (here also
it is prudent that you check all options and do a full installation). Norton
AntiVirus also allows you to disable these options after installation, but
making them active during installation is prudent.

The installation of Norton AntiVirus is the same for all Window plat-
forms, as far as functionality is concerned. Of course, under the hood of
Norton AntiVirus, the installation is platform-dependent.

One of the first windows gives you three installation options:

1. Enable Auto-protect at startup. This means that Norton
AntiVirus is loaded and enabled (Navapw32.exe) during the
Windows startup. If not checked, it's still loaded, but disabled.

2. Add a weekly scan task to the (Norton Program) Scheduler.
Windows 95 uses its own scheduler program (nsched32.exe). The
other operating systems use the Windows Task Scheduler. You can
add additional tasks through the main program (Navw32.exe or
NMain.exe, in the Symantec shared directory that is used through
the Desktop shortcut of AntiVirus 2000).

3. Scan at startup. For Windows 9x this means that a command
line is added to autoexec.bat:

@C: \ PROGRA~1\ NORTON~1\ NAVDX. EXE / St ar t up

This is an MS-DOS 16-bit application that does a virus scan on all
parts of the operating system that could be harboring viruses
(such as memory and boot records) and unloads itself before
Windows9x is loaded. Unless you do not like putting commands in
the autoexec.bat, add this scan for safety before the Windows oper-
ating system is loaded.

The next window in the installation process targets the installation of
e-mail virus scanning (see Figure 5.6). At the top, you are also able to
enable or disable e-mail protection. The Norton installation program has
already checked which accounts of POP3 e-mail clients are present on your
system; these are displayed in a list within the window.

Accounts on IMAP- or HTTP-based e-mail clients are not identified, and
you must configure these manually after installation. Virus protection can
be enabled per e-mail client account. The third option in the window
allows you to select the response upon the discovery of an infected attach-
ment. Here also, you should always let the application ask you what action
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Figure 5.6 Setting the Norton AntiVirus e-mail options during installation.
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Microsoft Outlook, Express:Baby. D oe/pop.company.com
[ hicrozoft Outlook: 00000002/ 27.0.0.1 LI

How ta respond when an infected attachment is found:

IAsk me what to do [recommended] j

Azk me what to do [recommended)]

Ty to repair, then quarantine if unsuccesshiul

Ty ta repair, then delete if unsuccessiul
Eack | Hew

| Cancel I

should be taken. This is the only way the presence of a virus becomes
apparent to you.

When enabling e-mail protection, it is important to understand that
Norton AntiVirus makes changes to your e-mail account before it is able to
scan the mails for viruses (this is explained in the next section,
“Configuration of Norton AntiVirus 2000”). The installer does give you a
notice of these changes, but if you are not aware of what they mean, it is a
surprise to find out what happened. Now Norton Installer will install
AntiVirus 2000, followed by running the registration wizard. At the end,
the user is prompted for three options:

1. Run LiveUpdate after installation. You should do this to get the
latest updates of Norton AntiVirus definition files and applications.
Remember that LiveUpdate will download and install the new virus
definition files and subsequently reboot the PC.

2. Create a rescue disk set. The Norton Rescue Disk (Rescue32.exe
in \Program Files\Norton Rescue) is an extensive utility that can
create a set of diskettes (default 5) containing all essential Norton
AntiVirus files, Registry files, and other files the user wants on the
rescue diskettes. It is important that the boot diskette be able to
access all local drives. Depending on the drive type (FAT, FAT32,
NTFS, or even HPFS), the operating system that boots from
diskette must be able to access all available drives. It can also
make rescue tapes using the IOMEGA Zip or Jaz drive.
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3. Scan for viruses after startup. Because a new anti-virus program
can detect more viruses, it's always safe to start with a full scan
after installation or update.

This completes the installation, and after rebooting, Norton AntiVirus
2000 is operational. As the system is booted again, a shortcut to Norton
AntiVirus 2000 (C:\...\Symantec Shared\NMain.exe /dat:C:\Program
Files\Norton AntiVirus\swplugin.nsi) becomes available on the desktop.
The /dat: switch is absolutely necessary to let it work. The NSI file (Norton
Systemworks Integrator) takes care that the Norton Main program loads all
the right executables.

The Task tray contains one or two new icons, Norton AntiVirus 2000
Auto-Protect (Navapw32.exe) and Norton AntiVirus Scheduler
(Nsched32.exe if it is running on Windows 95). If you activated E-mail
Protection, then Poproxy.exe will be running in the background. No other
Norton AntiVirus 2000 processes are running in the background on the
Win9x platforms. On the Windows NT/2000 platforms, the following are
running:

= NAV Auto-Protect (same as Navapw32.exe)

= NAV Alert (for sending alerts upon detection of viruses or malicious
code and logging of scanning information)

= Norton Program Scheduler (for scheduling scanning tasks, same as
Nsched32.exe)

= Poproxy.exe (if E-mail Protection is running)

Configuration of Norton AntiVirus 2000

You can maintain all configuration options from the main application of
Norton AntiVirus 2000 (NMnmain.exe, or Navw32.exe for that matter; see
Figure 5.7). The directory \Program Files\Common Files\Symantec Shared
holds the directory VirusDefs, where the virus definition files are residing.
With every update that is applied, a new directory is created with the latest
complete set of definition files. This makes it easy for the advanced user to
go back to an earlier version (see the sidebar, “About AntiVirus 2000
Settings”).

The other AntiVirus 2000 files are located in \Program Files\Norton
AntiVirus (the installation directory). AntiVirus uses the Registry to save all
setup settings, and program options are placed in configuration files (with
DAT extensions).

Norton AntiVirus 2000 holds the unique and identifying data of the boot
records in the file Navsysr.dat (in the Windows NT version this function is
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Figure 5.7 The Norton AntiVirus 2000 Console program.
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a binary (BIN) format.
Utility
LUAIl.exe
(LiveUpdate)

About AntiVirus 2000 Settings

Norton AntiVirus 2000 uses the Registry to maintain installation
and setup settings. All of these settings are collected under \My
Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Symantec = (HKEY-1).
Additionally, the options the users can (de)activate are recorded in
Configuration Settings files. In AntiVirus, these have the DAT extensions.
Sometimes they are plain text (the so-called INI format) and others have

Registry sub tree

HKEY-1\LiveUpdate (Information

for LiveUpdate to retrieve the
proper updates of the available
Symantec applications)
HKEY-1\Norton AntiVirus\LiveUpdate
(AntiVirus update commands are
located here)
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qgconsole.exe HKEY-1\Norton AntiVirus\Quarantine
(Quarantine Console) (PATH info)

Navapw32.exe HKEY-1\Norton AntiVirus
(Auto-Protect) (different sub trees are used)
Navw32.exe HKEY-1\Norton AntiVirus

(AntiVirus Console) (different sub trees are used)
Poproxy.exe HKEY-1\Norton AntiVirus\

(for E-mail Protection) eMail Protection

Rescue32.exe HKEY-1\Norton Rescue

The configuration settings files are placed in two directories:

Dir-1 C:\Program Files\Common Files\Symantec Shared\VirusDefs
Dir-2 C:\Program Files\Norton AntiVirus

The Configuration Settings files that are changed during configura-
tion are as follows:

Utility Configuration Settings file

LUAIl.exe Changes and uses (from Dir-1):
Usage.dat (INI), Definfo.dat (INI)
Uses (from Dir-2): Defloc.dat (INI)

gconsole.exe Uses (from Dir-1): Usage.dat (INI),
Definfo.dat (INI)
Changes and uses(from Dir-2):
QuarOpts.dat (INI)
Uses (from Dir-2): Defloc.dat (INI)

Navapw32.exe Uses (from Dir-1): Usage.dat (INI),
Definfo.dat (INI)
Uses (from Dir-2): navstart.dat (BIN),
Navopts.dat (BIN), Navoptx.dat (INI),
Exclude.dat (BIN), Defloc.dat (INI)

Navw32.exe Uses (from Dir-1): Usage.dat (INI),
Definfo.dat (INI)
Changes and uses (from Dir-2):
navstart.dat (BIN), Navopts.dat (BIN),
Navoptx.dat (INI), Exclude.dat (BIN)
Uses (from Dir-2): Defloc.dat (INI)
Uses for default settings (from Dir-2):
Navdef.dat (BIN) (same format as
Navopts.dat)

Continued
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Rescue32.exe Does not use/need Configuration
Setting files. This program is a wizard
and retrieves settings from the Registry
sub tree

So how can Norton AntiVirus 2000 determine where the virus def-
inition files (VDFs) are located? If you were to browse through the
Registry sub tree on a Windows 9x system, you would see
HKEY_LOCAL MACHINE\SOFTWARE\Symantec\SharedDefs hold six keys
pointing to the directory where the VDFs can be found. However, most
of them refer to NAV95_50, meaning that they are used by AntiVirus 5.0
and are a mere rudiment of version 5.

Instead, in the default Norton AntiVirus directory, a file called
Defloc.dat is available. It holds the path where the VFD update is placed.
By default, the file content is:

[ Def BaseLocat i on]
Locat i on=C: \ PROGRA~1\ COMMON~1\ SYMANT~1\ VI RUSD~1

AntiVirus 2000 then knows in which directory to look. Additionally,
it uses the files Definfo.dat and Usage.dat to determine the proper ver-
sion. The following is an example of content in these files:

Definf 0. dat (every subsequent update is recorded in this file):
[ Def Dat es]

Cur Def s=20000731. 001

Last Def s=19990712. 001

Usage. dat (what utility/version is using what version):
[19990712. 001]

NAVO5 50 NAVW:1

[ 20000731. 001]
NAV_ 50 QUAR=1
NAVO5 50 AP1=1
NAV95_50_AP2=1
RESCUE_NAVSDK_14672=1

You will find the same values in the Registry under HKEY-1\
SharedDefs (except for the key NAV95 50 NAVW, a possible slip by

Continued
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Symantec). By changing these values, a previous version of the VDFs can
be loaded. You will need to boot the system without loading AntiVirus
2000, because it will lock all its files. You can do so by removing the
AntiVirus related keys in the Registry directory:

\MyComputer\HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\
Windows\CurrentVersion\Run

As you can see, many configuration files and Registry settings are
in use by Norton AntiVirus 2000. From the main program, you can put
a password on the configuration part. However, this will not prevent the
separate configuration files from being changed. Additional measures
need to be taken.

not available), located in the directory \Ncdtree (default). This important
data can be regarded as the fingerprints of the file. During each scan of the
boot, it compares the current fingerprint with the recorded one. If a finger-
print differs, and a virus is presumed, Norton AntiVirus alerts you. This
technique is called inoculating. (In prior releases of Norton AntiVirus, it was
also possible to inoculate other files on your PC. However, AntiVirus 2000
has made this function no longer available; the advanced scanning tech-
nigues incorporated in AntiVirus 2000 makes inoculation of viruses
embedded in files obsolete.) Because boot records and system files should
not change, inoculation is a good way to detect embedded viruses.

The rest of this section will focus on the Norton AntiVirus 2000 config-
uration for protecting e-mail clients.

Norton AntiVirus 2000 enables its scanning for viruses on e-mails by
modifying the e-mail client account’s server settings (see Figure 5.8). The
POP3 server name is replaced by the address 127.0.0.1 (also known as
localhost or loopback) and the original server address is added to the
account name. If you were to look at the processes running on your
machine, there would be one called poproxy.exe (in this section called the
POP-proxy). This process listens for e-mail communication (authentication
and downloading of e-mails) on this IP address. As the name of the pro-
gram suggests, the POP-proxy is a go-between, preventing the POP mail
server from having direct contact with your e-mail client.

The moment you check for new mail, using AntiVirus 2000 E-mail
Protection, your (POP3-based) e-mail client contacts the POP server—in
this case, the mail server address is 127.0.0.1:110 (110 is the default port
on the mail server for POP communication being your own computer). If
you had checked “Remember Password” for your account, authentication
would be transparent to you; otherwise, you get a window (see Figure 5.9)

www.syngress.com



172 Chapter 5 = Client-Side Anti-Virus Applications

Figure 5.8 Changes made by Norton AntiVirus 2000 to an e-mail

client account.

'ﬂ- pop.company.com Properties
General Servers I Eonnectionl Securityl Advancedl

Server [nfarmation

My incoming mail server iz & |[EEIEE SEIVEL

Incoming mail (FOP3]: |1 27001

Outgoing mail [SMTF): Ismtp.company.com

Incoming b ail Server

Account name: IJ ohn.Doe/pop.company. com

Password: I
I Remember password

™ Log on using Secure Password Authentication

Settinge... |

Outgoing kail Server

™ My server requires authentication

]

Cancel | Lol

Figure 5.9 The account changes by Norton AntiVirus 2000.

Logon - pop.company.com x|

fa

Logon

Fleaze enter pour uger name and password for the
following server.

Server: 127.0.01

User Mame: IJ ohn.Doe/pop. company. com

Pazzword: I

) Hememter Bassiand

L

Cancel |

prompting you to enter the password. If you were not

aware of the change

AntiVirus made to your e-mail account, you will be by now (it's stating that
the server is 127.0.0.1). If both account name and password are available
to the e-mail client, it tries to find the POP mail server. The POP-proxy will
emulate the POP communication that normally takes place with the actual

mail server and replies to the call of the e-mail client.

Now that the con-

nection has been made, the authentication takes place. The e-mail client
passes the account name and password to the POP mail server, in this

case the POP-proxy.
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In this example (see Figure 5.8) the account name is John.Doe/
pop.company.com. POP-proxy splits this account name between the actual
account name (John.Doe) and the POP mail server name (pop.company.com).
With this information, it now connects to the mail server (pop.company.com),
pretending to be the e-mail client, and performs the authentication.
Presuming the password is correct, the authentication is successful and a
connection is established over which the e-mails can be downloaded. The
e-mail client will now start to check if there are e-mails available, and if so,
fetch them from the mail server. The POP-proxy forwards the requests to
the POP mail server. The mail server will send available messages. POP-
proxy will not forward the e-mails directly. Instead, it reads the complete
message, including all attachments, and checks for possible viruses. If no
virus is detected, the complete message is forwarded to your e-mail client.
After all messages are transferred, the e-mail client closes the connection
with the POP-proxy and POP-proxy disconnects from the POP mail server.
Only after the connection is fully terminated between the POP-proxy and
the POP mail server, does POP-proxy fully terminate its connection with the
e-mail client. Remember that Poproxy.exe scans for viruses only on incoming
mail; outgoing mail bypasses POP-proxy and the e-mail client sends it
straight to the SMTP mail server (in this example, smtp.company.com). The
POP-proxy also assumes that a connection between client and server exists.
It does not set up a dial-in connection—that is up to the e-mail client or it
must be done manually.

This solution is pretty straightforward, however it is invasive, meaning
that it changes personalized settings and not systems settings. Norton
AntiVirus Auto-Protect (Navapw32.exe) and McAfee VirusScan 5 do the
latter. A problem that may occur, related to the way TCP/IP is set up on
your system, becomes apparent when your e-mail client gives the message:
Unable to find host. It is not easy to explain here how to solve it—the
cause of the problem lies in the fact that communication between e-mail
client and POP-proxy is not functioning. It could be that the POP-proxy is
not connected through the default (110) port. Another possibility is that
changes may have been made to the hosts or Imhosts files, whereby
127.0.0.1 points to some other host. Or the system assumes the address is
not local and uses the default gateway to find the host.

I know it hardly sounds realistic, but | have seen stranger things. Most
of the time, an experienced user is able to solve it. | have installed
AntiVirus on different machines and have had this problem on one (run-
ning Windows 95)—honestly, under other circumstances, the machine gave
me a hard time with TCP/IP name resolving. At first | thought | was the
only one that could not get POP-proxy to work, but looking at the technical
support pages of Qualcomm’s Eudora, | stumbled upon someone asking
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about the same problem. The answer was far from the quality you would
expect from a company like Qualcomm: they said that the best thing to do
was to disable AntiVirus E-mail Protecting (as if we hadn’'t thought of
that!).

Anyhow, if disabling Norton AntiVirus 2000 seems the only solution,
remember that the manually configured e-mail account must be reset
manually. This is also the case if you decide to uninstall AntiVirus 2000.
The uninstall process inverts only the changes made on the automatically
configured e-mail clients.

In most cases POP-proxy will work, but it is good practice to check and
test the functioning of your e-mail client (as should be the case for all
changes made to your system).

On the whole, the number of configuration options for e-mail protection
is very limited. If you go to the Options button on the Norton AntiVirus
console, and choose “E-mail Protection,” a window similar to Figure 5.10 is
shown. This is used to enable or disable AntiVirus 2000 e-mail protection.
If you check “Enable e-mail protection” (recommended), you can subse-
quently check the e-mail accounts you want to be protected by AntiVirus
2000 Poproxy.exe. Of course you can disable it again at another stage.
During both actions, the e-mail clients must not be active, because this
would prevent AntiVirus from making the account changes.

For the Action option, you must make the choice as to how AntiVirus
2000 should respond to an attachment. As stated earlier, the “Ask me
what to do” choice (recommended) is the best, as this is the only way to
find out that a virus/malicious code has been detected. No additional

Figure 5.10 The options for Norton AntiVirus e-mail protection.
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alerts are implemented in the Windows 9x of AntiVirus. Although AntiVirus
2000 under Windows NT has the same options, only a special alert service
(NAV Alert) runs in the background. In a networked environment, you
should consider using the Corporate or Enterprise version of Norton
AntiVirus 6; they are far more suitable and maintainable.

When using the Windows NT/2000 version, running the NAV Alert
Service offers you more possibilities for alerting others, for example system
administrators, through mail and management software.

The E-mail Protection Advanced sheet (see Figure 5.11) gives an addi-
tional four options. These and the Action option are saved in the Registry
from where Poproxy.exe reads them.

1. Display tray icon when processing e-mail. This option is self-
explanatory. For testing purposes it can be handy to have some
signal that POP-proxy is working.

2. Display the logo screen when scanning e-mail. The option is
also self-explanatory. (Personally it escapes me who but Symantec
benefits from this option. | presume you would, like me, prefer
that the e-mail client periodically check for new mail in the back-
ground, without being bothered by a logo screen while you're
working in another application.)

3. Temporarily disable e-mail protection. With this option, you can
disable the e-mail protection without unloading Poproxy.exe and
restoring the account settings. POP-proxy is still the go-between, but
now without checking for viruses and malicious code. You should
only use this if you are experiencing problems with downloading
trusted e-mails (for example if has a very large attachment).
Remember to activate it afterwards, else you run without virus pro-
tection. If you do not have any of the two display options active, you
have no way of knowing if Poproxy.exe is not scanning for viruses.

4. Protect against timeouts when scanning e-mail (recom-
mended). When Poproxy.exe is downloading an e-mail with one or
more large attachments, the e-mail client could time out on the
server, because POP-proxy is not sending anything to the client.
Remember that POP-proxy will pass attachments only after it has
fully downloaded and scanned for viruses/malicious code. By
checking this option (the default), POP-proxy will periodically send
something to the e-mail client (so-called keepalive packets). There
is no reason for keeping this option checked.
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Norton AntiVirus Links

Norton AntiVirus virus definition file updates:
www.symantec.com/avcenter/defs.download.html

Norton AntiVirus Research Center:
www.symantec.com/avcenter/index.html

Norton AntiVirus 2000 Service & Support (NAV 2000):
www.symantec.com/techsupp/custom/mysupport.cgi?miniver=
Nav2000&x=32&y=11

www.symantec.com/techsupp/nav

Norton AntiVirus 2000 (trial version):
www.symantecstore.com/Pages/TBYB/index.html

Figure 5.11 The Advanced Options for Norton AntiVirus e-mail protection.
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Trend Micro PC-cillin 2000

Trend Micro is a company with the sole focus of building security software.
Trend Micro PC-cillin 2000 is the latest PC-based anti-virus application
that profits from the knowledge built up within Trend Micro over the more
than ten years that this company has existed.

Availability of Trend Micro PC-cillin 2000

Trend Micro has a comprehensive set of content security products with
PC-cillin. PC-cillin 2000 is not the actual version number. In fact, Trend
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Micro uses two version numbers—one for the program and one for the
scan engine. PC-cillin is version 7.5x and the scan engine is 5.17. The
latest update of both can be found on the Trend Micro Web site (see the
section, “Trend Micro PC-cillin Links”).

If you use the automatic update function, it checks for the latest ver-
sion of both the program and virus definition files (which Trend Micro calls
the Pattern file). See Table 5.5 for supported versions.

Trend Micro supports earlier versions of PC-cillin, as long as they are
used with the latest version of the scan engine. Trend Micro, like Symantec
(Norton) and Network Associates Inc (McAfee), is dedicated to providing the
latest virus scanners and scanning functions—you should make use of it.

Table 5.5 Supported Versions of Trend Micro PC-cillin

Trend Micro PC-cillin Version
PC-cillin for Windows 3.x n/a
PC-cillin for Windows 9x 7.51.0
PC-cillin for Windows NT workstation 7.51.0
PC-cillin for Windows 2000 7.51.0

Professional

Updates of PC-cillin Virus Definition Files

Trend Micro releases a new version of the virus pattern (VP) file every week
(usually Tuesday, as stated on their Web site). Like the other two anti-virus
applications, you can get the latest version of the latest VP file, first by
going to the Web site and downloading the file, called LPTXxX.ZIP (xxx
stands for the pattern number). Second, by using ActiveUpdate, which
downloads the latest version of the VP file automatically (scheduled or on-
demand). However, ActiveUpdate has an interesting feature—it does an
incremental update. Only the changes to the current VP file that you are
using are downloaded, and then incorporated into the existing file, making
the latest version. If you update weekly, this means you need to download
only about a fraction of the actual size.

Every time an update is applied, a new file is created in the installation
directory of PC-cillin 2000 (by default, C:\Program Files\Trend PC-cillin
2000). The name of the file is LPT$VPN.<pattern number>. The pattern
number is a three-digit number.
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Installation of Trend Micro PC-cillin 2000

Trend Micro PC-cillin 2000 is the third anti-virus application covered in
this chapter, so the installation process will look very familiar to you. The
beginning of the installation process, however, is slightly different. It starts
off with a full virus scan of the local drives. After that, you are asked to
supply the license/serial number of your PC-cillin 2000 copy. If you fail to
supply one, it installs PC-cillin as a trial version. After installation, you can
always upgrade to a full version through the registration option
(Support|Registration). If you already registered a trial version, you are
asked if you want to change the version information. When you answer
“Yes,” a registration window will pop up. This window holds the “Upgrade
to Full Version” button that enables you to provide the serial number.
Next, you are given an Options window (see Figure 5.12) that is made
up of three parts. The first is Internet Protection, which has three options:

1. Parental Web Filtering This option gives you the opportunity to
prevent access to certain Web sites.

2. Malicious Object Protection This option allows you to prevent
the downloading of known malicious Java or ActiveX applets. You
should certainly keep this option checked. If you check this and/or
the previous option, PC-cillin will activate Webtrap.exe (under
Windows NT it is called WebTrapNT.exe) in the background.

Figure 5.12 Trend PC-cillin 2000 installation options.
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3. POP3 Scan The name says it all. You can enable virus/malicious
code scanning on your POP3 e-mail accounts. If you check this
option, PC-cillin will activate Pop3trap.exe in the background.
Pop3trap works the same way as Norton AntiVirus Poproxy.exe
(under Windows NT called Pop3Trap.exe), except that it changes all
accounts at once, and the POP mail server is replaced with local-
host instead of 127.0.0.1.

The second part, Active Desktop, is not enabled but it can be activated
after installation. | would leave it as is. In the third and last part, you can
allow PC-cillin to do an automatic update of the pattern file and
program/scan engine file. You should check this option, as explained ear-
lier in our discussion of the other anti-virus applications.

Next, the installation program gives you the opportunity to provide the
information needed if the update program can only access the update files
through a proxy server. If you work from home, this will in most cases be
transparent, so you can skip this option and continue the installation pro-
cess. If you are installing PC-cillin in a networked office environment, it is
very likely that Internet access passes through a proxy server. In this case,
you need to complete the proxy server information (IP address/port and
possible username/password to access the proxy server). If you are not
familiar with this type of information, contact the system or network
administrator.

The next step of the installation process is the creation of emergency
rescue disks. You are given two options:

= Complete Rescue Disk set
= Pattern Disk Only

I advise you to create a rescue disk set, especially if you do not have one
already. The pattern disk option is not meant as a first-time option. This
option should be used only after an update of the virus pattern file, so you
have an up-to-date rescue disk. If you choose to postpone the creation of
the rescue disk set, you can create it later with the rescue utility
(Rescue.exe, Start | Programs | Trend PC-cillin 2000 | Create Rescue
Disk).

After installing PC-cillin, the ActiveUpdate program is started, preceded
with the registration process. (You need to register to be able to use
ActiveUpdate. Even if you are using the trial version, registering is possible
without any limitations.) You will need to do a reboot afterwards, to let PC-
cillin pick up the updated pattern file.

When the system is rebooted, a shortcut is created on the desktop. If
you have the Quick Launch Toolbar activited, a PC-cillin icon will also
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appear. In the Task bar, you'll see the icon of the PC-cillin Real-time Scan
(pcciomon.exe for Windows 9x and pntiomon.exe for Windows NT).

PC-cillin 2000 performs a virus scan of memory, boot records, and
system files at the startup of the PC. On the Windows 9x platforms, this is
done by placing the following command line in the AUTOEXEC.BAT:

C: \ PROGRA~1\ TRENDP~1\ PCSCAN. EXE C:\ C:\ W NDOANS\ COMWVAND\ /NS /W N95

For IT Professionals False Positives

| had already installed McAfee VirusScan 5 and Norton AntiVirus
2000 when | installed Trend Micro PC-cillin 2000. It broke off the instal-
lation with the message that it had detected another anti-virus (AV)
application. Running more than one AV application at the same time can
cause unexpected behavior of the application.

When you have installed an AV application that is running real-time
(on-access) scanning, everything that you do is monitored for possible
viruses. When two AV applications run at the same time, unjustified
detection of viruses can occur. These false positives can result in a lot of
unnecessary work and worries. Earlier versions of AV applications were
renowned for giving false positives, especially when the technique of
inoculation (fingerprinting) was used. The advice then was to disable the
AV scanner before installing an application, and re-inoculate before
enabling the scanner again. | can even remember occasions (luckily, not
too many) when the only remedy in getting an application installed was
to de-install the AV application.

The latest versions of AV applications (like the ones described in this
chapter) do not warn you about this problem when an application is
installed. However, when you install a major upgrade or service pack of
an operating system, you should disable your AV application to prevent
false positives from occurring. For example, Norton AntiVirus recently
gave me a false positive with the installation of the Windows 2000
Service Pack 1.

If you ever upgrade your operating system and forget to turn off
the AV application, ignore any virus warning—that is, if the AV applica-
tion was configured to ask what to do.
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(C:\ and C:\WINDOWS\COMMANDA\ are the directories to be scanned;
/NS means No Subdirectries; /ZWIN95 indicates that the operating system
is Windows 9x).

Configuration of Trend Micro PC-cillin 2000

As mentioned earlier, PC-Cillin 2000 runs three processes in the back-
ground of your system. These can easily be enabled/disabled via the
window that appears upon double-clicking the PC-cillin Real-time Scan in
the Task Tray (see Figure 5.13). From this window you can (de)activate the
three main Internet Protection scanning functions (run by two processes),
Enable Web Filter, Enable POP3 Scan, and Enable Web Security. From this
window, you can also start the main/console program (Pccmain.exe; see
Figure 5.14). The More Information button gives you access to version
numbers and the pattern file number.

Checking one of these functions activates it. The related processes are
already in memory, but are informed to take action (or, in the case of
unchecking the option, deactivate the action). In the case of Enable POP3
Scan, PC-cillin must also modify all the POP3 e-mail accounts. You should
be aware that the e-mail client is not running at the moment you activate/
deactivate POP3 scanning—this prevents PC-cillin from modifying the
server information of the accounts.

When you start the PC-cillin 2000 main program, through the Main
button in the Real-time Scan window (see Figure 5.13)—or the shortcut on
the desktop, or the icon on the Quick Launch bar—a window is shown,
similar to the one in Figure 5.14. The Properties frame is the largest, and
the left-hand bar (similar to the Outlook bar) contains six main functions.

Figure 5.13 Controlling the PC-cillin 2000 Internet Protection.
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Figure 5.14 The Trend Micro PC-cillin 2000 main program.
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However, no Mail Scan is present here. To access the Mail Scan properties
(shown in Figure 5.14) you must use the menu bar (Options| Mail Scan).
This properties sheet is divided into two parts:

1. Manual Scan for Outlook PC-cillin 2000 scans only local Outlook
folders (i.e., not Outlook Express); on-demand scanning is provided
for Outlook (95, 97, 98, and 2000), not real-time, so you need to
use the Scan Wizard to do a manual scan.

2. Real-time Scan for POP3 The Real-time Scan scans for
viruses/malicious code during the download of e-mails from a
POP3 mail server.

As you perform a manual scan on Outlook, the on-demand scanner
program opens the Outlook folders, accesses all mails, and opens and
decodes all attachments. The manual scan program does not scan for
viruses and malicious code. This is done by the real-time scan process,
which scans every file that gets accessed. So the manual scan program, in
a way, breaks the Outlook up into a series of files that can be scanned
separately. Remember that you cannot scan Outlook Express folders with
the manual scan for Outlook function. If a virus or malicious code is found
in an e-mail attachment, action is taken as specified in the properties
sheet. You can choose from the following:

= Clean This will try to remove the virus/malicious code from the

attachment.
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= Delete This will delete the entire attachment.
= Pass A notice is given, and the scanning continues.

Because you are given only these options, “Clean” is the most appro-
priate one. PC-cillin 2000 will give a virus notice, so you are aware that it
detected something. It will also inform you if the virus/malicious code has
beeen cleared.

The second action you can select determines what to do if a virus/
malicious code cannot be removed from the attachment. You are advised to
use the “Pass” option, but notice what the exact attachment is. As soon as
the scanning is over, you should quarantine the infected file. Use “Delete”
only if no other option is available to get rid of the virus.

NOTE

If you ever encounter a file that contains an unknown virus, or one you
cannot remove, quarantine it right away and send it to the maker of
your anti-virus application. McAfee, Norton, and Trend Micro have spe-
cial teams that investigate files and come up with a way of recognizing
or removing the virus/malicious code. They also incorporate this informa-
tion in the next update of their virus definition files, so not only you but
also every other user of the application benefits.

You can scan Outlook folders by selecting the Scan function in the left
bar of the main program and then select Scan Wizard (or, using the main
menu, File | Scan | Scan Wizard). Now choose the last option of the list,
“What do you want to scan,” and PC-cillin will take care of the rest.

In the lower part of the Mail Scan properties window (Figure 5.14), you
can select the action to be taken if a virus/malicious is detected during the
download of an e-mail attachment from a POP2 mail server. This is the
same process as with the scanning of Outlook folders. You see the check-
box options “Splash” and “Start POP3 Scan” in the frame, “Action when
virus is found.” These are not related to the “Action when virus is found”
option and it would have made more sense if they were placed in a sepa-
rate frame. The functions of these two options are as follows:

= Splash If checked, a PC-cillin logo is shown for a few seconds
every time the real-time POP3 scan starts, indicating that it is
doing its job.
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= Start POP3 scan This option is exactly the same as checking the
“Enable POP3 scan” option in the Real-time Scan window (see
Figure 5.12). In fact, these are linked.

As you see, there is not a lot to configure to let PC-cillin do its work.
Personally, | think it's unfortunate that a few options are not included in
this program: an Action option of “Quarantine” would be appropriate, and
extended Alert and Security options. This shows that PC-cillin 2000 is
meant to be a single-user PC AV application. If you want these options for
a networked environment, you should consider a corporate solution of
Trend Micro.

A corporate solution (like Trend Micro OfficeScan Corporate Edition
with Trend Virus Control System) or enterprise solution (like Norton
AntiVirus Enterprise Solution 4.0) enables you to battle viruses effectively
in large networks. Even with a small number of PCs to manage, a corpo-
rate anti-virus solution has a number of advantages. However, if you have
to manage over 100 PCs, it's vital that you have a corporate/enterprise
solution, if only to prevent you from spending all day keeping PCs virus-
free. The first important benefit is the single point of administration. From
a single workstation you can monitor and manage the anti-virus applica-
tion on all systems, using an anti-virus management console application.
From within a Windows NT or Netware domain all client PCs can be
accessed. To communicate between the management workstation and a
client PC, the PCs must run a special communication agent. Through this
agent, the management console can not only query the anti-virus status of
the PC, but also update/upgrade the anti-virus application and virus defi-
nition files. From the server from which the updates/upgrades take place,
a central quarantine can be set up, along with other centralized functions,
accessible to all client PCs. The result of such a solution is that manage-
ment efforts can be reduced significantly. There are additional functionali-
ties that come with the corporate/enterprise anti-virus solution:

= Automated deployment of version upgrade or replacement of a
version

= Unattended updates of virus definition files (for example, overnight)
= Centralized alert and dispatch of virus detection

= Centralized configuration of the anti-virus application, through one
or more anti-virus policies (a PC is linked to a specific policy and
every change to a policy can be distributed with a single mouse-
click)

WWW.SyNgress.com



Client-Side Anti-Virus Applications = Chapter 5 185

= Centralized management console can manage different versions of
the anti-virus application across different platforms (or operating
systems)

= Prevention of configuration changes by users

= System-wide report of anti-virus statistics and analysis
= |nitializing a domain-wide virus scan

= Easy deployment of the communication agent

Although the benefits of a corporate/enterprise solution are already
clear, its ultimate benefit becomes apparent when you must apply a fix for
a high-risk virus (like the “Love Letter” or Melissa viruses). It would be a
matter of hours to get all PCs updated, instead of days, and your daily
operations that keep your network virus-free can be reduced to a matter of
minutes.

Trend PC-cillin 2000 Configuration Settings

PC-cillin 2000 differs from the other two anti-virus applications in this
chapter in the way it stores its configuration settings. The most significant
difference is that PC-cillin 2000 for Windows 9x does not use the Registry
to store any settings at all. Only the registration of PC-cillin 2000 as an
installed application is recorded in the Registry. For the other settings, one
configuration file (Pcc2k95.ini, for Windows 9x) is used, located in the
C:\Windows directory. For PC-cillin 2000 for Windows NT the configuration
settings file is called PCC2KNT.ini and is located in the C:\Winnt directory.
However, all settings are also recorded in the Registry.

There is no clear reason why the configuration settings file is located in
the Windows directory. The practice of placing files in this location stems
back to the Windows 3x operating system. However, most current applica-
tions commonly place configuration files in the applications installation
directory. The configuration files used by ActiveUpdate (Version.ini and
Server.ini) are placed in the installation directory, so it is not clear why the
Pcc2k95.ini is not here too. As a home user or system administrator you
should be aware of the location of the configuration file. If you want to
move it to another directory, be sure this directory is in the PATH variable,
or else PC-cillin will be unable to locate the configuration file. Also, if you
upgrade your system and place the new Windows version in another direc-
tory, you should move the configuration file.

PC-cillin 2000 does not provide any security feature that prohibits
users from changing the options. By removing the Pccmain.exe from the
system you only remove the user interface from the system. This does not
prohibit the user from making changes to the configuration file. As you can
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see in the following excerpt of the Pcc2k95.ini file with the relevant e-mail
scanning components, it can be easily interpreted.

(edited)

[ AUTOUPDATE]

(edited)

Aut oUpdat e=1

Last Pat t er n=2000/ 08/ 11

(edited)

[ 1 OScan]

| CScan=1

| nQut =2

Acti on=2

All File=0

Zi pScan=1

Acti on2nd=3

Cl eanBackup=1
EXCEPOO=c: \ suhdl og. dat
Last ScanFi | eNane=C: \ W NDOANS\ RUNDLL32. EXE
Last FoundVi r usNane=
Last FoundVi rusFi | e=

Fi | eTypelLi st =. ARJ. BI N. CAB. CLA. CLASS. CO_. COM DO _. DCC. DOT. EX_. EXE. LZH. OBD.
OBT. OBZ. OCX. OVL. SYS. VBS. XL_. XLS. XLT. ZI P

MoveDi r ect or y=C: \ PROGRAM FI LES\ TREND PC- CI LLI N 2000\ QUARANTI NE
MoveDi r ect or y2nd=C: \ PROGRAM FI LES\ TREND PC- Cl LLI N 2000\ QUARANTI NE

(edited)
[ QUTLOOK]
Action=2

Act i on2nd=0[ POP3]
Action=2
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Action2nd=1
Spl ash=0
ONOFF=0

[ RESUVE]
Ver si on=756
[ Macr oTr ap]
Spl ash=1

Not only configuration settings are recorded, but also runtime (opera-
tional) information, like LastScanFileName=C:\WINDOWS\RUNDLL32.EXE.

The [RESUME] part is used by PC-Cillin to find the appropriate pattern
file. Changing the value will result in the program not finding the pattern
file or using a different one.

Under [POP3] the keywords correspond to:

Action=1 Action when virus found: clean
Action2nd=1 Action on uncleanable files: delete
Splash=0 Splash

ONOFF=0 Start POP 3 Scan / enable POP3 Scan

For Managers

Using Client-Side Anti-Virus
Applications

This chapter discusses client-side anti-virus (AV) applications
without ever clearly recommending that every PC or workstation should
be equipped with an AV application. | will leave this decision to you.
There is no magic bullet protecting a PC from ever getting infected;
however, an AV application can reduce the possibility significantly. It all
has to do with risk management. Ask any system administrator how
much time it takes to recover a PC from a serious virus attack. Then mul-
tiply that by 50 percent of the number of PCs in your organization, and
multiply that result with the average hourly wage. Now you know what
a virus attack costs in salaries! And what about the cost of not being
able to conduct business with your customers and your suppliers? In
October 1999, a production plant of Dell Computers was plagued

Continued
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with a virus attack. Although it was downplayed by Dell, production was
halted for at least one day and it cost even more time to fully recover.

Is $10 to $20 per PC per year worth the risk? If you choose to take
the risk, and are subsequently confronted with a widespread virus (and
spread they do!), reconsider your decision not to install an AV applica-
tion on every PC—it’s far cheaper to pay for the installation than the
repairs.

However, just how do you get your point across so that manage-
ment is willing to come up with the proper funding? First, make your-
self aware of which arguments will resonate with the person to whom
you are applying for the additional funds, such as preventing disruptions
in production, lowering the level of computer problems for the
employees, increasing the level of customer support. If all he or she
understands about viruses is what they read in the newspapers, for
example, about the Love Letter virus, cater to that information—remind
them that a few companies brought their e-mail server down for two to
four days to flush out that virus. Also, prepare to argue with accurate
numbers: If you have encountered problems with viruses, how long did
it take to solve them? How many e-mails does your company get on an
average day, and if those represent orders, how much money is
involved? How many PCs did you have to check for viruses manually and
how much time did you need per system? Investigate implementation
costs, such as licensing costs for company-wide anti-virus applications.

When you have secured the funds, be sure to make it part of your
annual funding.

It is also a good idea to show management that the company
should not rely on technology alone. Make the point that user habits are
the greatest threat. Make a suggestion to start a program to raise the
awareness of virus protection within your organization.

It's nothing fancy, but it's highly maintainable, even without the
Pccmain.exe program. Remember that all PC-cillin 2000 programs/utilities
use this configuration setting, so be careful when changing this file manu-
ally, in case you have to remove the PC-cillin main program to prevent
people from using it.

Trend Micro PC-cillin 2000 Links

Trend PC-cillin 2000 Virus Pattern file update:
www.antivirus.com/pc-cillin/pattern.asp
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Trend PC-cillin 2000 support:
www.antivirus.com/pc-cillin/support.htm

Trend PC-cillin Virus Information Center:
www.antivirus.com/pc-cillin/vinfo/

Trend PC-cillin 2000 (trial version):
www.antivirus.com/pc-cillin/download/

Summary

Because the e-mail client is so vulnerable to viruses and malicious code,
the use of a client-side anti-virus application is absolutely crucial. In this
chapter we discussed the three most popular anti-virus applications:
McAfee VirusScan 5, Norton AntiVirus 2000, and Trend Micro PC-cillin
2000. One of the most important factors in choosing one of these applica-
tions is how updates to the applications are provided.

McAfee VirusScan 5 has the ability to scan for viruses in e-mails when
using MAPI-based or POP3-based e-mail clients. It can scan for viruses
while downloading files from the Internet, block malicious Java applets
and ActiveX controls, as well as restricting access to specific Web sites.
Trend Micro PC-cillin 2000 has these same functionalities, only it cannot
real-time scan MAPI-based e-mail clients, and it uses a POP3 proxy to scan
the e-mails. Norton AntiVirus 2000 uses the same technique to scan for
viruses in e-mails, but lacks the functionality for explicitly scanning for
malicious Java applets and ActiveX controls and blocking access to specific
Web sites.

On the whole, the three are highly comparable and are the top choices
of all available anti-virus applications. They can all efficiently scan all
POP3 traffic, guarding us from taking in viruses using the Internet’'s most
popular application. None of the three is preferable above the others—just
try them and then make your own choice!
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FAQsS

Q: Which anti-virus application should | use?

A:

Q:

In general, there are no absolute arguments for choosing a specific anti-
virus application. The three AV applications described in this chapter
are equal in functionalities (see Table 5.1). If you need one for your
home PC or on a few business PCs, try all three using trial versions,
and choose the one you are most comfortable with. In networked envi-
ronments, centralized maintainability and deployment is very impor-
tant. Both Norton and Trend Micro have Corporate/Enterprise versions
of their AV applications. Another important point in choosing a partic-
ular AV application is if it can protect the mail system (or e-mail client,
for that matter) from downloading infected e-mails or attachments. If
you use a MAPI-based e-mail client (like Outlook 9x/2000), Norton
AntiVirus and Trend PC-cillin cannot deliver realtime scanning of the
e-mail client.

How often do | have to update my anti-virus program?

A: The simple answer is “as often as possible.” If you use an automatic

Q:

A You can get a false virus alert (also called false positive) if files are

update option, you can schedule it daily. If you do not use an auto-
matic update, you can check weekly if the company’s Web site provides
updates. Or subscribe to their newsletter (the three programs discussed
in this chapter have newsletters), so you get a mailing with new virus
information, including information on new updates. A rule of thumb is
to update the virus definition files at least twice a month. Knowing
that, on average, 300 new viruses are detected monthly, waiting longer
than that to apply an update significantly increases the chance of being
confronted with an active virus/malicious code on your PC.

How can | prevent my anti-virus application from giving false alerts?

changed on an operating system (OS) level. This happens when you
install an application on your PC, run an upgrade of your OS, or apply
an OS service pack. False positives are not harmful as long as they do
not abort the installation process. So, always ignore a virus alert during
an installation, unless you have serious doubt that this is not a false
alarm. However, the best thing you can do is disable the AV applica-
tion, do the installation, followed by a manual full system AV scan. If
no virus is detected, reboot your system and you are safeguarded from
any virus (extremely rare situations excluded).
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Do | have to scan every file | access?

A Yes, at least initially. It is vital that you conduct a full scan at first. A

Q:

full scan will result in a significant loss of performance, but you can
then do partial scans of recently updated files at regular periods. That
way, you can be reasonably sure your system is virus-free, while not
causing a significant slowdown. However, if you have a Pentium Il PC
with Ultra DMA-66/100 and 128 MB of internal memory, then you can
scan every file for viruses on-access. On-access scanning, also called
real-time scanning, means that every time a file is accessed, it is
scanned for viruses, even if you accessed and scanned that file minutes
before. There is no reason not to do it—it's better to be safe than sorry!

Can | uninstall an anti-virus application without any problems occur-
ring?

A Yes, normally the anti-virus application will uninstall without a hitch,

but you must perform a reboot after the uninstall. After the reboot the
anti-virus application is effectively removed from your system. However,
a 100 percent uninstall is never achieved, meaning that the empty
installation directory is still present, for example in shared directories
(under\Program Files\Common)—especially if the uninstall queried you
in removing shared files and you replied No. And the Registry can still
contain references for the anti-virus application. This will not hurt the
operation of your system. There are special utilities that can clear
unused keys out of the Registry (for example, within the McAfee Clinic
service). Inexperienced users are urged not to get into the Registry to
remove the keys manually. One wrong delete can bring your system
down.

Q: Am | safeguarded from ever having my PC infected with a virus when |

use the latest anti-virus application?

A No guarantees are ever handed out, as we saw when the Love Letter

Visual Basic script raged over the Internet. But then again, having car
insurance does not mean that you never get into a car accident. With
every new version of an AV application, the heuristic scanning algo-
rithms become much better, decreasing the chance of your PC
becoming infected with an unknown virus.
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Q:

I have also installed Linux on my PC; can | also scan for viruses on my
Linux operating system?

A Yes, although the number of viruses that attack Linux is currently

small, there are already anti-virus scanners that work on Linux. Since
the number of Linux-based systems is increasing rapidly, it can be
expected that the number of Linux viruses will also increase. The
system can also be penetrated by Windows-based viruses that can
access Linux volumes. Here are a few anti-virus applications that are
available for Linux:

F-Secure forAnti-Virus version 4.x:
www.f-secure.com/download-purchase

VirusScan for UNIX-Linux Version 4.7:
www.nai.com/asp_set/buy_try/try/products_evals.asp

Norton AntiVirus 2000 (with the latest update, Norton AntiVirus can
scan volumes with the ELF format)

AmaViS Virus Scanner (A Mail Virus Scanner):
http://aachalon.de/AMaViS

AntiViral Toolkit Pro: www.avp.com
McAfee VirusScan Validate 3.0.0: www.mcafeemall.com

Q: What is malicious code and what do Java and ActiveX have to do with

it?

A Although every virus is malicious code, the term is mostly used to refer

Q:

to programs that are sent with HTML (Web) pages. These can be Java
applets (written in the Java language), ActiveX controls (mostly written
in Visual Basic), or JavaScript/VB script code within a Web page. In
normal circumstances, they are used to enhance the functionalities of
the Web page, but can also perform other actions, such as sending files
from your PC to a rogue server on the Internet. And since your e-mail
client can receive HTML pages as e-mail, malicious code can get into
your system as part of an e-mail.

Does an anti-virus application work on different platforms?

A: No, there is a distinct difference between Windows 9x and Windows

NT/2000 that affects the working of the anti-virus application.
Windows 9x with its FAT(32) volumes incorporates little security, so the
anti-virus application can access files and devices with ease. However,
Windows NT/2000 is a far more complex operating system and incorpo-
rates a high level of security in its system and NTFS/HPFS drives. The
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anti-virus application must operate as a service that runs on the
system using the system account, to be able to access all files and
devices. Because the anti-virus program needs to hook into the system,
it uses several dynamic link library (DLL) files that differ from operating
system to operating system. Although an NT-based anti-virus applica-
tion may run on Windows 2000, it will probably not work effectively.
Check with the software producer if you need a specific version for an
operating system. Nevertheless, the virus scanner part of the applica-
tion will be the same for all operating systems, since the intelligence of
a virus scanner is platform-independent.
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Introduction

Dynamic e-mail, or e-mail that is enhanced by HTML, allows users to
create more aesthetically pleasing e-mail, which can make it look better,
and in turn make the sender look better—but it also introduces some
security concerns.

This chapter discusses the various attacks that can come through your
e-mail system by mobile code. Types of mobile code that can arrive with
e-mail are JavaScript, VBScript, Java applets, and ActiveX components.

We will discuss the security models for each of these programs,
including the strengths, weaknesses, and the ways malicious programmers
can take advantage of the weaknesses. But this book wouldn’t be much
good if we didn’t also discuss precautions you can take to prevent
unwanted attacks.

A lot of these attacks have their basis in social engineering. This is a
term used when hackers use their social skills to gain access to a com-
puter resource as opposed to using their computer skills. It is possible to
trick a user into giving away information that will allow access to your
system.

There are also security holes that sometimes allow mobile code to break
into a system as soon as a person opens his or her e-mail. What the
mobile code can do once it is executed varies, but in some cases it can be
quite destructive.

In one of the most celebrated hacker cases yet to be turned into a TV
movie, Tsutomu Shimomura tracked down Kevin Mitnick to his lair and
had him arrested. Your experiences with security are not likely to be that
exciting, but you will probably find it a topic worth exploring.

Dynamic E-mail

Dynamic e-mail using HTML was the next step in the evolution of e-mail.
Early e-mail could use only plain text, which didn’t take advantage of the
richness a computer can add to messages. Those of us with nothing
exciting to say need to use pictures and even sounds!

The newer e-mail programs, such as the one built into Netscape
Communicator (Netscape Messenger), Microsoft Outlook Express, and
Qualcomm Eudora, all have the ability to display dynamic e-mail. Some
newsreader programs also allow HTML documents to be displayed with
active content. In order to make the jump from plain text to enhanced text,
programs need to use a language that is universally understood on all
platforms and that can handle binary objects such as images. The lan-
guage to use is the language of the Web—HTML. With HTML, an e-mail can
be almost as beautiful and powerful as a Web page.
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Using an e-mail client program such as Outlook Express, a user can
choose stationery, change font size and color, add graphics, and add active
links to other resources on the Web (see Figure 6.1).

Figure 6.1 An example of an e-mail written in HTML.

File Edit View Insert Fomat Tools Message Help |
=R a o | a ¥ 0 o =B 5
Send Cu Copy  Paste Undo | Check Spelling | Attach  Priority Sign  Encrypt
B3 70 [KevinBagnall
Bce |
Subject [Chess
[avial Jz] BB 2 uA | === |— & @
\ i . |
Hi Kevin,
Howr about a game of chess on Wednesday? I'll meet you
~ \ in the Playsite chess lobby (www.playsite.com) at 9:30.
Brian Bagnall / Certified Java Programmer
~ My homepage  www.escape.ca/~bbagnall
~ |

Active Content

With HTML incorporated, e-mail can also use what is known as active

content. With some programming, e-mail can be used to collect data from
users and send results back directly to a server. This makes it very easy
for people to collect survey data. E-mail messages can also now be more
interactive, incorporating mobile code to produce games and animations.

Taking Advantage of Dynamic E-mail

There are several ways to compose and send HTML e-mail. First, you must
ensure your e-mail program is capable of displaying HTML e-mail messages.
If you own the latest versions of Eudora, Netscape Messenger, Outlook, or
Outlook Express, you will be able to compose and view e-mail in HTML.
These e-mail programs usually are set to send e-mail in HTML format by
default. However, there is no option to deny HTML e-mails you receive. If
someone sends HTML e-mail to you, your e-mail client will always display
it as HTML, if it is capable of doing so.
This introduces a potential security risk. The code in HTML documents
will run automatically when you open the message and is capable of doing
malicious things. Fortunately, the user has the option to disable the
mobile code within the document from running automatically, but be
warned: in most e-mail clients the mobile code will run automatically by

default.
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Composing an HTML E-mail

Most e-mail programs have some limited HTML formatting options. For
example, Outlook Express allows a user to create numbered or bulleted
lists; change the font style, size, or color; align the text; insert a picture;
insert a horizontal line; change the background color; or change the back-
ground to an image. Netscape Messenger allows these, but it also allows a
user to insert a custom HTML tag anywhere in the e-mail—which comes in
handy for advanced users (see Figure 6.2). This allows users with some
knowledge of HTML to go beyond the limitations of the e-mail program.

Figure 6.2 Netscape allows users to insert HTML tags right into the
document.

3 Where were you? - Composition HEE

Eile Edit Yiew | lnset Farmat Tools Communicator Help

sz vy, Lk Cirl+ShitteL 5 = & 9t
Send  Quot =gt Save  Prnt  Secuity Siop -
Image

Harizantal Line
Table
HTML Tag..

New Line Break Shift+Enter
Subject: [fther=  Brock pelowImage(s) Briarity: [Normal |

Normal 7| [varicklewi=l 12 [ -] A A A A2 = i= <& &= ]
Hi Brian, =

y
"

Well, I guess you weren't interested. I ended up playing a 12 year old from Omaha.
Let's just say things didn't go according to plan.

Kevin

& L L

Insert an arbitrary HTML Tag atthe inserion location

E-mail programs can also allow you to change the stationery for e-mail.
Outlook Express has many themes, such as Birthday, Chess, and
Technical. When applied to e-mail, these themes change the fonts, the
colors, and the graphics in an e-mail.

Inserting Your Own HTML File

Power users may not be satisfied with the limited HTML formatting allowed
for composing e-mails. They may want to write complex HTML code sepa-
rately (either by hand in Notepad, or using an HTML editor). Netscape
Messenger has the option of typing the HTML code separately in a custom
editor (which coincidentally is written in Java). Outlook Express allows a
user to insert an HTML file into the document.
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How to Send Mobile Code

It can be useful to know how your enemies perform their exploits. Let’s
see how a hacker would create an e-mail that contains some JavaScript
code. This might sound hard to do, but it is actually very easy. After we
have composed our HTML file, we will send it to someone using an
e-mail client such as Netscape Messenger or Outlook Express.

1. Bring up a text editor. In Windows you can bring up the text
editor by selecting Start | Programs | Accessories | Notepad.
If you are using Netscape Messenger, you can bring up a text
editor by clicking on New Msg, then select Tools | HTML
Tools | Edit HTML Source.

2. Enter this code into the editor:

<ht ml >

<head><titl e>Message Alert</title></head>
<body>

<H1>This will not harm your system </hl>
<hr >

<scri pt >

alert("Here is a popup w ndow.");
</script>

</ body>

</htm >

3. Save the file to your hard drive. Make sure to give it the
extension .html (and not .txt). Also, note the directory you
are saving it in.

4. Bring up your e-mail client. If you are using Outlook Express,
select Compose message.

5. With a new blank message up, select Insert | Text from file
(Outlook Express).

6. Change the file type to HTML; then find the HTML file you
saved.

7. Click OK. Now your new message just needs the to and
subject fields completed and the mail can be sent.

www.syngress.com



200

Chapter 6 = Mobile Code Protection

Sending an Entire Web Page

There is an easy way to send an entire Web page to a user through e-mail.
In Internet Explorer you can select File | Send | Page by e-mail. In
Netscape Navigator you can select File | Send Page (see Figure 6.3).

Figure 6.3 Sending an entire Web page to someone using Netscape.

Internet Properties [ 7]x]
General Security | CDnteﬂt' CUHHECI\DHS' Prugrams' Advanced'
Selectaeb content zone to specify its security sefings

® = 0 O

Local intranet  Trusted sites Festricted
sites

Internet
This zone contains all Web sites you Sites
haven'tplaced in ather zones —

— Security level for this zon

Custom
Custom settings
-To change the settings. click Custom Lewvel.
-Touse the recommended settings. click Default Level

Custarm Lewel... | Default Lewvel |

,TI Cancel | Agply |

When you do this, the browser takes a snapshot of all the HTML code
on the page. Even if the page changes later that day, the person you send
it to will see the Web page as it appeared when you sent it. If you had to
log in to the page, the HTML code will still be sent as it appeared to you.
Any graphics, Java applets, or ActiveX components on the page will be
retrieved from the server when the user opens your e-mail.

Dangers

Now that you know the power of dynamic e-mail and what it can do for
you, it is time to discuss the dark side. You can avoid malicious Web pages
by just not going to them. If a Web site did something destructive to your
computer, you might say it was your own fault for going there. Now a Web
page can come into your system through your e-mail and do something
malicious without you directly initiating it! Even worse, you or your com-
pany could be specifically targeted for an attack.

Basic HTML does not have the power to make decisions or access infor-
mation about your system. If you add mobile code to the mix, however,
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then it allows third parties to send in agents to do their bidding. These
agents can be silent, sneaky, and malicious. They can retrieve information
about your system, or they can retrieve information from a user and send
it back to a server somewhere on the Internet.

No Hiding Behind the Firewall

There is little safety offered by your firewall when it comes to dynamic e-
mail. If your users have Web browsing access, dynamic e-mail will also
work. There is no realistic way to cut off e-mail messages that originate
from malicious hackers. It is hard to weed the bad from the good without
decreasing the usefulness of the Internet as a broad information resource.
In short, the firewall will do little to deflect mobile code security risks.

Mobile Code

Mobile code is any code that travels along with e-mail in the body of the
e-mail, not as an attachment. It is executed when the e-mail is displayed,
even if it is just displayed in the preview pane.

There are basically four types of mobile code that can be included with
an e-mail: JavaScript, VBScript, Java applets, and ActiveX controls. The
remainder of this chapter will discuss the various security models for each
of these and precautions we can take against security threats.

Mobile code is much different from attachments you may receive as
part of an e-mail (see Table 6.1). An attachment sits dormant until the user
investigates it by opening it or saving it to disk. If the attachment is some
sort of binary code or a script, it will not begin running until the user
selects the attachment and chooses to execute it. These types of binary
attachments are not restricted in what they can do. Once you start run-
ning it, it can read and write to your hard drive and transmit information.

Table 6.1 A Comparison of Attachments and Mobile Code

Attachment Mobile Code
Sent in e-mail packet? Yes Not always
Executed when e-mail opened? No Yes
Restricted? No Yes

Not so with mobile code! Mobile code will begin executing the second
you open the e-mail. If mobile code is allowed to do anything it wanted to,
such as reading and writing to your hard drive unrestricted, it would pose
a major security threat. But software architects are pretty smart, and they
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had the foresight to restrict what mobile code is allowed to do. Restricting
mobile code makes it less powerful, but it is worth reducing the power in
order to give us a safer Internet experience.

Mobile code is not always sent to a computer with the e-mail packet.
JavaScript and VBScript are always included in the body of e-mail, so we
would say they are sent in the e-mail packet. Java applets and ActiveX
controls typically reside on another server somewhere on the Internet.
ActiveX code can be permanent once it is installed. Java applets will be
retrieved and executed only when the e-mail is opened, so no copy is
stored permanently on a user’s PC.

Netscape Messenger and Outlook Express both allow mobile code to
run in your e-mail by default. Eudora will allow mobile code to run in
e-mail, but it is disabled by default.

TIP

If you want to enable this in Eudora, select Tools | Options from the
menu bar. When the options screen appears, scroll down to Viewing Mail
(see Figure 6.4). Make sure there is a check next to Allow executables in
HTML content.

Figure 6.4 Allowing mobile code to run in HTML e-mail with Eudora.

Options
Categony:

—Message Window

=}

ialup W Use Microsoft's viewer

Message window width: a0
hessage window height: 20

— Preview Pane

Inte

El

et

ol
i)
o

2 {g
|

=
=

Attachments ¥ Show message prewiew pane

™ Mark previewed messages as read after
Fants 5 second(s)
¥ Automatically open next message
Ny ly Ofy g
Display ¥ Zoam windows when opening
Iv Allow executables in HThL content
i =l Ok I Cancel

Java

Java was developed by Sun Microsystems and has been available since
1995. Due to its extreme popularity, it has been incorporated into HTML.
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Java is deployed into HTML pages in little rectangles that are known as
applets. The game shown in Figure 6.5 could be sent to someone and
played directly from an e-mail message. Essentially, applets are like images
on a Web page, only there is complex programming going on behind the
scenes to make the interaction occur. These applets cannot see anything
on an HTML page; that is, they cannot get information about anything on
the HTML document they appear on.

Figure 6.5 A full-featured game written in Java.
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Security Model

Companies that develop a technology can choose to implement a security
model to make their products safer for use on the Internet. A security
model consists of brakes and/or checks that prevent third parties from
using the technology to harm your system or allow information to be
stolen.

Of all the mobile code security models we will be looking at, it is fair to
say that Java has the most well-developed security model.

Playing in the Sandbox

All Java code is executed by what is called a virtual machine. A virtual
machine is just an executable program that translates the Java code and
allows it to run on your PC. A user opens a piece of e-mail with a Java
applet, and the virtual machine will begin executing the Java applet. You
may have seen various emulators that allow your PC to run programs
written for another computer, such as the venerable Commodore 64. The
Java virtual machine is similar to an emulator in many ways.

Since the code is run through a virtual machine, it allows restrictions to
be placed on what the code is allowed to do under different circumstances.
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Normally, when a Java program is run off a local machine, it has the ability
to read and write to the hard drive at will, and to send and receive informa-
tion to any computer it can contact on a network. If the code is programmed
as an applet, however, it becomes more restricted in what it can do.

Applets cannot read data or write to a local hard drive. In theory, this
means you are perfectly safe from having your data compromised by run-
ning an applet in your e-mail. Applets may also not communicate with any
other network resource except for the server that the applet came from.
This protects the applet from contacting anything on your internal network
and trying to do malicious things, such as printing a thousand pages of
“All work and no play makes Jack a dull boy.”

When restrictions are imposed on an applet, it is commonly referred to
as running within the sandbox. For example, if a Java applet is not
allowed to write or read to a user’s hard drive, we say it is playing in the
sandbox. All Java applets are restricted to the sandbox by default, so you
shouldn’t need to worry about changing any settings with your e-mail pro-
grams to enforce this security.

If you do wish to check your settings in Outlook Express 5.5 under
Windows 98, try going to the Windows Start button, then select Settings |
Control Panel and double-click on Internet Options. Select the Security tab
and you should see the screen shown in Figure 6.6. Make sure the
Internet zone icon is highlighted; then click on the button Custom Level.
On the next screen, scroll down until you see Java. Here you should see
High Security selected, which is the default for Internet Explorer/Outlook

Figure 6.6 Customize your Microsoft Internet security settings.
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Express. You can also select Custom so you can tailor it to exactly what
you are comfortable with. Outlook Express goes by the Internet zone by
default, but you can check which zone you are using. In Outlook Express,
select Tools | Options and select the Security tab.

Playing Outside the Sandbox

What if an applet needs to play outside the sandbox? There certainly are
times when a user might want to save some data from an applet to their
local hard drive; for example, if a user has just used an applet to construct
a 3D model and he or she wants to save this model to their hard drive. The
Java applet can ask for permission to write to your hard drive, but not if
the applet arrived through e-mail with Netscape Messenger or Outlook
Express.

Java can use what is known as the Trust model of security. Certificate
authorities exist, such as VeriSign and Thawte. These authorities will verify
programmers are who they say they are, and that the code comes from
their site without any modifications.

If you are sent an applet that uses a digital certificate, several things
can happen. If you are using a Web-based e-mail service such as Hotmail,
it is possible for an applet to ask for full access. In this case, a digital cer-
tificate will appear, as shown in Figure 6.7. Netscape Messenger takes the
cautious approach and refuses to run any applet that asks for more per-
missions. With Outlook Express, when | received an applet with a digital
certificate, it crashed my Outlook Express! This in itself almost makes for a
malicious e-mail attack.

Figure 6.7 An applet requesting additional access.
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Points of Weakness

For the most part, Java applets cannot do any serious damage to your
system data, or do very much snooping. There have previously been sev-
eral holes in the implementation by Microsoft and Netscape, but as the
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product matures it becomes more solid, though there have been holes dis-
covered as recently as August 2000 (if you are interested in the latest, visit
Sun’s Java Security site at http://java.sun.com/security/). These have
mostly been killed off, but there are still some malicious possibilities. Let's
take a look at some of these.

Background Threads

If you receive an e-mail with an applet, it can start a thread running in the
background. Even when you close the e-mail and move on, the threads can
keep running. An example of this behavior is called the Noisy Bear applet,
shown in Figure 6.8 (see the Appendix for the Web site). When this applet
starts, you will hear an annoying sound. This sound signals a thread run-
ning in the background. The ramifications of this will be discussed in the
next section. Closing the e-mail won't make it go away, so you will have to
close your e-mail program to end it.

Figure 6.8 This noisy bear will keep going after the message is closed.
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Hogging System Resources

There are applets that, either intentionally or through bad programming,
will use a lot of your memory and CPU power. If they use too much, they
can slow your system down or even crash it. For example, there is a Web
site with an applet that will self-destruct your e-mail client (see the
Appendix for the Web link).
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| Swear | Didn’'t Send That E-mail

Applets can also send e-mail to someone else from you! This may not seem
so bad, but considering the applet can put anything it wants in your mail,
it does have the potential to lead to trouble (see the Appendix for the Web
link).

This applet is similar to the working of viruses like Melissa, which send
e-mail to everyone in your address book. The main difference between a
Java applet sending mail and Melissa is that Melissa is initiated by the
user opening the attachment. The Java applet will run automatically when
you open your e-mail, but it doesn’t have the ability to do as much
damage. For example, an e-mail sent by a Java applet will not be able to
view your address book the way Melissa did.

Scanning for Files

We already established that applets can’'t read your hard drive, but it is
actually possible to check if a certain file or directory exists. There is an
applet that will scan for a few files and tell you whether they exist on your
hard drive (see the Appendix for the Web link). This is not too threatening
to your data integrity, but it can be an invasion of privacy.

Clearly, applets need not alter, read, and delete files in order to be hos-
tile. Sometimes it can be advantageous just to exploit someone’s resources
silently, and at other times simply being annoying and disruptive can
achieve some ends. Hostile applets come in many varieties, and it is a very
difficult task to build effective defenses against them all.

How Hackers Take Advantage

We have already discussed the weaknesses of Java applet security. Now
we'll see how hackers can take advantage of these by combining one or
more of the weaknesses.

Spam Verification

Let's look at the example of mass mailing lists, otherwise known as spam.
Allegedly, some spam letters will ask you to click on a link to unsubscribe
from their e-mail list. They can actually do this to instead ensure your
e-mail address is still active so they can keep sending you spam. A cun-
ning spammer could use an applet to verify your e-mail address is still
active. A Java applet runs as soon as you open the e-mail, and the applet
can contact a server on the Internet and report that you have read the
e-mail. Once again, this is not directly damaging to your system, but it's
an invasion of privacy.
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Theft of Processing Power

A very clever computer programmer could also steal your processing
power. We mentioned that threads can stay running in the background
after you close an e-mail. There are projects on the Internet in which
people contribute their background processing to some large processing
task, such as Seti@Home or Distributed.net. With threads, a devious
person could involuntarily recruit you to work on his or her project. Once
it has computed something, it can send the results back, either through
e-mail or directly to its server if it isn't blocked by a firewall.

Unscrupulous Market Research

We have already established that it is possible to detect if a file exists.
Since the applet can detect files, unscrupulous marketers could send a
small, invisible applet in an e-mail which, for example, checks if you own
MS Office by looking for the MS Office directory. It would then automati-
cally send an e-mail back to the company informing it of the results.

I should note that this loophole has been minimized, though not fully
closed, with newer releases of Netscape and Outlook Express. A message
will now appear when an applet tries to scan for a file. It still can detect if
a file exists, but at least it can't do this with complete secrecy.

Applets Are Not That Scary

You might be thinking, If an applet can continue to run in the background
while | read my other e-mails, will it be able to see my e-mail and send it
to someone else? The good news is that an applet is incapable of moni-
toring what you are doing while it runs in the background. There is no way
for it to spy on you, and gather information about what you type with your
keyboard and where you go on the Internet. This is because once the
applet is gone, it has no way to interact with your system though any
interface.

About the only pieces of information an applet can obtain are your
locale (the country setting for your operating system), the size of the
applet, and your Internet Protocol (IP) address information. The security
model for applets is quite well designed, and generally there is no serious
damage that can be caused by an applet, as long as you retain your
default settings for Internet security.

Precautions You Can Take

There is not much you can do to prevent these minor attacks, but the first
thing | would want to do is use the latest versions of Outlook, Outlook
Express, Eudora, and Netscape Messenger. As | mentioned before, these
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have had most of their bugs worked out and are now quite stable and
secure.

Second, if you suspect something unusual is going on in the back-
ground of your system, delete any e-mails you don't really trust, and exit
your mail program. This will stop any Java threads from running in the
background.

A more radical move would be to not use the preview pane. This means
that malicious mobile code will never be activated without your opening
the e-mail. If you don’t trust it, you can delete it without opening it. In
Outlook Express you can disable the preview from the toolbar by going to
View | Layout and then unchecking the preview pane option.

If you are very security conscious, you might wish to take the safest
course of action and deactivate Java completely. In Netscape Messenger
4.75, select Edit | Preferences from the menu bar, then select the
Advanced category. Locate the Enable Java check box and deselect it (see
Figure 6.9).

Figure 6.9 Preferences to disable Java under Netscape.
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This will also disable Java for the Netscape browser. With Java dis-
abled, your Internet browsing experience will not be as rich as it would
normally be, so it is not recommended. There is, unfortunately, no option
for disabling it for e-mail only.

What if you don’t want to disable Java altogether but want to be aware
when an applet has been sent to you? It is possible to search the e-mail to
see if an applet exists, then flag it to make you aware (or alternately move
it to another folder, or delete it). The following section will discuss this.

WWW.SyNngress.com



210 Chapter 6 = Mobile Code Protection

For IT Professionals

Filtering Out Mobile Code

In this exercise we will attempt to highlight any e-mails that arrive in
your Inbox that might contain a Java applet. We will be using Netscape
Messenger for this example. Microsoft Outlook Express has a similar
filter available, but unfortunately it is not possible to search through the
HTML tags with Outlook Express.

1. In Netscape Messenger, select Edit | Message Filters from
the toolbar.

. On the Message Filters screen, click on the New button.
. You should now see a window similar to Figure 6.10.
. For filter name, type in “Java Applet.”

g B~ W DN

. Fill in the selections as seen in Figure 6.10. You will have to
select New Folder to create the folder called Applet.

6. Click on OK. You should now see your filter in the list of
filters.

7. Make sure there is a check mark next to your Java applet
filter; then click OK.

8. Now any mail you receive with a Java applet will be auto-
matically moved to the Applet folder, where you can check
whom it is from before opening it.

Figure 6.10 Creating a filter to redirect mail containing Java applets in

Filter Rules
Fitername: [Java Applet Advanced
@ Match any of the following € Match all of the following
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JavaScript

JavaScript was first introduced in 1995 for Netscape Navigator 2.0.
JavaScript allows an HTML programmer to verify that information is cor-
rect in fields, display messages to a user, or even create animations that
react to a user’s mouse movements. JavaScript is contained right in the
HTML code of a document.

It is important to note that JavaScript is different from Java in most
aspects (see Table 6.2). Java, as mentioned earlier, is a programming lan-
guage developed by Sun Microsystems. Java applets are contained in small
rectangles on an HTML document and cannot interact very much with the
document.

Table 6.2 JavaScript versus Java

JavaScript Java Applet

Affects any part of document Contained in rectangle on
document

Script commands interpreted Code is compiled in class files

line by line

Simple interactions with HTML Complex applications and

document processing

Developed by Netscape Developed by Sun Microsystems

The main similarity is the syntax of JavaScript. The structure and com-
mands in JavaScript borrow from Java. The reason for this design was to
make it easier for Java programmers to learn JavaScript.

Security Model

As discussed previously, Java applets cannot interact very much with a
Web page (that is, retrieve information about it). JavaScript, on the other
hand, was designed for the express purpose of interacting with a Web
page. This will not affect you very much when using a mail program such
as Outlook, because the information it is able to see is on the same docu-
ment that was sent with the JavaScript code. It does, however, open up
some not-so-safe possibilities if you are using a Web-based e-mail account
such as Hotmail, Yahoo! Mail, or Rocketmail.

The security model for early versions of JavaScript did not allow access
to users’ files on disk under any circumstances. Starting with Netscape 4.0
and higher versions, JavaScript can request additional privileges from the
user, such as saving to the hard drive. This is identical to the digital
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certificates mentioned for Java applets. If the users feel they can trust the
signer of the certificate, they can choose to allow the script access to other-
wise prohibited resources.

The problems with JavaScript came in the implementation of
JavaScript by Netscape and Microsoft. There are several documented
examples of using JavaScript to secretly send e-mail, and upload data files
from disk. As with all things, the maturing of these products has elimi-
nated most of the holes.

It should also be mentioned that under Netscape, JavaScript 1.3 has
the ability to interact with plug-ins. Plug-ins are small programs, such as
the Shockwave Player, that increase the functionality of your browser.
JavaScript can actually get a reference to any plug-in and call on the
methods and properties of that plug-in.

Points of Weakness

JavaScript holes generally involve infringements on the user’s privacy. As
mentioned previously, the model for JavaScript is quite secure, but in the
past the implementation has not always been perfect, and people have
found holes that allowed them to get around the security.

Most of these holes have been patched so it is not worth dwelling on
them. The major point of weakness with JavaScript is that it has the
ability to read data from any Web page. This may not at first seem to have
much bearing on e-mail, until we look at Web-based e-mail services such
as Hotmail. Someone could send an e-mail to you with some JavaScript
code. As soon as you view the e-mail, it could do any number of things,
such as read what else is in the document, send mail to someone else, or
keep monitoring as you read your mail.

Hotmail has attempted to combat this threat by neutralizing any
JavaScript code that is sent to their site. In programming terms, the server
intercepts your e-mail and removes any JavaScript code.

There was a major security flaw in Hotmail, however, which did allow
JavaScript code to execute in an e-mail message. This exploit worked both
on Internet Explorer 5.x and Netscape Communicator 4.x. Some friendly
hackers realized JavaScript commands could be executed by fooling the
browser into thinking it was an image. The following line inserted any-
where into HTML code will cause a JavaScript popup window:

<I MG LOABRC="j avascript:alert('Here is a popup w ndow )">

Hotmail has since recognized the problem and now when you view
source code of the message, you will find it has been converted to:

<IMG | owsrc="j avascript: Filtered()">
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As we learned previously, Java applets can contact outside servers, but
they can’t read things off your current e-mail. JavaScript, on the other
hand, can read what is on the current e-mail and it can pass information
to an applet while launching it. It could be possible for JavaScript to help
Java applets get more information than was originally intended.

How Hackers Take Advantage

There are a few limited ways hackers can take advantage of JavaScript.

Web-Based E-mail Attacks

In my opinion, the most serious consequence of JavaScript comes when
using a Web-based mail service. Executing JavaScript when the user opens
a Web-based e-mail message allows the JavaScript code to essentially take
over what is displayed on your screen. This could fool you into thinking
you are working in the normal Hotmail system when in fact everything you
do is being monitored and perhaps sent back to a server on the Internet.

For example, as soon as you opened the JavaScript e-mail, the screen
could display a fake login screen. You would enter your information,
thinking it was normal, and suddenly your e-mail password is stolen. |
don’t want to sound too alarmist, but it is also possible to read users’ mes-
sages, to send messages under a user’'s name, and do other mischief. It is
also possible to get the cookie from the current Web page, which can be
dangerous depending on what information is stored in the cookies.

Hotmail deliberately neutralizes all JavaScript to prevent such attacks,
but if you are using a Web-based mail service that does not, you could be
at risk.

Are Plug-in Commands a Threat?

As mentioned previously, Netscape uses plug-ins for adding advanced
functionality. JavaScript does have the ability to communicate with a plug-
in and call methods. If a plug-in existed that allowed files to be read or
written using one or more of its methods, this would constitute a major
security risk. As far as | have heard, however, this has not been exploited
yet.

Social Engineering

Social engineering is the other tactic a hacker could use to steal informa-
tion like a password. This threat is very hard to neutralize from a technical
point of view. A hacker’s goal in this case is to earn their subject’s trust.
They can do this in a number of ways, usually by pretending to belong to a
large company or even the company you work for! They could do this by
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sending e-mail with the company logo in the corner, and then say they
need to verify your password.

The other tactic to earn a victim’s trust is to pretend the request for a
password is coming from the computer. JavaScript can enact a delay timer,
and after a few minutes (if the e-mail remains on-screen that long) a mes-
sage will pop up. The message can say anything, such as claiming it is
Windows NT asking for a password. The message does not look very
authentic, as you can see in Figure 6.11. The title bar on the window says
Explorer User Prompt, and the window is quite wide. Probably only the
most unsophisticated computer users would fall for it. If the message is
persistent and keeps popping up, some users will just type it in to make it
go away rather than calling the help desk about it. How serious is this
threat? In a company of 500 people, most will not be taken in, but how
many will submit their password before the IT people catch on?

Figure 6.11 A dialog produced by JavaScript in an Outlook Express message.

Explorer User Prompt [x]
Flease enteryour password
Cancel
-

Precautions to Take

So what precautions should you take? The most important one is to make
sure you are using the latest versions of your software so they have all the
patches.

If you are using Web-based mail, make sure the service filters out
potential security threats. Hotmail and others cleverly remove any
JavaScript from incoming messages before you see them, so you will know
you are safe with them.

You could also disable JavaScript, though this is a radical step that
could detract from the richness of your computer experience. There is also
the option for the program to prompt you each time JavaScript is run
(however, almost all Web pages have scripting here and there, so you will
get enough prompts to drive you up the wall). Netscape allows you to dis-
able JavaScript in mail only if that is your preference (look back at Figure
6.9).

And finally, perhaps the most difficult step to implement: user educa-
tion. Make sure your users know to be somewhat suspicious of e-mail that
comes from outside the company. It would also be helpful to introduce
them to the concepts of digital certificates.
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ActiveX

Microsoft has developed its own technology to allow dynamic programming
to be displayed on Web pages. It is similar to Java in many ways, but the
security model is quite different. Also, Java can be run on virtually any
operating system including Windows, Linux, and Macintosh. ActiveX com-
ponents are distributed as compiled binaries, so they will work only on the
operating system they were programmed for. In practical terms this means
they are only guaranteed to run under Microsoft Windows. For this reason
ActiveX is not quite as popular for programming Web page content because
it doesn't work on a broad range of PCs using the Internet.

ActiveX originally worked only with Internet Explorer and Outlook
Express. It will now work with Eudora since Eudora now shares the same
code for viewing HTML content. It will not work with Netscape Navigator or
Netscape Messenger unless an ActiveX plug-in is installed for the browser.

ActiveX components can be installed temporarily, or permanently. One
of the most popular ActiveX components is the Shockwave player by
Macromedia. Once installed, it will remain on your hard drive until you
elect to remove it.

Security Model

The security model for ActiveX relies entirely on human judgment. We
explored authentication certificates briefly earlier in this chapter. An
authentication certificate checks out the digital signature for a control
(sometimes referred to as authenticode). You can be sure the ActiveX con-
trol is coming from the person who signed the certificate.

To prevent digital forgery, a signing authority is used in conjunction
with the authenticode process to ensure that the person or company
signing the code is legitimate. As with Java applet signing, VeriSign can act
as the signing company.

With this type of security you know the control is reasonably authentic,
and not just someone claiming to be Adobe, or IBM. You can also be rela-
tively sure it is not some modification of their code (unless their Web site
was broken into and files were exchanged). While all possibilities of forgery
can’t be avoided, the combination is pretty effective, and enough to inspire
the same level of confidence you get from buying shrink-wrapped software
from a store. There is also a mechanism for checking the integrity of the
download, making sure that the transfer didn’'t get corrupted along the
way.

Microsoft Outlook (or Internet Explorer) will check the digital signa-
tures to make sure they are valid, then display the authentication certifi-
cate asking if you want to install the ActiveX control (see Figure 6.12).
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Figure 6.12 Authentication certificate from a signed ActiveX control.

Security Warning [x]
Do youwant ta install and run "DemoShield DemoX" signed

on 3/15/00 10:05 A and distributed by

InstallShield Software Corporation

Publisher authenticity verified by VeriSign Commercial
Software Publishers CA,

Caution: InstallShield Software Corporation asserts that this
contentis safe. “You should only install Avdew this content if vou
trust InstallShield Software Corporation to make that asserion

™ Always trust content fram InstallShield Software Carparation

Yes Mo | More Info |

At this point you are presented with two choices: either accept the pro-
gram and let it have complete access to your PC, or reject it completely.
Notice in Figure 6.12 there is an option to always trust content from the
person or company who made the control. If you check this, you are giving
them full privileges to automatically install software on your PC without
any warning messages—something | wouldn'’t give to any software com-
pany out there.

There are also unsigned ActiveX controls. Authors who have created
these have not bothered to include a digital signature verifying they are
who they say they are. The downside with unsigned controls is that if the
control does something bad to your computer you will not know who was
responsible. With a signed control, if something bad happens you will have
someone to hold accountable.

The default setting for Microsoft Internet applications is to reject any
ActiveX controls that are unsigned. This is probably a very smart move
because a lot of people out there like to click on dialog boxes without
reading them. If someone sent you an e-mail with an unsigned ActiveX
control, Outlook Express will ignore it by default. If you used prompt as
the security setting for unsigned ActiveX controls, you would see the
Authentication Certificate shown in Figure 6.13.

Safe for Scripting

There are two scripting languages that can access the functions of an
ActiveX control: VBScript and JScript (which we will discuss in more detail
later). In the newer versions of Outlook Express and Internet Explorer (4.x
and 5.x), Microsoft has implemented a security model that allows ActiveX
controls to be marked safe or unsafe for scripting. If an ActiveX control has
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Figure 6.13 Message for an unsigned ActiveX control.

Security Warning [x]

Do youwanttoinstall and run
"'hitp:f fvnnrr halcyon.com/melain/Activex/Exploder funsigne
d/Exploder.ocx"?

The publisher cannot be determined due to the problems
below:

Authenticode signature not faund.

Yes | No I More Info |

methods that allow it to do potentially malicious activities (such as read or
write to the hard drive), it can be marked as ‘unsafe for scripting’ by the
developer of the control.

This in theory should allow only safe controls to be accessed by
scripting languages. If an ActiveX control is deemed unsafe, it will not be
able to run automatically when your e-mail is opened. There are still some
major points of weakness in this model of security, which we will now
explore.

Points of Weakness

The ActiveX security model relies on the user to make correct decisions
about which programs to accept and which to reject. If you decide incor-
rectly about an ActiveX control, you could be in for a big headache. It
comes down to whether you trust the person or company whose signature
is on the authentication certificate. And do you always know enough about
a person to make that decision?

It really becomes dangerous when there is some flashy program you
just have to see. Humans are natural statisticians and will rationalize,
“The last five ActiveX controls | used were all fine [as far as you could tell]
so chances are the sixth one will also be fine.” This type of thinking will
work most of the time, but the one time there is a bad control it can do
almost unlimited damage to your computer.

Even non-malicious ActiveX programs have the potential to do harm if
their security model is not sound. For example, the Shockwave Player
allows people to code multimedia content. If the Shockwave player allows
people to look at files on your hard drive (which | don’t think it does) then
anyone who makes content using the Shockwave control could also look at

your files.
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Perhaps the biggest weakness of the ActiveX security model is that any
control can make subtle actions on your computer and you would have no
way of knowing. It would be very easy to get away with a control that
silently transmitted confidential configuration information on your com-
puter to a server on the Internet. These types of transgressions are prob-
ably not illegal, and companies could decide to do this in the name of
marketing research.

How Hackers Can Take Advantage

Technically, there have been no reported security holes in the ActiveX
security implementation. However, each ActiveX control you download
might contain security holes! These types of controls are called accidental
Trojan horses. To this date there have been many accidental Trojan horses
detected that allow exploits by hackers; let's look at some.

Preinstalled ActiveX Controls

All Windows systems are shipped with certain ActiveX controls already
installed. In one interesting case, HP Pavilion systems shipped with two
problem controls already installed: the System Wizard Launch Control and
the Registry Access Control. These controls have functions that allow
reading and writing of hard drive data. This allowed hackers to send mali-
cious mail to someone with Outlook Express and as soon as they opened
the e-mail the control could silently do any of the following:

= Install a computer virus or other software on a system.

= Disable Windows security checking, leaving the system open for
future attacks.

= Steal files from the hard disk and silently upload them to a remote
site.

= Delete any file from the local hard drive, including Windows
system files so that a system could no longer be booted.

The first item is especially interesting as it allows such devious soft-
ware as the Back Orifice 2000 install program to be executed on the user’s
machine. Back Orifice allows complete control of another user’'s system.
This leaves all the data and control of a user’s machine completely open for
someone else if there is a permanent connection to the Internet.

As mentioned earlier, if you have the latest versions of the software,
these types of controls will be marked as unsafe for scripting and therefore
will not run.
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Bugs Open the Door

There is a type of problem called a buffer overrun that seems to plague
many ActiveX controls. The advisory for the buffer overrun bug was
announced in September 1999, so companies that do not regularly up-
grade their software are still at risk. The net result of this bug is that it
allows arbitrary code to be executed on a user’'s machine. You might think
you are safe using code from well-respected companies such as Adobe or
Microsoft, but controls such as the Acrobat Reader 4.0 control contained
this bug. Remember, some of these controls are pre-installed, or come with
Internet Explorer. Theoretically, this means someone can send you an
e-mail with some clever VBScript (which we haven't discussed yet) and
take control of your system. You are at risk just by opening a piece of
e-mail!

Obviously you need to be aware of what ActiveX controls can affect
you. The known problematic controls that are commonly pre-installed for
Internet Explorer 4.x are listed in Table 6.3. These controls were marked
safe because it was thought that they did not allow direct access to the
user’s hard drive. The buffer overrun bug inadvertently allowed hard drive
access, so they are in fact not safe.

Table 6.3 ActiveX “Buffer Overrun” Controls and the Associated File

Control Name File Name File Version
Acrobat Control for ActiveX PDF.OCX v1.3.188
Internet Explorer setup control SETUPCTL.DLL v1,1,0,6
Windows Eyedog control EYEDOG.OCX v1.1.1.75
MSN setup BBS control SETUPBBS.OCX  v4.71.0.10
Windows HTML help control HHOPEN.OCX Vv1,0,0,1

Windows 98 Registration Wizard control REGWIZC.DLL v3,0,0,0

Intentionally Malicious ActiveX

If users change their Internet settings to low security, ActiveX controls
could invisibly be installed on a user’s PC through e-mail. The Chaos
Computer Club (CCC) of Hamburg, Germany has created a series of highly
malicious ActiveX controls. They are of course unsigned controls, so with
the default settings in place, Outlook will completely disregard them. Only
users who have intentionally degraded the default security settings are vul-
nerable to attack by this means.
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My Mistake...

If a control is inadvertently marked as “safe for scripting” when it is in fact
not, security holes can be exploited. There have actually been at least three
ActiveX controls that were accidentally marked this way: Microsoft's
Eyedog control, Scriptlet.typlib, and Windows 98 Resource Kit Launch
Control.

Microsoft has acknowledged these problems and released a patch to
deal with them. The patch can be found on Microsoft's Web site, along with
a simple test that tells you if your browser/e-mail program is vulnerable:
www.microsoft.com/windows/le/security/eyedog.asp.

Trojan Horse Attacks

Another tactic by hackers is to attach a Trojan horse program to some sort
of popular cartoon. Most people who are eager to see a funny Dilbert office
cartoon will click on Yes without a second thought because they just have
to see it. Once they do, their entire system (and the entire network) is com-
pletely open to the intruders.

NOTE

If you do detect that a control has done something malicious, it would
be very difficult to tell which ActiveX control did it. Microsoft Internet
Explorer offers no secure audit trail that records which ActiveX controls
were downloaded, or what reads/writes they performed.

Precautions to Take

Some people get annoyed with dialog boxes constantly popping up, so they
change the Internet Options to allow all signed content. In my opinion,
ActiveX installs occur infrequently enough that it is practical to keep the
default settings.

If you identify a problem control on your system (as you saw in Table
6.3) you will likely want to try to neutralize it. You should first check to see
if there is a patch available. For specific controls, visit the vendor's home
page. The best general site for ActiveX holes is the official Microsoft
Security site at: www.microsoft.com/security.

If you fail to find a patch, you could delete the file associated with the
control, but this is a messy solution that leaves entries in the Registry and
could cause your system to produce errors. Your best option could be to
disable scripting code from having access to ActiveX content.
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TIP

Want to disable scripting code from accessing an ActiveX control? From
the Start button, choose Settings | Control Panel, then double-click on
Internet Options. Choose the Security tab. Make sure Internet zone is
selected; then click on the Custom Level button. Scroll down until you
see ActiveX (see Figure 6.14). Now you have some options: if you select
disable scripting (Script ActiveX controls marked safe for scripting), no
control can be accessed with script code. An even better option would
be to select prompt so you know when JScript or VBScript is accessing a
control, and then you could make the call if you want to go any further.
There is a more complex way to disable ActiveX controls but it involves
editing settings in the Windows system Registry (see the Secrets
Appendix section, “Under-documented Features and Functions).

Figure 6.14 Disable scripting for ActiveX controls.

Security Settings [2]x]
Settings:

O Enahle =l
© Prompt
@ Initialize and script Activex controls not marked as safe
@ Disable
© Enable
© Prompgt
[@] Run ActiveX contrals and plug-ins
O Administrator approved
© Disable
@ Enable
© Prompt
@ Script Activer contrals marked safe for scripting

[

@ Enable
© Prompgt -
« | _l"
—PReset custom seflings
Besetto:  |kedium j Reset

Ok I Cancel |

VBScript

Microsoft's VBScript is the other scripting language out there that you can
use in HTML documents. VBScript is actually short for Visual Basic for
Scripting Edition. As the name suggests, the syntax of the language looks
very similar to Visual Basic, much like JavaScript resembles Java. It offers
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approximately the same functionality as JavaScript in terms of interaction
with a Web page. The main difference is that VBScript can interact with
ActiveX controls that a user has installed.

VBScript is not nearly as popular in Web pages as JavaScript because
it works only with Microsoft Internet Explorer and Outlook. It will work
with Netscape Messenger or Navigator only if you download a plug-in for
Netscape, such as ScriptActive.

Security Model

There really isn’'t a security model for VBScript. The language was designed
by Microsoft, and as long as it is implemented properly into e-mail programs,
there theoretically shouldn't be any problems. The Visual Basic language
does have ways to do disk operations, but in Microsoft’'s documentation for
VBScript they say all potentially unsafe operations have been removed
from the language. Here is the list of commonly used Visual Basic opera-
tions you won't find in VBScript:

= File I70

=  Dynamic Data Exchange (DDE)
= Object Instantiation

= Direct Database Access (DAO)
= Execution of DLL code

Like JavaScript, VBScript will execute automatically once you open up
a piece of e-mail in Microsoft Outlook or Outlook Express. VBScript itself is
basically limited to accessing data on the HTML document. This includes
ActiveX controls, and as we shall see, this opens up a lot of unsafe possi-
bilities.

Points of Weakness

There are some definite points of weakness associated with Visual Basic,
mostly as a result of being able to command ActiveX controls that may be
installed. The same is true for JScript, Microsoft's altered version of
JavaScript. Apparently they wanted JavaScript to interact with ActiveX
controls too, so they went ahead and modified their version of it.

VBScript, Meet ActiveX

You might think the removal of dangerous Visual Basic commands would
close any possible security problems. This is true with VBScript on its
own, but as we briefly explored in the previous section, VBScript can
access ActiveX components. This opens up almost unlimited possibilities
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as to what can be done with an otherwise limited scripting language. Every
door that was closed by the removal of these hazardous operations can
now be opened, if the proper ActiveX control exists on the system.

How Hackers Take Advantage

There are quite a lot of things a hacker can do with VBScript as long as it
has unrestricted use of any ActiveX control it can find. Fortunately the
latest versions of Outlook Express distinguish between safe controls and
unsafe controls.

Social Engineering Exploits

As with VBScript, JavaScript can display a dialog box and request a user
to enter information (see Figure 6.15). These are the same risks associated
with various types of social engineering. This can be persistent and not go
away until something is entered, which can wear a user down into entering
the password. Fortunately the title bar identifies the dialog box as
belonging to VBScript.

Figure 6.15 A VBScript dialog box.

1 WBScript

Please enteryour NT passward

Cancel

VBScript-ActiveX Can Double Team Your
Security

As we discussed in the previous section on ActiveX, there are some holes
with ActiveX that can be exploited to the hacker’s advantage using
VBScript. If VBScript authors want to do malicious things in an e-mail, all
they need to do is look for the unique CLASSID number that corresponds
to the ActiveX control. Once they find a control they wish to use, they will
have instant access to the functionality of that control within their
VBScript code. And, as we saw earlier, some controls allow operations to
be done on your system that you might not want.

If someone can find a way to get a control of theirs on your system, or
knows of a legitimate control that can be coerced into doing something
that suits their purposes, you could be in trouble.
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Precautions to Take

It is difficult to know exactly what controls exist on your system that may
be vulnerable to VBScript attacks. Microsoft has provided no good way to
keep track of which ActiveX controls you have installed. Some intrepid
security-minded users have figured out how to identify bad controls using
Internet Explorer. Figure 6.16 shows an HTML document that uses
VBScript to identify which controls are installed on your system (see the
Secrets Appendix for the Web address). In my case | had two controls that
put me at extreme risk, and one control that put me at medium risk.
According to the author of the Web page, with these controls a programmer
could install a virus on my PC, install a spying program on my machine, or
access my hard drive.

So what should | do once | find out there is a bad control on my
system? | could upgrade my version of Adobe Acrobat Reader for starters.
Adobe has acknowledged the problem with their Acrobat Reader control
and has made a patch available on their Web site.

Another option is to uninstall the offending piece of software.
Unfortunately not all controls have neat uninstall options. For example,
once Shockwave is installed there is no uninstall option for it. You can't
uninstall Internet Explorer in Windows, so this leaves you with only one
alternative: uninstall and then reinstall your operating system! | very much
doubt anyone will want to do this.

Figure 6.16 This Web site found two controls that are at extreme risk.

|8 aboutblank - Microsoft Internet Explorer _______________________________MEH

File Edt View Favortes Tools Help ‘
Address [ hp:/ fwwwiac.net/users fsmiths /acciroj /xcheck im EEES
|
ActiveX control Risk

Windows HTML help control [ More Info ] Not Found
Windows 98 registration wizard control [ More Info ] Not Found
Windows 98 Image admin control from Kodak [ More Info | | Not Found
Windows 98 Image edit control from Kodak [ More Info ] Not Found
Internet Explorer 5 scriptlet typelib control [ More Info | Not Found
Internet Explorer digital certificate control [ More Info ] Extreme
Windows Eyedog control [ More Info ] Not Found
Internet Explorer setup control [ More Info ] Not Found
MSN setup control [ More Info ] Not Found
HP SystemWizard launch controel [ More Info ] Not Found
Windows 98 ResKit launch control [ More Info ] Not Found
Registry access control [ More Info ] Not Found
Adobe Acrobat 4.0 ActiveX control [ More Info | Extreme
IES DHTML edit control [ More Info | Me dium

@] hitp:/ fvwew tiae netfusers/smiths facctraj fbuffost him [ ] @ meemet P

I've mentioned this before, but upgrading all your software is your best
choice. Microsoft is taking steps with Outlook Express/Internet Explorer to
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reduce the risk. As we mentioned in the previous section, ActiveX controls
can now be marked as safe or unsafe for scripting. Their latest version of
Outlook Express and Internet Explorer will allow settings to be customized
so you have the option to not allow scripting languages to access ActiveX
controls marked as unsafe (see Figure 6.14).

You could also make the extreme move of completely disabling the
script, but this would greatly reduce the functionality of Web pages and
e-mail content.

Summary

The introduction of active content in e-mail creates a possible threat to the
security of your system. E-mail goes directly to a specific address, so with
these methods, a hacker can target a single organization or even a single
person. The four types of mobile code discussed in this chapter all have
had some effort put into making them secure, but the technology is so
complex that security holes have been found for every one. This threat
diminishes as the products become more mature and possible threats are
patched.

Not all e-mail clients allow all four types of mobile code. Table 6.4 sum-
marizes which clients are susceptible to attacks from each type of mobile
code.

Table 6.4 Summary of E-mail Clients that Allow Mobile Code

Java Applet JavaScript  ActiveX VBScript
Eudora Yes Yes Yes Yes
(No by default)
Netscape Yes Yes Not without  Not without
Messenger a plug-in a plug-in
Outlook Yes Yes Yes Yes
Outlook Express Yes Yes Yes Yes

Even greater risks are introduced when two or more types of mobile
code are allowed to interact with each other. Individually they might be
fairly safe, but when working in cooperation they can cause loopholes in
the security. VBScript and ActiveX are especially dangerous when they are
used together, but new additions to Microsoft's e-mail clients are
addressing these issues.

It is comforting to know that, as of the writing of this book, there has
been no serious damage done to corporations through mobile code attack
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with e-mail. This is probably in large part because the people who have the
technical skills required to do these exploits choose not to. The other pos-
sibility is that these exploits have been done but have not been detected.

FAQsS

Q:

A:

> O

> O

> O

If I grant full access to a Java applet, will it stay on my system and
continue to have access to my computer?

No, Java applets are not permanently installed. The code is sometimes
kept in your disk cache for a while, just like graphics images some-
times are. It will be gone when your cache is automatically cleared out.

. What is the difference between JScript and JavaScript?
> JScript is Microsoft’s version of JavaScript. The main difference

between JScript and JavaScript is that JScript can interact with
Microsoft ActiveX components the same way VBScript does.

. Why doesn’t the filter | made for Outlook Express find the HTML tags |

wanted it to look for?

. The filter that Outlook Express uses to search through text messages

ignores any HTML codes. An unfortunate side effect of this is that you
can’t identify and filter e-mail with mobile code.

: How do | tell which ActiveX controls are installed on my system?
. Microsoft has not provided a method of listing which ActiveX controls

are installed. It is possible to check with VBScript in an HTML docu-
ment. There is a Web site that does this: www.tiac.net/users/smiths/
acctroj/axcheck.htm. It will identify only problematic controls.

. How can | uninstall an ActiveX control?
. Some ActiveX controls you install will be kind enough to give you an

uninstall feature (under Start | Settings | Control Panel | Add/Remove
Programs). There is no formal way to remove ActiveX controls, however.

. If an ActiveX control is downloaded when | go to a Web page, will it dis-

appear when | leave that Web page?

. This is true only for Java applets. Some ActiveX controls, such as

Shockwave Player, are installed permanently on your system and do
not offer an uninstall feature.
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Introduction

Most companies have a firewall in place to protect their information
resources—but what about home users? What about employees of those
same companies who access the corporate network across the Internet via
a virtual private network (VPN)? Do they need similar protection? Do those
machines often contain sensitive information?

The answer, increasingly, is yes. Attackers will just as soon take over
your home machine as one in a big company. It's commonplace for home
machines to be probed for common weaknesses. If you decide to install one
of the packages (or a similar one) discussed in this chapter, you'll find this
out for yourself.

The information presented in this chapter is intended to give you a
sense of the products that are available to protect your home computer
system. The few products that we have chosen are not a complete list. In
fact, they were chosen specifically because of their differences with each
other, so one should not be considered better or worse based on the infor-
mation in this chapter.

In this chapter we’'ll review some particular personal firewall software
packages, and more important, we'll discuss the different types of products
marketed as firewalls.

We begin our discussion with the question: What is a personal firewall?

NOTE

This chapter covers the basics to help you determine if you need a per-
sonal firewall, and if so, to help you choose which type you need. If
you’re interested in learning more about these topics, we recommend IP
Addressing and Subnetting Including IPv6, published by Syngress Media.

What Is a Personal Firewall?

A firewall, in the information security sense, is a device that is designed to
selectively allow traffic through a network. Typically, a firewall is configured
with a set of rules that define what traffic is allowed through and what
traffic is blocked. These types of firewalls run on a separate box—either
another computer, or specialized hardware. These firewalls are used at
most companies with Internet connections, and tend to be somewhat
expensive (at least several thousand dollars).
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Traditional firewalls are usually put in place to protect a group of com-
puters, to justify the expense of a separate computer or device. However, a
home computer user with just one computer to protect won't spend a large
amount of money on such a device. Also, the home user doesn’t have many
machines to protect. Therefore, it makes the most economic sense to have
the home firewall be software that runs on the same computer it is to pro-
tect. This type of arrangement has both advantages and disadvantages that
we'll discuss throughout this chapter.

Many vendors use the word firewall to mean different things.
Traditionally, firewalls would control access on a port and protocol level.
Firewalls would be configured so that only certain port numbers or IP
addresses could be reached. This could be accomplished with routers
acting as simple packet filters, and the pass or drop decision would be
made on a per-packet basis.

These simple packet filters are inadequate for many security purposes,
but are still tremendously useful in the right application. Other firewall
designs include application proxies, which are programs designed to
understand the actual network protocol being used. An example is a
Hypertext Transfer Protocol (HTTP) proxy, which understands the HTTP
protocol for the purposes such as caching, blocking certain Web pages,
and removing JavaScript. Proxies are often used in conjunction with
packet filters, with the packet filters configured so that communications
would be allowed only via the proxy.

Most modern (non-personal) firewalls are a combination of proxies and
stateful packet filtering, which allows filtering decisions based not only on
the current packet being considered, but also on what took place previ-
ously with that connection. They can also typically modify packets as
needed. This gives the stateful packet filter more flexibility than a regular
packet filter, and decreases the security issues that traditional packet fil-
ters have.

Most of these technologies are, again, designed with the firewall being
an external device. An external firewall can’'t know (or easily infer) many
things that are taking place on the inside machines it is protecting. For
example, if an inside machine connects out to a Web site, the firewall
cannot easily determine if that was a legitimate user on their Web browser,
or a malicious Trojan horse program.

However, a firewall program running on the same computer that it is
protecting has a number of additional options. For example, it can deter-
mine (if programmed to do so) which program is communicating on the
network, and possibly take action based on that. A local firewall program
may be able to react differently to certain types of network probes based
on which operating system (OS) the firewall is running on.
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Next, we examine the key features of current personal firewalls and
which features are easily implemented on a local firewall program.

Blocks Ports

A fundamental function of a firewall is the ability to block traffic on a port
level. This especially makes sense for an external firewall that protects
many machines. In that situation, you would probably want your firewall
to allow only packets destined for port 25 to go to (or be sent from) your
mail server. If you wanted people behind the firewall to only have Web
access to the Internet, you'd allow traffic out to only port 80.

The same requirements exist for personal firewalls. You'd like to have
the ability to block the Internet at large from getting to certain ports on
your machine. For example, if you're running a Windows operating system,
you’'d probably like to block all the ports related to Windows file- and
printer-sharing. Most of the personal firewalls in this chapter will do that if
configured to do so.

This begs the question though, if you don’t want those ports to be
reachable, why not just shut off the services themselves? If you have them
on, you probably have them on for a reason (if you don’t, then by all
means, shut them off). Perhaps you have more than one computer, and
you're sharing files or a printer. This arrangement is fairly common in
small businesses. What you really want is for those ports to be selectively
reachable. ldeally, you'd like to set things up so that the machines you
want to can connect to those ports, while all others get blocked. Or per-
haps you want those ports reachable only when you’re not connected to
the Internet, or perhaps restricted to certain times of day.

Block IP Addresses

One way to selectively allow traffic to ports from some machines and not
others is to make decisions based on IP addresses. For example, if your
other home machine is IP address 192.168.0.2, then you could configure
your firewall to allow all communications from that IP address, and block
all others. Many personal firewalls will allow for blocking of IP addresses,
either everything from a particular address or selective ports.

There are a number of potential problems with this arrangement. First,
your computer’s IP addresses might be dynamically assigned by your
Internet service provider (ISP). It's likely that there will be no way for you
to easily determine what IP address has been assigned and automatically
reprogram your firewall. You could always do so manually, or set your fire-
wall to prompt you.
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Another problem is IP spoofing. IP spoofing occurs when a computer
fakes its own address when it sends a packet. In our example, an attacker
on the Internet could pretend to be 192.168.0.2, which the attacker has
guessed (correctly in this case) is trusted by the firewall software. There
are some technical hurdles that must be completed before a spoofing
attack can be successful, but it's an exposure we'd rather not have if pos-
sible.

The reason for the IP spoofing problem is that a personal firewall
machine will often have only one network interface. Larger firewalls typi-
cally have two or more interfaces, at least an inside and an outside. A
multi-interface (also called a multi-homed) firewall can be programmed to
reject packets that claim to come from the inside, but arrive on the outside
interface. On a personal firewall, there is typically only one interface, so
with Layer 3 addresses (IP addresses, in this case) everything is “outside.”

The lesson to take away from the discussion of IP spoofing is that if
you've got multiple computers at home or in your small business, you may
want to consider setting up a perimeter. This would consist of a main fire-
wall machine, which can also double as a workstation, which would have
two interfaces, an inside and an outside. The main difference between this
type of setup and a regular corporate firewall is that you're using one of
the machines as the firewall (there’'s no separate machine), and the cost of
the software is much lower (it's aimed at mass-market home users and
small businesses). This type of arrangement does require a couple of extra
items, including an extra network interface of some sort (though it could
be as inexpensive as a modem for dialup access) as well as connection-
sharing software.

If you wish to investigate on your own how to share a single connection
among multiple computers, take a look at software such as Sygate or
Wingate, as well as the free Internet Connection Sharing feature from
Microsoft, which comes with later versions of Internet Explorer.

Once such an arrangement is put in place, some personal firewall
packages can attach themselves to only a single interface, or in some
cases, apply a different set of rules to different interfaces. With such an
arrangement, it would be possible to have the public-facing interface fire-
walled, and the inside interface open, so as not to impede internal traffic.

Access Control List (ACL)

An Access Control List (ACL) is a generic term for any list that is intended
to control access. ACLs are usually used to mean one of two things—a list
of permissions to a disk or set of files, and a list of what sorts of network
activity are and are not allowed.
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An ACL in the file sense is a mechanism for enforcing a particular set
of permissions for a file or directory. This could be either on a per-user or
per-process basis. For example, if someone is logged into your computers
as “guest” you might not want them to have access to your documents.
You would have an ACL that said something like guest:no access. For a
process example, consider your Web browser. You might want to have a
rule as a backup protection mechanism that says your browser can't write
to most of your hard drive. That way, if some attacker takes advantage of a
hole in your browser software, your backup mechanism might save you.
There is an example of this type of ACL in the eSafe section later in this
chapter.

A network ACL is used to define which addresses and ports are allowed
or blocked. An ACL entry typically includes some portion of the following:
an address or range (192.168.0.1, or 192.168.0/24), a list or range of ports
(80, 25, >1023), and a protocol type (Transmission Control Protocol, or
TCP; User Datagram Protocol, or UDP; or Internet Control Message
Protocol, or ICMP).

Other things that may be included in an ACL include time information
(enforced during certain hours) or temporary entries that may be added in
response to other traffic that has gone by.

Since the term ACL is pretty generic, it gets fairly vendor-specific
beyond those simple terms. Some firewall vendors call it a rule set. Some
firewalls can have much more complicated things besides just allowing or
not allowing certain ports or files. While discussing specific products in
this chapter, there will be a number of examples of ACLs.

Execution Control List (ECL)

An Execution Control List (ECL) is similar in spirit to an ACL, but it controls
which programs may be executed. This may seem to be a bit redundant if
an ACL is in place. For example, most file ACL software will allow you to
mark files with an execute/no execute flag.

But ECLs are not redundant. The reason is that not all programs come
off your hard drive. Many programs are now accessed via the Internet. |
don’t mean programs that you would normally download and install, but
rather executable content; for example, JavaScript, VBScript, ActiveX,
Java, or just about any kind of program that can arrive in your e-mail, or
can be loaded by a Web browser.

The simplest example of this is disabling scripting languages in your
Web browser or e-mail client. For example, in Netscape you can disable
Java and JavaScript. This is a very primitive ECL that says your browser
doesn’t have permission to run Java or JavaScript programs.
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Of course, you'll want some with more detailed control. Some of the
personal firewall products in this chapter will allow you to control which
scripts and programs get executed, based on where they come from. In
addition, some of the products contain signatures for known malicious
programs, similar to how a virus scanner works.

Intrusion Detection

Intrusion detection, also called an Intrusion Detection System (IDS), is a dif-
ferent animal than a firewall. While the idea behind much of what is cov-
ered in this chapter is prevention, intrusion detection is concerned with
detection. There's a significant difference. Prevention may prevent an
attack from succeeding if the preventative measure is working properly. Or,
it may fail. Chances are if there’'s an attack that is able to get around a
preventative measure, it won't be noticed. Detection focuses on being able
to spot attempts and/or intrusions. It doesn’t necessarily block them. An
attack might succeed, but it (hopefully) won't go undetected.

Detection is important so that you have some idea of the level of
damage done, and so that you have some level of evidence. (This type of
evidence may not be admissible in a legal situation, but something is
better than nothing.)

For many enterprise-level products, the IDS function is often separate
from any firewall function, though some IDS products can communicate
with firewalls to block apparent attackers. For personal firewall products,
the two functions are often integrated. So, for many personal firewall prod-
ucts, there is no real distinction between the firewall function and the IDS
function. In many ways, you could think of the IDS function as a sophisti-
cated reporting mechanism for what the firewall blocks.

All of the products we look at in this chapter have some function that
could be considered IDS if it's enabled. At the minimum, you can enable
alerting for things that the firewall blocks. Some products go a bit further,
and attempt to identify and classify the particular attack being attempted.

You may wonder what you do with any IDS information you collect. It
depends mostly on your attitude and how much work you're willing to do.
In general, even if you detect something that you think is malicious, you
can forget about involving law enforcement. First, many of the probes that
constitute attacks are not illegal in most places. An actual intrusion would
have to take place to interest law enforcement, and even then, it's widely
reported that they want to see some minimum dollar amount of damages
before they will open a case. (It's usually said to be $5000 in the United
States to interest the FBI.) Naturally, the laws vary by region and over
time, so if you really want to pursue this route, consult a lawyer.
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The next thing you can do is contact the (apparent) ISP of the offender
and report the offense. Success for this method varies greatly, and
depends on your definition of success. Some ISPs will do nothing. Some
will investigate. Some will note the complaint, and maintain a tally of how
many complaints they get about a particular user. Some will terminate the
apparent offender’'s account immediately. Taking the time to look up whom
to contact each time you get a probe from somewhere in the world can be
very time consuming.

I don’t have an answer for you about what to do with your IDS logs. If
you're interested in joining an e-mail list that covers this subject, you can
check out the Incidents list at SecurityFocus.com: http://securityfocus.com/
forums/incidents/intro.html.

For IT Professionals

IDS Monitoring

A significant issue for many larger companies is what to do with the
information collected by your IDS. If you have purchased and installed
an expensive IDS, what are you going to do about monitoring? Some
organizations are set up with 24-hour teams to monitor such activities,
ready to make some sort of live response. Others will review the logs
once a day, once a week, or when time permits. Some will use it after an
incident has occurred, to try and see how the intruder got in.

If you’re thinking about acquiring an IDS system, decide ahead of
time how it will be monitored. This should be detailed in a written secu-
rity policy for your company—not only how it will be monitored, but
also what your response(s) will be. If you're not able to put down on
paper how you’re going to utilize an IDS, then you probably don’t have
a good reason to purchase one.

Personal Firewalls and E-mail Clients

How do personal firewalls relate to e-mail security? Well they don’t, not
directly. Strictly speaking, e-mail security is all the things covered by the
rest of this book. If you were extremely careful about how you handled
attachments, and you kept the latest patches for your e-mail client
installed, you would be relatively safe. One problem is that you might be
one of the first victims of an exploit for a bug that wasn't previously
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known. Bugs have been published for both Outlook and Eudora that would
be triggered as soon as the e-mail was downloaded, before you had any
chance to react at all.

Personal firewalls can help you keep your e-mail secure in two ways.
The first is to save you from yourself. The second is to act as a secondary
defense mechanism. There’s always a chance that you might click on an
attachment you know you shouldn’t have, or put off reconfiguring your
e-mail program to be more secure. Some of the personal firewall products
noted in this chapter can help with that, to some degree. In addition, a
personal firewall might just save you from a problem that you could never
have hoped to prevent.

The idea is security in layers.

Levels of Protection

You've probably heard the term “belt and suspenders.” This refers to the
idea of a person who wears both a belt and suspenders to hold up their
pants, in case one of the mechanisms fails. This way, should there be a
catastrophic failure in one of the two pants-retention systems, coverage is
maintained.

The same concept applies here. Consider your e-mail client program or
server (with a conservative configuration) your primary security mecha-
nism. Your personal firewall is your backup. Hopefully, even if something
slips past your e-mail, your personal firewall will keep your trousers from
rocketing to the ground.

Basically, if you take all the concepts covered so far (including ACLSs,
ECLs, port blocking, intrusion detection, and content filtering), and add
those as security layers to your system, you've got a much harder target
for the attacker. ACLs may prevent the malware from erasing or modifying
files. ECLs may keep it from fetching and running the rest of the exploit
from the Internet. If you manage to install a Trojan, port filtering may keep
the attacker from connecting to your machine.

False Positives

One of the difficulties with IDS systems (and personal firewalls that pro-
duce IDS-like reports) is false positives. A false positive is a report that
something threatening is taking place, when in fact something less serious
is occurring. There are several reasons this might happen. One is that
some attack or probes could be malicious, but unfortunately happen fre-
quently for non-malicious reasons. Another reason is a technical weakness
in the program. Finally, it's possible to have false positives due to miscon-
figuration.
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One example of a probe that appears serious, but might be accidental,
is NetBIOS name probes. An attacker looking for vulnerable Windows
machines might broadcast NBNAME probes looking for responses. The
problem is, Windows machines broadcast the same types of request to
their local subnet on a regular basis. This is part of how the Network
Neighborhood browsing works. This happens often enough that you will
probably be stuck ignoring such probes because you won't be able to tell
the malicious from the innocent.

A common technical weakness that appears in some less sophisticated
IDS and firewall products is the reverse port problem. For example, one com-
monly identified Trojan port is 12345 for Netbus. If a packet comes into your
machine destined for port 12345, it will likely cause an alert saying that a
Netbus probe is happening. However, if your machine happened to pick
12345 as its source port for originating a connection out to some server,
then the reply is going to contain that port as the destination, and some
IDSs will flag that. The smarter IDSs will note either that it's a reply, or have
noted that it was preceded by a request from that port, and ignore it.

Finally, it's possible to get false positives from an IDS due to misconfig-
uration. Some probes are perfectly normal, depending on your configura-
tion. For example, at my job | frequently get complaints from people who
say that | am “probing their smtp port,” according to their IDS system. So
far in every case, it has turned out that the problem was that they had set
their IDS to flag probes to port 25 as suspicious. Port 25 is the Simple Mail
Transfer Protocol (SMTP) port, used for receiving e-mail. Then they set the
IDS system to monitor their e-mail server. An e-mail server is supposed to
get connections to port 25. A packet destined for port 25 is suspicious only
if the system being probed is not an e-mail system.

Network Ice BlackICE Defender 2.1

BlackICE Defender from Network Ice is a firewall and IDS. The Defender
version is designed as a stand-alone package for the home user. There are
also centrally-manageable versions for corporate use. BlackICE Defender is
strictly a commercial product, and they do not make an evaluation version
available at the time this was written. It's relatively inexpensive (as are all
of the products mentioned in this chapter) at $39.95 US, and can be pur-
chased directly from the Network Ice Web site at www.networkice.com.

Installation

BlackICE Defender installs like most Windows applications. First, you
select a directory to install it into (see Figure 7.1).
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Figure 7.1 Selecting an installation directory for BlackICE Defender.
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Next, you select which program folder you want it to go into (see Figure
7.2).

Figure 7.2 Selecting a program folder.
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BlackICE requires a license, since they do not offer a trial version. The
screen where the license is entered is shown in Figure 7.3.
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Figure 7.3 Entering the BlackICE Defender license string.
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Figure 7.4 shows the next screen, which is the summary of the options
you've selected so far, before proceeding. My license key is blacked-out, in
order to avoid giving all the readers of this book free usage of BlackICE.

Following this step, the installation program copies the appropriate files
to the directory you indicated, and activates BlackICE Defender. On my
test system (Windows 98), a reboot was not required.

Figure 7.4 Installation confirmation screen.
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Configuration

BlackICE Defender will run in the background watching for attacks and
probes. When an attack of some sort is detected, BlackICE will flash in the
Taskbar, or produce a sound, or pop up, depending on configuration.
Attacks are listed in the Attacks screen, as shown in Figure 7.5.

Figure 7.5 BlackICE Defender Attacks screen.
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There are a number of potential attacks that have been flagged in our
example. The top two on the list (identified as a NetBIOS port probe)
occurred by coincidence while | was simply running BlackICE with my DSL
connection up. They are neighboring machines who sent NetBIOS broad-
casts as part of their normal network browsing process. If you're on a
cable modem or DSL connection, you’'ll probably get these from time to
time. The third NetBIOS port probe was generated intentionally by my
using Telnet to attempt to connect to port 139 of my Windows 98 machine,
from a machine named mail (which | was connected to remotely via SSH).

Telnet reported that my connection was unsuccessful, but BlackICE
noted it, as we expect it would. BlackICE is doing its job of both firewalling
the connection attempt, and alarming on it.

The rest of the alarms shown in Figure 7.5 were the result of using
either Telnet, or NMAP from the machines indicated as the Intruder.

When you see alerts like these, you’ll want to know how serious the
attempts are. Are they normal (like the NetBIOS port probes we saw), are

www.syngress.com



240

Chapter 7 = Personal Firewalls

they potentially malicious but not something to worry too much about, or
is someone trying really hard and showing some sophistication?

BlackICE can provide some help in this area. Notice the advICE button
in the lower-right corner of Figure 7.5. If you highlight a particular attack,
and then click the advICE button, you'll be taken to a Web page similar to
the one shown in Figure 7.6.

Figure 7.6 Network Ice NMAP ping advICE.
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On this particular Web page (there is a different one for each type of
attack) Network Ice is providing information about an NMAP ping.
Basically, it says that NMAP is a mapping and scanning tool, and that a
false positive is unlikely. Based on this, you could probably be fairly confi-
dent that NMAP is being used against you.

This doesn’'t necessarily tell you what to do about it, if anything.
Network Ice also provides some Frequently Asked Questions (FAQ) links in
the upper-right corner of their Web page.

Let's return to the main BlackICE screen, and look at the Intruders
tab, as shown in Figure 7.7.

Here we see the list of intruders from the intruder column on the
Attacks tab. On this screen, we get more information (if it's available)
about each of the intruders. For example, for the machine named
GATEWAY, BlackICE Defender has been able to determine the node
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(NetBIOS) name, the workgroup, Media Access Control (MAC) address,
Domain Name System (DNS) name, and NetBIOS functions advertised. This
is the much the same as the information you’ll get from doing a nbtstat (a
command on the IP address of the attacker).

Figure 7.7 BlackICE Defender Intruders screen.
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Some of this information you could get yourself sometime later, but
many times the attacker will be on a temporary IP address, either dialup,
or some flavor of Dynamic Host Configuration Protocol (DHCP). If you have
BlackICE grab the information immediately following the attempt, you're
much more likely to get accurate information. This feature can be disabled,
which may be important. Don't forget that the attacker may be running a
similar personal firewall, and see your machine connect to try to get the
information. This may indicate to the attacker that you're running a per-
sonal firewall of some sort. It may be a good or bad thing for the attacker
to think that, depending on their mindset. It also depends on your pur-
poses, whether you want to deter or just detect.

BlackICE Defender will give you a time-based history graph of both
traffic and attacks. See Figure 7.8 for an example.

The Information tab simply provides some basic program information,
such as the license string, date your support expires, and some what's new
information, similar to what is in the readme file. (See Figure 7.9.)

The only thing that the menu in Figure 7.9 is obscuring is my license
string.
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Figure 7.8 BlackICE Defender History screen.
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Figure 7.9 BlackICE Defender Information screen.

¥ BlackICE by Netwoik ICE M=l E3
File | Tools Help 2o

Edit BlackICE Settings... ioh |
BlackICE Engine
L Clear Attack List
’— Download Lpdate
Preferences..

BlackICE Defender 2.1
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Support Expiration: 2001 -Maow-14

= Suppart for Windows Millennium

* Protection against hundreds of
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B ackOrifice Trajan Haorse, Sub
Seven Port Probe, Buffer Dverflows,
and the | love You'' worm
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attack notification

J=

Close | Help | J
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Under the Tools menu are a number of choices, including Edit

BlackICE Settings..., as shown in Figure 7.9. Choosing this one produces
another window, shown in Figure 7.10.
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Figure 7.10 BlackICE Defender Protection Settings screen.

<+ BlackICE Settings

Trusted Addiesses | Blocked Addresses | ICEcap |
Fratection | Packet Log I Evidence Log I Back Trace

Select pour desired pratection lewvel.

Security Level

o Haannid Blocks all unsolicited inbound traffic:
 Mervous Blacks most unzolicited inbound traffic.
" Cautious Blacks some unsolicited inbound traffic.

= Trusting Allows all inbound traffic.

[~ Allow Intemet file sharing
[ Allow NetBIOS Neighborhood

ok I Cancel | Aol | Help |

This window uses a tabbed interface, like the previous one. The first
tab, which can be seen in Figure 7.10, is the Protection tab. In the center
is the Security Level setting. The default is Cautious. I've set mine here to
Paranoid. If you're curious what the different levels are, and you end up
purchasing a copy of BlackICE Defender, clicking on the Help button on
this screen will explain them. Basically, Trusting allows everything, and
each higher level blocks more types of incoming traffic. The help says
Cautious will block only operating system-type services; Nervous blocks all
incoming except for some streaming media content; and Paranoid blocks
all unsolicited inbound traffic.

Towards the bottom are two checkboxes, unchecked in our example.
The first, labeled Allow Internet file sharing, controls whether BlacklCE
Defender will allow access to the file and printer shares on your system.
The second, labeled Allow NetBIOS Neighborhood, controls whether your
computer shows up in the Network neighborhood.

The next tab is Packet Log, as shown in Figure 7.11.

BlackICE Defender has a feature that will allow it to record all packets
in and out of your computer. Check Logging enabled to enable it. File
prefix sets what the files with start with, log..., by default. You can also set
the maximum file size and number of files. When they fill, the oldest file
gets overwritten.

Logging all packets can be useful if you suspect you're under some sort
of new attack. The packet logs may allow yourself, your peers, or perhaps
anti-virus vendors to analyze the contents after the fact to try and deter-
mine what occurred. There’s always a small chance that you'll get hit with
some new attack fairly early in its lifecycle. That may not help you, but at
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least you can help other folks in the future, and possibly do some damage
control on your own system.

Figure 7.11 BlackICE Defender Packet Log Settings screen.

<> BlackICE Settings
Trusted Addiesses | Blacked Addresses | ICEcap I
Protection Packet Log | Evidence Lag I Back Trace

Enable logging to record all system traffic into log files.

i

Lag Fil

File prefis:

tdaximum size [kbytes): ID
M arimum number of files: I‘I o

ok I Cancel | A | Help |

Much like the packet logging feature, BlackICE Defender supports an
Evidence Log (see Figure 7.12). This is on by default. The key difference is
that the Evidence Log contains only packets related to identified attacks.
Any new attacks that the BlackICE developers haven’t seen before will be
missed, unless they appear to be similar enough to a known attack to
trigger an attack signature.

Figure 7.12 BlackICE Defender Evidence Log Settings screen.

«» BlackICE Settings [ %]
Trusted Addresses I Blocked Addresses ICEcap |
Pratection I Packet Lag Evidence Log Back Trace

Enable logging to collect traffic from suspected intruders.

I gagin
Log File:

I %,

File prefis: sd%d

M axirmum size [khytes]: 1400
b aximum number of fles: I?Q—
I aximum number of secs: 86400

ak I Cancel | Sl | Help |

If you ever plan to do anything with your IDS information, then you
should probably leave this feature on. If any interesting attack hits you at
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some point, by the time you are alerted, it will be too late to start the
packet recording. ISPs may want to see packet logs, and if you ever plan to
try to prosecute anything, you're required to log evidence at all times as
part of your normal procedure. It's not clear that such logs will be admis-
sible, but it's obviously better to have them just in case.

The Back Trace tab is next, and it's shown in Figure 7.13.

Figure 7.13 BlackICE Defender Back Trace Settings screen.

«» BlackICE 5ettings

Trusted Addiesses I Blacked Addresses | ICEcap |
Protection I Packet Log I Ewidence Log Back Trace

Select the traces and thresholds that will trigger on attacks

¥ DNS lockup ¥ MetBI0S nodestatus

Indirect Trace——————————— Dirgct Traze—————————————
{ Teshokd |8 { Tieshod  [*9

oK I Cancel | Lol | Help |

Recall that on the Intruders tab on the main BlackICE screen (shown
in Figure 7.7) we had some extra information about some of the attackers.
This screen is where the extra information is configured. Two types of
traces are offered; indirect and direct. Currently, BlackICE offers an indi-
rect trace of a DNS lookup (a reverse DNS lookup, actually). This is called
indirect because the packets that are used to perform this function aren’t
addressed to the attacking machine. The idea is that if the attacker is
paying attention, or has an IDS of their own, they would see the query if it
connected to their machine directly. The attacker won't see the DNS
lookup on their attacking machine. Keep in mind that some attackers con-
trol their own DNS servers though, so it's possible that they might see the
DNS lookup, and correlate that to their attack, thereby tipping them off.
Relatively few attackers will go to this level of trouble, though, as they are
usually more concerned about hiding their tracks, so they will be coming
through a dynamic IP address, or bouncing off someone else’s machine.

The direct trace is a tad more intrusive. Your computer will attempt
limited communications with the attacker's machine. In this case, it will be
to retrieve the NetBIOS information we saw in Figure 7.7. An attacker
paying any attention will surely notice that. Don't necessarily let that stop
you; you may want the attacker to know that you're paying attention and
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have an IDS. Perhaps they will move on to easier prey. Also, you may find
the trace back information useful enough that you're willing to let it be
known that you've detected the attempt.

The numbers in each case are BlackICE'’s internal severity levels. The
30 falls under suspicious, and 60 is in the range of serious.

The next tab we will look at is Trusted Addresses, shown in Figure 7.14.

Figure 7.14 BlackICE Defender Trusted Addresses Settings screen.

4 » BlackICE Settings
Frotection | Packet Log I Evidence Log I Back Trace I
Trusted Addiesses | Blocked Addresses | ICEcap
Enter the IP addresses that vou want BlackICE tao trust.
fdd.. | pepe |
ok I Cancel | Lol | Help |

Trusted addresses are IP addresses that you trust. BlackICE will not
firewall or alert on trusted addresses. If you have a friend you want to
communicate with, or perhaps another home machine, you may want to
add that machine to the list.

Similarly, you can have Blocked Addresses, as shown in Figure 7.15.

Figure 7.15 BlackICE Defender Blocked Addresses Settings screen.

«» BlackICE Settings [ x]
Protection | Packet Log | Evidence Log | Back Trace |
Trusted Addresses Blocked Addresses | ICEcap

“iew the systems that BlackICE is currently blocking

| | Address | Start Time | End Time |
& M 20712612770 2000-08-27 11:2500  2000-08-27 12-25:00

1] | ol

¥ Enable AutoBlocking

0k I Cancel | Lpply | Help |
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In Figure 7.15, you can see an address I've added to the blocked list.
Address blocks are done with a time attached to them. In this case, you
can see that the block was done for one hour. Also below that is an Enable
Auto-Blocking check. For certain types of attacks, BlackICE will automati-
cally add those attackers to the blocked list.

Finally, under the Settings screen, is the ICEcap tab, as shown in
Figure 7.16.

Figure 7.16 BlackICE Defender ICEcap Settings screen.

4 » BlackICE Settings

Frotection I Packet Log I Evidence Log I
Trusted Addiesses | Blocked Addresses |

Set the account infarmation for reporting to ICEcap.
I” | Beporing enatled

ICEcap

URL: I

Account name: I

Agcount pazsword: I
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ok I Cancel | Lol | Help |

ICEcap is the piece that communicates with the central server in an
Enterprise setup for BlackICE. This feature is not enabled in BlackICE
Defender, so everything is greyed out.

Going back to the Tools menu (as shown in Figure 7.9), we want to look
at the Preference menu item. That screen is shown in Figure 7.17.

Figure 7.17 BlackICE Defender Preferences Settings screen.
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On the Preferences screen, you can configure how you get alerted,
whether the program automatically checks for updates, and whether you
will get confirmation dialog boxes (the “Are you sure?” type queries). You
can set BlackICE to provide a Visible indicator (blinking in the Taskbar) or
an audible indicator (your choice of .wav file). You can also set the levels of
alert you want to be notified of.

E-mail and BlackICE

BlackICE Defender concentrates on IDS and firewalling. Therefore, its
strength isn’t necessarily direct e-mail protection. However, BlackICE will
detect some malware as you are in the process of downloading it from your
mail server. For example, on my system it was able to detect a copy of the
Love Letter virus arriving in my mailbox, and flagged it as a red alert.
However, it doesn’t stop it from arriving, and it's up to the user to manu-
ally delete the offending e-mail.

Aladdin Networks’ eSafe, Version 2.2

The eSafe product is a bit different from the traditional personal firewall.
In addition to being able to block network activity from the outside as well
as activity originating from your computer, it has a number of other fea-
tures. It comes with a traditional anti-virus scanning engine, can block
traffic based on content, can block access to your file system, and has a
sandbox feature.

A free trial is available at the Aladdin Web site at www.ealaddin.com.

Installation

Installation is fairly typical, with perhaps a few more choices to make than
usual. The eSafe product claims to support multiple languages, as shown
in Figure 7.18.

If you're not a native English speaker, this might be a nice feature.
Following a license agreement that you must click OK on, you're presented
with a welcome screen, shown in Figure 7.19.

The obvious choice is the Next button, which produces the screen
shown in Figure 7.20.

On this screen, you choose which directory you'd like to install it into.
Like most Windows installers, it defaults to your Program Files directory.
After you've chosen a directory and clicked Next, you're presented with a
screen where you choose to do a standard or custom install. This is shown
in Figure 7.21.
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Figure 7.18 eSafe installation language selection.

Select Language | |

eSafe Desktop is a multi-ingual product,
Flease select the interface language for e5 afe Desktop.

Please verify that the selected language is your ‘Windaws default
language and it suppart it. Othenwize, select the English
language.

Frenc

Hebrew
Italiana
Turkish

Deutsch

Figure 7.19 eSafe installation welcome/version screen.

eSafe Desklop Setup ¥2.2 build 25 [ %]

Welcome to
eSafe Desktop!

Thiz setup program installs eSafe Deskiop,
the most advanced content security salution far
Perzonal Computers connected to the Internet.

Click Mext to start the: installation
Click Exit if you do not want o install
eSalte Desktap.

Exit

o< Bach

Figure 7.20 eSafe installation directory selection screen.

eSafe Desktop v2.2 build 25 [ %]

Select directory

IE =4 j

<< Back | Hext »» I
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Figure 7.21 eSafe installation Standard/Custom selection screen.

eSafe Desktop Setup v2.2 build 25 E

Custom or standard

Custom installation allows you to deactivate
or adjust protection features.

Standard installation activates all protection
features with all the default settings

& Standard
" Custom

Exit << Bank | T Mant > I

As indicated in Figure 7.21, the custom option will allow you to disable
some of the features at install time. Standard will install them all. It's easy
to deactivate the features later, so you will probably want to leave it as a
standard install. Following this screen is a registration screen that collects
your name, company, and e-mail address.

Next, the installer scans your hard drive for viruses. This is a fairly
standard procedure during the installation of anti-virus software. The
installer wants to make sure the system appears clean before the back-
ground scanner runs. A sample of this step is shown in Figure 7.22.

Figure 7.22 eSafe installation virus check.

%% Scanning "Default"

Mow szanning file:
| CADOSMCHRSTATESYS

i Scan statistic:
Files scanned: 57 Wiruses detected: 0
Size scanned: BE36K Mot removed: 0
Elapsed time: 00:00:03

Memory OK.
C: Boot sector = clean

X sbor |
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Following the virus scan, the installer prompts you about whether
you'd like to create a rescue disk. The rescue disk is for help recovering
from certain types of malware, which may render the system unbootable.

Finally, following the virus check and rescue disk procedure, you're
presented with the success screen, shown in Figure 7.23.

Figure 7.23 eSafe installation complete.

eSafe Desklop Setup ¥2.2 build 25 [ %]

Congratulations 11

eSafe Desktop has been successfully installed on
your computer. You are now free ta connect and surf
the Intemnet zafely.

However, you're not completely done. Immediately after pressing the OK
button shown in Figure 7.23, you're prompted to check for virus updates.
This prompt is shown in Figure 7.24.

Figure 7.24 eSafe virus update.

Check the Web for the latest virus signat... B

The setup program will now connect to the
Internet and check if you have the latest virus
signature tables.

It it finds & mare recent version, it will download
it and update vour computer.

If you're going to use the virus protection feature, you should probably
spend the time to download any updates. If there is an update (and there
most likely will be), you'll get a prompt like the one shown in Figure 7.25.

Click Yes to begin the download process. You'll be presented with a per-
centage bar, shown in Figure 7.26.

How long it takes to download depends on the speed of your Internet
connection. Following the update’s download and installation, you will get
the prompt to reboot, shown in Figure 7.27.
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Figure 7.25 eSafe virus update available.

Hew Yirus Tables [ %}

There iz a new update in the internet. Click ‘0K ta
download and un it, or 'Cancel' to quit.

Mo | Cancel |

Figure 7.26 eSafe virus update download.

% Downloading M= E3
Location: ftp:/#ftp.esafe comdpuby.Jesp/2 2/update exe
Saving CMWINDOWSATEMP \update exe

Status: Retrieve: 52%

X Carcel |

Figure 7.27 eSafe installation complete.

Install [ %]

“r'ou must regtart your computer o complete the
installation. Click OF. to restart.

Click. Cancel ta return to Windows without
restarting. Be sure that diive iz empty.

Cancel |

Click OK to reboot your computer. When it comes back, eSafe will be
running and you can configure it to suit your needs.

Configuration

Upon reboot, you'll be presented with the screen shown in Figure 7.28.

It's apparent that eSafe comes with its own idea of which applications
should be communicating on the Internet. Naturally, this is adjustable
later. The lists can’'t be examined here. Go ahead and take the defaults.

After you click Finish, the screen clears, and the only indication that
eSafe is running is the icon in the Taskbar. Double-clicking on this icon
produces the screen shown in Figure 7.29.

The screen shown in Figure 7.29 is obviously intended to be a sort of
control panel/cockpit view of things. The protection meter is simply a
graphical indicator of where the protection setting slider is set. In this pic-
ture, the slider is set three-quarters of the way up, at normal, so the corre-
sponding graph is three-quarters blue. If you set your protection to
extreme, the graph goes all blue. The Change View button switches
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between the half-circle graph shown here, and a bar graph. The Info
button gives the usual information you’'d expect to see in an About box,
including version, registration number (one indicating a trial version in my

case), and a few paragraphs about the program. The Information box is not
shown here.

Figure 7.28 eSafe initial configuration screen.

eSafe Desktop Configuration Wizard | _ o] =]

The eSafe Desktop Configuration ‘wizard detected the
fallowing applications installed on vour computer.

m Intemet Applications
Efﬁ Intemet Explarer
m Metscape

. JUnTrsted Applications

Deszcription

Left-click a check box to toggle its protection setting.
Right-click the check box ta configure its pratection.

Figure 7.29 eSafe main screen.

eSale Desktop Watch

PROTECTION THREAT

The threat meter bounces around depending on what your computer is
doing at the moment. When nothing is running, it's usually empty as
shown in the screenshot. When a browser is running (for example), it will
fluctuate as items are retrieved by your browser. This would seem to indi-
cate mostly activity on the network, that is, the potential threat to your

computer at that moment. On this screen, no specifics are given as to what
the threat might be.
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The two main buttons you’d be concerned with here are the Config and
Anti-virus buttons. When you click on the Config button, you've got two
choices for how to configure the program, a Configuration Wizard and an
Advanced configuration choice. By default, it starts with the Wizard screen,
shown in Figure 7.30.

Figure 7.30 eSafe Desktop Configuration Wizard.

4+ eSafe Desktop Configuration Wizard

The eSafe Desktop Configuration ‘Wizard takes you through
the configuration process step by step and assists you in
praviding your computer with maximum security.

Click &dvanced configuration to configure eSafe Desktap.

Advanced configuration |

Files to delete each time you boot the computer—————————
’]_ Cache files

| | I Histom files
I~ Cockie files

I~ Check here to hide the protection diagnostic from

view each time you boot paur computer.
LCancel |

As you can see, eSafe gives you the option of removing some sensitive
information from the computer each time you boot; namely cache, history,
and cookie files. These are referring to files that your Web browsers main-
tain automatically to make things more convenient for you. Like most con-
venience in the security world though, these conveniences come at a price.
If someone sits down at the computer after you, or is able to get access to
your files remotely, they would be able to tell exactly what you had been
doing with your browser software. This could potentially include things like
passwords, addresses, and credit card information, depending only on
what sort of things you enter into your browser. If you've ever bought any-
thing online, chances are you had to enter all of these things.

The eSafe program will allow you to erase all these things upon bootup
of your computer. This way, if you wish to gain some extra protection from
snoops, you can finish your Web session, and reboot your computer to
clean up. Again, this is a trade-off. If you have Web sites that you visit fre-
quently and are automatically logged into because of the presence of a
cookie in your cookie file, then this feature is now gone, at least between
reboots. This means you would have to log in to all of your Web sites man-
ually, for sites that require a login. Again, it's a tradeoff. Perhaps you
might feel that your home machine is sufficiently physically secure that
you won't be worried about that. Perhaps you might not feel that your
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work machine is inaccessible enough to trust with your private informa-
tion. If you ever use a public computer at a library or airport, for example,
you would absolutely not want any trace of personal information left
behind. (Though, in the latter case, you'll not likely have the luxury of
having something like eSafe installed. You'd have to learn to clean up man-
ually, or perhaps just forego using public machines for anything sensitive,
which is not a bad idea at all.)

You'll also notice a checkbox at the bottom of Figure 7.30. This will
suppress the display of a short eSafe display at bootup, indicating what it's
doing as it initializes.

Clicking on the Next button in Figure 7.30 produces the screen shown
in Figure 7.31 (we'll get back to the Advanced Configuration button
shortly).

Figure 7.31 eSafe scanning for applications.

eSafe Desktop Configuration ‘Wizard [_[5]=]

eSafe Desktop Configuration Wizard will now look for
applications that can pose patential threats.

‘When detection is completed click Advanced for maore
information, or click Mext when you are ready to continue.

Details

LCancel |

The bar you see in the middle of Figure 7.31 grows from left to right,
until it's complete, and then the Details button becomes available (clicking
the Details button produces a screen shown in Figure 7.28). When you
press Next from that point, you're given an option to add applications that
you weren't given before. This is shown in Figure 7.32. Incidentally, this is
the same screen you'll get if you click on the Next button in Figure 7.31
without first going to Details. Essentially, you skip the step that looks
identical to Figure 7.28.

Clicking Next from this screen, regardless of how you get there, pro-
duces the screen shown in Figure 7.33.

Pressing the Finish button closes the window, and eSafe returns to the
Taskbar. Back in Figure 7.30, recall that there was an Advanced
Configuration button. Choosing this button skips the wizard route, and
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allows you to get into the specifics of what eSafe will be doing. Clicking on
Advanced Configuration produces the screen shown in Figure 7.34.

Figure 7.32 eSafe add applications screen.

eSafe Desktop Configuration Wizard [_[E]=]

Click &dd to protect other installed applications ar click Mext
wuhen pou are ready ta continue.

| Mew applications to protect

=] 5]

LCancel |
Figure 7.33 eSafe wizard complete screen.
eSafe Desktop Configuration Wizard HiEE

T'ou can now safely surf the net without fear of vandals,
wiruzes, hostle applets, Activel, scripts, cookies and other
Intemet hazards

Click Finish to complete the Configuration ‘wfizard.

< Back

There’s quite a lot going on in Figure 7.34, so let’'s spend some time
going through it. We'll start with the center of the screen, labeled as Map of
restricted areas. In this box is a folder/file list similar to what you might
see in Windows Explorer, with an addition. Immediately to the left of each
folder or file is an indicator, showing the protection status of it or its chil-
dren. For example, to the left of the eSafe line at the top is a circle with
three horizontal bands. It's red at the top, white in the middle, and green
at the bottom. This indicates that some of the children of this folder are
green and some are red. Just below this line is an arrow pointing up,
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which is outlined in green. A green arrow means that the object in ques-
tion (in this case, all the files in the eSafe directory, which is what Current
dir files means) has all rights turned on. The rights can be seen to the
right in a box labeled Allowed activities. Note that in Figure 7.34 the DATA
directory is the one highlighted; the rights shown are for that directory.

Figure 7.34 eSafe main configuration screen.

eSafe Desktop - [Sandbox]

| Hemove

Sandbo
’7|Blank j EH Save & Saveas

Sandbox boundaries | Operation made I Enfarcement I Media ta monitar |
Map of restricted areas

-Gy eSate -]
Curtent dir files

=4 Protect [ Read
(@ B Current dir fles -

Allowed activities

= Wﬂrite
: F3C3 Download
HCI Fox [ Execute
[#-EWC] FrortPage Express 4 -
@I v Lreate
Resticted areas
CAPROGRAM FILES\ESAFESPROTECT v~ I Delete

(L1 C:APROGRAM FILES\ESAFENPROTECTA\DATA, o
Files with full access |

Speaking of the DATA directory, note that it has a circle to the left,
rather than an arrow. It may not be visible in the black and white figure,
but this circle is all red with a white band across the middle, not the
mixed red/white/green that we already saw. The red means that at least
one of the rights has been unchecked. For the DATA directory, we can see
that Execute and Delete have been disabled.

This file protection, which eSafe calls their Sandbox, is an extra layer of
protection, at least if you're using Windows 9x. Windows 9x has no such
file protection built in, except for a read-only setting. Windows NT and
Windows 2000 do have such protection features built-in if you use NTFS
on your drives.

Attempting to delete one of the files in the DATA directory produces the
results shown in Figure 7.35.

Clicking OK clears the message. This file deletion attempt was done
with Windows Explorer. The attempt also produced this Explorer error
message, shown in Figure 7.36:

WWW.SyNgress.com



258

Chapter 7 = Personal Firewalls

Figure 7.35 eSafe access violation error.

€

Access Violation

Unregistered application
hag tried to delete file SPAMISH PROFANITY IMTERMET. This operation waz blocked.

Attempted violation detail

The application that attempted the wviolation: Unregistered application
The file path that the application attempted to violate:
C:APROGRAM FILESY. A\DATANSPANISH PROFAMITY.INTERMET

Figure 7.36 Explorer error message.

Error Deleting File [ ]
Q Cannaot delete Spanish Prafanity: Cannat find the specified file.

Make sure you specify the correct path and flename.

The error message isn’t exactly clear as to the reason why, but the
attempt does fail.

The point of the file protections isn’'t to keep you from removing your
files intentionally, of course. It's to keep some other program from doing so
without your permission.

Look back at Figure 7.34 and notice the menu under the word Sandbox.
That refers to which Sandbox we're currently looking at. You can have a
number of sandboxes running on eSafe simultaneously. Take a look at
Figure 7.37 for the list of default sandbox configurations (depending on
what software you have installed).

The Blank sandbox is what eSafe calls a general purpose sandbox. It
applies to the system as a whole. The Internet Explorer sandbox that is
highlighted in Figure 7.37 is an application-dependent sandbox, which
applies only to a particular application. In the case of the Internet Explorer
sandbox, it is applied only to Internet Explorer (see Figure 7.38).

If you look towards the bottom of Figure 7.38, you can see where it has
Internet Explorer listed as the program being sandboxed. Just above that,
you can see where this sandbox is Application dependent rather than
General purpose. Close to the center of the screen is a slider that lets you
choose between Activate sandbox, Learn mode, and Do not use. The first
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and last modes are self-explanatory; in Learn mode, eSafe will prompt you
whether to allow a particular access, and remember the decision, modi-
fying the sandbox rules appropriately.

Figure 7.37 eSafe sandbox list.

eSafe Desktop - [Sandbox]

f Sandbo:
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Figure 7.38 Internet Explorer sandbox Operation mode.

eSafe Desktop - [Sandbox]

EH save

H Saveas | ﬁ BRemove

Sandbox boundaries - Operation made | Enfurcementl Mediato munilurl

Achivate sandbox
Lean mode [daysp  |3/13/00 :Il
Do not use this sandbox

Sandbox operates in the following mode:

" General purpose for programs without an application dependent sandbox
i+ Application dependent for the fallowing programs:

x|
aE.\PHDGHAM FILESMMTERMET EXFLORERVEXPLORE EXE

Note that on my system, application-dependent sandbox settings did
not appear to work. With the settings as shown, | was able to access por-
tions of my hard drive both from Internet Explorer and Netscape that,
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according to the settings, | should not have been able to. The violations did
appear in the logs, though. Aladdin has been mailed about the problem.
Please check the Syngress Solutions site (www.syngress.com/solutions) for
future resolution.

To round out our discussion of the sandbox feature in eSafe, we’'ll take
a look at the Enforcement and Media to Monitor tabs. Please see Figures
7.39 and 7.40, respectively.

Figure 7.39 Sandbox Enforcement tab.

eSafe Desktop - [Sandbox]

i Sandboy
’]IntemetExnlorer j & s E SHyEas Bl Remove

Sandbox boundaries | Operation mode  Enforcement | Media ta monitor'

0? Define a reaction for each illegal activity

- Response
’7(‘ Ignore and continue nomally

i+ Deny access and stop

rezponges are logged.
[~ Silent mode

Silent made:
’7T he illegal activity can be blocked without asking for user input. llegal activity and system

For each of the illegal activity choices on the left of the diagram, you
can set one of two responses. You can set it to either ignore the violation
(meaning that the task attempted will work, but it will be logged) or you
can deny it (the default, meaning it will actually stop the file access it's
supposed to block). In addition, the Silent mode choice at the bottom, if
checked, will prevent the warning window from coming up. This may be
useful if you're using eSafe in a kiosk-type environment where the hostile
party being blocked is in front of the computer using it. By not showing
the warning, it makes it that much less obvious why they can’t do what
they are attempting.

Finally, the Media to Monitor tab controls what types of drives get mon-
itored. The list is self-explanatory. There’s little chance that files will be
erased from your CD-ROM drive, so one would presume that is why it isn’'t
checked. Still, if you're worried that someone might pop in a CD and run
programs from it, you could enable CD-ROM checking, and set your
sandbox appropriately.
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Figure 7.40 Sandbox Media to monitor tab.

eSale Desktop - [Sandbox] HE

i Sandbe:
’]\nlemelExp\ursl ﬂ EH save | ﬂ SEvE a8 | B Bemove | ‘

Sandbox boundaries | Operation mndel Enforcement  Media to manitor I

Select diives to be monitored.

=3 7 Fioppy

=3 ¥ Hard disk
= ¥ Network
5 ™ CD-ROM

G ¥ RAM Drive

Next, let's move on to the Personal Firewall settings, which is the next
button down the left side. This is shown in Figure 7.41.

Figure 7.41 Personal Firewall settings.

eSale Desktop - [Personal Firewall] [ 2] x]

2 0
& 1010010107

| e

O 10T
N RARN YRR W

Personal Firewall selection

EH Save | i Saveas | | Eemove | ‘

Drug Words
Hackers Words
Mo Free Emai

Mo Intemet

PG13 Rap“Woaords
PG13 Gites IP addresses

| Operation times | Enforcement |

esses to filter.

(e R | EET
Site name [URL] I Low IP address I High IF addiess

In Figure 7.41, you're seeing the list under Personal Firewall selection
dropped-down. Otherwise, this screen is blank, because the default firewall
displayed, blank, is, well, blank. For illustrative purposes, we'll select the

WWW.SyNgress.com



262 Chapter 7 = Personal Firewalls

very last item on the list (which you can’t see in this figure) called
Trojans/Hackers Ports. (See Figure 7.42.)

Figure 7.42 Trojan/hackers Ports.

eSale Desktop - [Personal Firewall]

ot
Personal Firewall selection

’7| Trojan/Hackers Parts j H sae

’ﬂ Save as | ﬁ Bemove

Fireveall map IEonlent Fl\terl anacyl Operation t\mesl Enfulcementl

Choose specific ports and addresses to filter.

Ports | Fﬂ Enabled addresses

e x| | e

Q MNetBus In/oﬁl Site name [URL] | Low IP address | High IP addiess
& NetBus_2.0
& The_tHing
Q MelBus_1.x
Q B ackOriffice:
Q SubSeven |t
c MetSphere |

Q Deep_Thro:
i ull

Under Ports we can see a list of colorful names. This is a list of Trojan
horse programs (or programs that have similar features). To the left of each
is the red circle with the white band in the middle, indicating blocked.
These are ports that will be blocked if this firewall map is applied. To get
an idea what a port definition looks like, right-click on a name, and select
Edit port. You can see this in Figure 7.43.

Figure 7.43 Port definitions.

Add/edit port [2]x]

- Directior

Port list
[ o Cn
0wt

e
prosy a0s0 neau
prosy2 a0 ==
MetBus 12345 I~ Proxy connection
MetBus_2.0 20034
The_tHing 5400
NetBus_1 % 12345 = Marmally enable
BackOriffice 3337 & Marmally disable
SubSeven 1243
:JtlelSDhere 3D1DID LlJ & MetBus Infout

J Ok | x LCancel |
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Here, you can add, modify, and remove port definitions. For example,
we can see that NetBus is defined as port 12345.

Let’'s take a look at the Content Filter feature, which is the tab next to
Firewall map. This is shown in Figure 7.44.

Figure 7.44 Content filter.

eSale Desktop - [Personal Firewall]

[ Save | | Savegsl ® Bemovel

Firewall map  Content Filter IF'nvacyl Dperation t\mesl Enfnlcamantl

Filter the following:
W Address names [¥ | Exact malch
¥ Data contents

v Mewsaroup names

| List of forbidden words:
e ]

BONG

HIGH TIMES

HIGHTIMES
KIC

Notice that now Personal Firewall selection has been changed to Drug
Words. This is one of the predefined content filters that is included in
eSafe. As hinted at in the center box labeled Filter the following, it will
block you from viewing content with these words in DNS names, Data con-
tents (Web pages) and newsgroup names. In the event that you're able to
think of more than four drug words, you can add to this list. Just click the
icon immediately above the BO in BONG, and you’'ll be presented with a
dialog box prompting you for a word to add (not shown). Clearly this option
is intended to block access from someone, such as a child.

The next tab is Privacy. This is shown in Figure 7.45.

Notice that the main box where the words go is blank. It doesn’'t matter
which Personal Firewall selection you choose, none of them have any
Privacy entries. The reason is that this is where you enter information
about yourself that you don’'t want leaving your computer via the network.
This could include things like your name, your address, your credit card
number, your social security number, or bank account numbers.
Naturally, eSafe won't know what these are, so you'll have to enter them
manually.

The Operation times tab is shown in Figure 7.46.
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Figure 7.45 Privacy tab.

eSale Desktop - [Personal Firewall]

Personal Firewall selection

; ’]pmgsites a [ Save | | Savegsl B Bemove |‘

Firgwall mapl Content Filker  Privacy IDperalinn t\mesl Enfnlcamantl

— Prevent sensitive information
from being transmitted
without encrpption

‘ Dezcription of sensitive data

Figure 7.46 Operation times.

eSale Desktop - [Personal Firewall]

EH Ssave

aa Save a3 | ﬁ Bemove

Firewaall mapl Content Filter | Privacy Operation times IEnfchemenll

ictivate Personal Firewall during the aperation time defined belol
i+ Activate
i Deactivate

Dperation time

Begi time [00:00 (12:00AM) :Il

. =
Endtime |00:00 (12:00AM) =i

This is pretty self-explanatory. You can either have your firewall on
during certain hours, or off during certain hours. The settings as shown
are the default, and they mean the firewall is on 24 hours a day. One
obvious use for this feature is to have the firewall kick in during the hours
that you're normally not in front of it. There is a No Internet firewall map
that blocks everything.
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The final tab under the Personal Firewall section is Enforcement. This

is shown in Figure 7.47.

Figure 7.47 Enforcement options.

eSale Desktop - [Personal Firewall]

n Save ’ﬂ Save as | ﬁ Bemove
Firgwall mapl Content Fl\terl anacyl Operation times ~ Enforcement |
o7

5.0 ) . . -

O? Define a reaction for each illegal activity

Ilegal activiy:

. & i . Response

A ted site: name:

Access reshicted port € Ignore and continue nomally
Access resticted IP address

Forbidden word access & Dery access and stop

responses are logged.

Silent mode
The illegal activity can be blocked without agking for user input. lllegal activity and spstem
¥ Silent mode

This feature is almost identical in principle to the Enforcement feature
of the sandbox, shown in Figure 7.39. Basically, you can enable or disable
sections of the firewall functionality here. By default, all of the protection

features are enabled, and it works in Silent mode.

The next button down the left-hand side is the Administrator button.
in Figure 7.48.

The first tab under administrator is Reports. This is shown

Figure 7.48 Reports tab.

eSalte Desktop - [Admini ion]

Reports | F‘rivilegasl F‘asswnrdl Purchase and updatel Active mndulasl

~Sources of report file data:
i W Sandbox

¥ Personal Firewall

W anti-vius scanner

~Report type:
¥ Brif report (sandbax and firewall violations arly)

£~ Full report [entire report file)

[V Limit report file to {1024 KB

AGplH |
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You can choose which items to include or not at report time, and you
can set a maximum size for the report file. Clicking on View report will pro-
duce output similar to that shown in Figure 7.49.

Figure 7.49 Sample report.

eSafe Protect [C:\Program Files\eSafe\Protect\ PROTECT.REP) [_ (o] =]
e3afe Protect vl ﬂl |*.?‘| @l Xl 7 Lines
| ] o ==
Drate |Time | User . |T ne | Feport

Z2000-08-13 14:26  RYAN.. Access tried to Delete CAPROGRAM FILES\ESAFENFRO™
2000-09-13 15:04 RYAN.. Access  NETSCAPEEXE triedto Read CATESTWIDSZ00C
2000-08-13 15:05  RYAMN.. Access  PHOTOED EXE tried to Read CATEST\TROGOLC
2000-08-13 1805  RYAN.. Access  PHOTOED EXE tried to Read CATEST\KIDSZ000.
2000-08-13 1805 RYAM.. Access  PHOTODED.EXE tied to Read CATEST\TROGOLL
2000-08-13 1506 RYAN.. Access  |[EXPLORE.EXE tried to Read CATEST\KIDS2000..
2000-09-13 15:06 RYAN.. Access  PHOTOED EXE tried to Read CATEST\RIDSZ000.

4| | |

This report has noted a number of access violations. You will probably
find yourself frequently checking this report to see what is going on,
because there really isn’'t any other way to see what suspicious activities
have been identified if a pop-up message doesn’t occur. The icon in the
Taskbar will flash, and you have to drill down to this report screen to see
what is happening.

Much of the configuration of eSafe is done from this screen. From here
you can decide which privileges a particular user can have, which sand-
boxes are applied, and which firewall rules are enforced. Shown in Figure
7.50 is the current list of sandboxes in use (all of them), and well as the
list of sandboxes that can be added (though they are all applied in this
example). On the left, the Sandboxes list is displayed. This is the list of
sandboxes that eSafe is currently using. On the right pane is a similar list.
Just to the top of this list is a button with an arrow pointing to the left. If
one of the sandboxes was not currently applied, and you wanted to add it,
you would highlight it in the list on the right, and then press this button.

The Anonymous user listed is used when a particular user’s rights are
undefined. You have the ability with eSafe to apply particular rights and
privileges on a per-user basis, depending on who is logged in.

You add Personal Firewall entries the same way. The only difference is
that the only firewall set active by default is Blank.

www.syngress.com



Personal Firewalls = Chapter 7

Figure 7.50 Privileges configuration.

eSafe Desktop - [Al tration]

Repots Frivieges | Password | Puchsse and updale | Active modules |

Assign privileges. sandb . and I firewalls to users
| Map of user privieges, sandboses and firewalls Sandboxes and firewalls
e Ll e R A S -

“whorkstation
= Privieges
-l Anangmous
E~f Privileges
E- 4§ Sandboxes

|+

E-4§# Sandboxes =
e Blark

& Freeze Deskiop

& Intemet Applications
&5 Intemet Explorer —
&5 Netscape

&
5 Metscape &5 UnTrusted Applicatic
5 Intemet Explorer

H 4§ Personal Firewals
% Intemet Applications - -4 Blark =
-4 UnTiusted Applications LS Deemddeed _l—l
A D) Dol /3] | »

The next tab under administrator is Password. This is shown in

Figure 7.51.

Figure 7.51 Password settings.

Rapnrtsl Privileges ~FPassword | Purchase and updatel Aclive modules

’ ’ Password protection prevents unauthorized tampering with the
- ) eSafe Desktop configuration. Keep pour passward in a safe place.

¥ Password pratection

Change password

Eriter oldlpassrom;

I_
Enter new password: I
I_

“Werify new password:

Apply |

This screen is pretty obvious. The default is no password. You can add
a password by checking on Password protection and typing a password
twice, once into the Enter new password: field, and again into the Verify
new password: field. If you previously had a password, you would have to

supply it in the Enter old password field as well.
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Obviously, if you are planning to use eSafe to monitor or block
someone else who will be sitting at the console, you will want to apply a
password so that they can'’t just turn it off.

The Purchase and Update tab is shown in Figure 7.52.

Figure 7.52 Purchase and Update screen.

eSale Desktop - [Administration]

Heportsl anllegesl Password Purchass and updats | Active modules

Purchase

qurchase anline for &5 afe Desktop Annual Update Service
.. /

Download

-
j Download latest update from e5afe FTP site Diownload |

Nes

‘ \'i Get latest viug infarmation and &5 afe news Mews |

Both the Purchase and News buttons will activate your default Web
browser. The Purchase button takes you to the product Web page.
Curiously, it takes you to the same place where you download a trial
rather than offering to sell it to you. The News button takes you to a secu-
rity information portal of sorts that Aladdin maintains.

The Download button checks for new versions of the program.

The final tab that we will be looking at for eSafe, Active modules, is
shown in Figure 7.53.

This screen is also pretty obvious. You can disable whole modules from
this screen.

We won't be looking at the anti-virus features of eSafe here, as anti-
virus programs are covered in Chapter 5. Suffice it to say that eSafe’s anti-
virus program appears to be pretty typical. For example, it will not catch a
virus while it's being downloaded, but it will when it hits the disk (before it
activates).

We also won't be looking at the Wizard button, because you've already
seen it. This takes you back to the Wizard mode shown in Figure 7.30.
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Figure 7.53 Active modules.

eSafe Desktop - [Administration]

Hepurtsl F[IVI|EQES| Fasswurdl Purchase and update  Active modules |

Set the status of eSafe Desktop modules after next boot:

~Sandbox module
& fctivale
" Deactivate

[~ Personal Firewall module
 Activate
" Deactivate

Orraccess anti-vius module
i+ Activate

" Deaclivate

Apply |

E-mail and ESafe

For e-mail protection, eSafe is a well-placed product, at least for what it
attempts. The anti-virus function plays a big part of the protection in
terms of e-mail. When anti-virus measures fail (perhaps because you get a
new virus before your vendor can prepare an update), the secondary mea-
sures may save you. Properly configured, eSafe can block your e-mail pro-
gram from launching other programs, reading files, or deleting files.
However, building such a configuration would take some knowledge and
work on the part of the person running it.

Norton Personal Firewall 2000 2.0

Norton Personal Firewall (NPF) is a firewall, IDS, content filter, and privacy
protector. It shares many of the same capabilities as eSafe, but doesn’t
include any anti-virus or ACL or ECL capabilities. (Symantec sells a sepa-
rate anti-virus product, Norton Antivirus, which will scan e-mail attach-
ments. You may be able to find a bundle deal from Symantec that includes
it.) Though the list of capabilities is similar to those in eSafe, the approach
is very different. While eSafe makes available (and requires) many configu-
ration options to the end-user, NPF appears to prefer a simpler approach.
Most of the same customizations are there, but NPF tends to bury them
quite deep in the interface. It does, however, start with a reasonable set of
defaults. NPF can be found at www.symantec.com/sabu/nis/npf.
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Installation

Again, installation is typical. You're presented with a welcome screen,
license agreement, choose directory prompt, and update, as shown in
Figures 7.54 through 7.59.

Figure 7.54 NPF installation Welcome screen.

orton Personal ware Setup

Welcome to the Norton
Personal Firewall Trialware
Installation Wizard

Itiz strongly recommended that you exit all
Windows programs before running this Setup
program.

Click Cancel to quit Setup and close any
pragrams you have wnning. Click Nest ta
continue with the Setup progranm.

‘WARMING: This program iz protected by copyright
law and intemational hreaties.

Unauthorized reproduction or distibution of this
program, of any portion of it, may result in severe
civil and criminal penalties, and will be prosecuted
to the maximum extent possible under |aw.

< Bach Cancel

Figure 7.55 NPF License agreement.

wall Trialware Setup M= B

License Agreement
*f'ou must agree with the license displaped below to proceed.

HOTICE: i’

SYMANTEC LICEN3EZ THE ENCLOSED IOFTWARE TO YOU CHNLY UPON
THE COMNDITICN THAT YOU ACCEPT ALL OF THE TERMS CONTAINED
IN THI3 LICEN3E AGREEMENT. FLEAIE READ THESE TERM3I
CAREFULLY. IF YOU DO NOT AGREE TO THESE TERMS, PLEASE
FREZZ THE "CANCEL" BUTTON TO EXIT INITALL A3 3IVMANTEC IS
UNWILLING TO LICENSE THE SOFTWARE TO ¥OU, IN WHICH EVENT
TOU ZIHOULD RETURN THE FULL PRODUCT WITH PROOF OF PURCHASE
TO THE DEALER FROM WHOM IT WAS ACQUIRED WITHIN SIXTY DAYS
OF PURCHAZE, AND YOUR MOMNEY WILL BE REFUNDED.

|

< Back Mext > I Cancel
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Figure 7.56 Systemworks integration prompt.

Morton Personal Firewall Trialware Setup [_ ][]

Horton SystemWorks Integration
Choose whether ta integrate with Norton Systemworks.

Morton Systembforks 2000 [or & later compatible version] was not found on your spstem.
Narton Personal Firewall Trialware can be integrated with Norton Systemworks if you
installit in the future. ‘when intearated, Mortan Personal Firewall Triskware appears on
the Morton Spstemworks integrator and in the SymTray icon.

Would you like ta integrate Morton Personal Firewall Trialware with Norton
Systemworks?

£ Yes, integrate with Norton Spstemiworks.

= Mo, do not integrate with Morton Systemis/orls.

< Back Mext » I Cancel

Figure 7.57 LiveUpdate prompt.

Horton Personal Firewall Trialware Setup ]

Launch LiveUpdate after install
Update with the latest content,

Livellpdate checks for Morton Personal Firewall Trialware updates after the installation iz
complete. If an update exists, Livellpdate automatically downloads and installs it. 'we
recommend that you run Livel) pdate after Narton Personal Firewall Trialware installs

‘Wiould pou like to run Livellpdate after Setup completes?

¢ ¥es, un Livellpdate after setup completes.

€ Mo, do not run Livelpdate after setup completes.

< Back Mest > I Cancel

Figure 7.58 Destination directory.

Destination Folder
The fallowing information describes the install location,

The wizard will install the files for Mortan Personal Firewall Trishware in the folder
specified below.

To install into a different folder, click the Browse button, and select another folder.

‘f'ou can choose not to install Morton Personal Firewall Trialware by clicking Cancel to
exit the wizard,

" Destination Folder

C:\Program Files\Morton Personal Firewall', Browse ‘

< Back Cancel |
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Figure 7.59 Start installation.

iig Morton Personal Firewall Trialware Setup !E
-

f, b3

Are you ready to have the wizard begin the install?

Start Installation

Piess the Next button to begin or the Back button to re-enter the installation
information.

< Back Cancel

Following this step, you're prompted to complete a registration process
that asks for your name, address, and for you to complete a survey about
why you chose this product (if this is the first time you've installed NPF).
After the registration is complete, LiveUpdate is run. This is shown in
Figures 7.60 and 7.61.

Figure 7.60 LiveUpdate beginning.

‘&’ LiveUpdate

Welcome!

‘Welcome to Livelpdate. Livellpdate will:
1) Automatically connect ta a Livellpdate server to see which
product and document updates are available.
2] Let you chooge which update(s] you want.

3) Automatically re-connect to Symantec's server to get the
update[s).
4] Install the update(z] on your computer.

Tostart, click "Next »** button

How do you want to connect to a Livellpdate server?

S\RIA\ITF(. DOptions I Mext > I Cancel
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Figure 7.61 Selecting which updates to apply.

‘&’ LiveUpdate

Select Updales

In the fallowing list, click on the update(s) you want. Click
“MNext>"" to begin updating vour computer,

=]

l_ Morton Internet Security Auto config. (English]

D etails:

9

-

Disk Space Required:
Approximate Time Required:

SYMANTEC, Bt | Hewe | Zeneal |

Following the screen shown in Figure 7.62, you're prompted to reboot
your computer. After your machine has rebooted, you'll get a screen similar
to the one shown in Figure 7.63.

Figure 7.62 Install complete.

SNURION Morton Personal Firewall
Femna’ﬂnwﬂlhooo Trialware has been

successfully installed.

Fress the Finish button to exit this installation.

< Back [Canee!
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Figure 7.63 License choice.

Norton Personal Firewall

o Jﬂu‘fé o

Powered by

Ileyo;d. X

2 Relicense |
I |

Infarmation |
Quit |

30 days remaining

If you're using the trial version, just click Try.

Configuration

As mentioned before, NPF seems to want to keep a clean interface, and
make things appear simple for less experienced users. To illustrate this
point, take a look at the main screen, shown in Figure 7.64.

Figure 7.64 NPF main screen.

|
#7 Morton Personal Firewall M= E

?
~Help

Status
Tell me mate

MNorton Personal Firewall is enabled and
protecting your systerm. Disable |

Security

Privacy

m Privacy - 0 0

Update Service expires in
395 days

(013 01N PersonalFirewall
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On the Status screen, you can see a quick count of how many times
both security and privacy items have been passed and blocked. There are
checkboxes next to Security and Privacy. Checking those off will disable
those functions. You can also disable the entire firewall with the Disable
button in the upper-right corner. Choosing to disable anything will pro-
duce a suitable warning message about being unprotected on the Internet
if the function is disabled.

While this interface is clean, it doesn’t give a lot of information. There
are three buttons along the top left (not including the help button on the
top right). The Live Update button performs the LiveUpdate function we
saw during install. Live Advisor takes you to another screen that looks very
much like an e-mail client, reminiscent of Outlook Express. This is sup-
posed to provide you with offers, tips, and tricks. | did not receive any
messages during my testing.

The final button is the Options button. This is where most of the
detailed configuration and reports can be found. We'll look at the Options
shortly, but first let's finish with the buttons down the left: Security and
Privacy. We'll start with the Security button, shown in Figure 7.65.

Figure 7.65 Security setting.

n Personal Firewall

R

Options ~Help

Security

M e
Protect your computer from internet hackers, unauthorized

intrusions and attempts to access your persanal information

Security }
¥ Enable Security
Drag the slider to set the Security Level

- High

i+ Autornatically blocks all Internet access until
specifically permitted by the user

* Protects your PC against most attacks with frequent
alers.

* Recommended far expert users.

Custom Level... | Default Level |

01401y PersonalFirewall

Here we see the now-familiar slider control to determine what security
level you want to set. The default is medium, and in Figure 7.65 we've set
it to high. The medium setting claims to produce fewer alerts. The minimal
setting only blocks known threats and closes access ports to hackers. The
control also notes that a minimal setting produces no alerts.
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If you select the Custom Level option, you'll be presented with the
screen shown in Figure 7.66.

Figure 7.66 Custom security settings.

Customize Security Settings
Customize Security Settings
Tell me more

Personal Firewall

Java Applet Security

IMedium: Prompt me each time ﬂ

Activex Control Security

IMedlum: Prompt me each time j

¥ Enable Personal Firewal Alerts

¥ Silently Block Unused Ports

Cancel

The options for both the Java and ActiveX security are to block,
prompt, and allow. For the personal firewall, they are to block, block
known malicious applications, and allow. You can also enable and disable
alerts with the two checkboxes at the bottom.

The Privacy button from Figure 7.64 produces the screen shown in

Figure 7.67.
Figure 7.67 Privacy setting.

~Help

Privacy

Tell me more

Protect your private information from prying eyes. You can
block credit card, cookie and e-mail address information

from reaching the Internet
¥ Enable Privacy
’7> Drag the slider to set the Privacy Level

= High

¢ The safest way to operate, but also the least
convenient

* All personal and browsing information is blocked fram
the Internet and web site cookies require special

Privacy

handling.

* Appropriate if you are highly concerned about persanal
infarmation.
Confidential Infa... | Cusiom Level... | Default Level |

(013 01N PersonalFirewall
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This screen is very similar to the one shown in Figure 7.65. The
high/medium/minimal setting controls how cookies are handled and
whether any personal information is blocked. There's an additional button
on the Privacy screen that isn't on the Security screen, and that's the
Confidential Info button. A sample of the confidential information screen is
shown in Figure 7.68.

Figure 7.68 Confidential information.

Confidential Info
Tell me mare

Morton Personal Firewall protects confidential information you
E identify here fram leaking onio the Internet, whether by accident
or otherwise

Confidential Information

Description Type Information

Buofa, Bank Account 1234567

Amex Credit Card 2345678

Work Email Address rgan@securityfocus. com
S5N Social Security Number — 123-45-6783

Bemove I ify

Note: Morton Personal Firewall cannot block confidential inforration on
secure web sites. However, secure web sites already ensure your data

is safe
(uly |

I've entered some sample information to illustrate the kind of informa-
tion you might have. The Type field is chosen from a drop-down list when
you use the Add button to add additional info. The Description and
Information fields are free-form user-supplied.

The settings for Confidential Information and Cookie Blocking are
allow, prompt, and block (see Figure 7.69). You can disable the browser

Figure 7.69 Custom privacy settings.

Customize Privacy Settings

Tell me more

Confidential |nformation

LCookie Blocking

IMedlum: Prompt me each time j

¥ Enable Browser Privacy

[¥ Enable Secure Connections [https]

Cancel
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privacy feature here, as well as blocking HTTPS. Blocking HTTPS may
seem like a strange thing to do, but NPF can’t protect your private infor-
mation if you're using HTTPS, so it gives you the option of disabling it.

The detailed configuration options are accessible via the Options button
you can see in Figure 7.64. The screen that is shown when you chose
Options is shown in Figure 7.70.

Figure 7.70 Firewall options.

Morton Personal Firewall Dptions

General |

' Run at System Startup

Eg;k ta wigw the events in the Event it Eeailay
e View Statisics
S:Etl;? reset the data displayed in Clear Statistice
rpianad s 1T ackenced Optors

Ok I Cancel | Help |

Startup
’7(‘ Manual

Starting from the top of Figure 7.70, there’'s a checkbox that controls
whether an icon for NPF appears in the taskbar (you can get at the con-
trols via the program group if you shut this off). Then there’s a radio
button to control whether NPF loads at startup.

The View Event Log button produces the screen shown in Figure 7.71.

Figure 7.71 Event log.

éi@"mlnn Personal Firewall Event Log
Log Edit Help
CUntentEIu:kimgI Cunnectwunsl Firewal\l Plivacyl System Weh History |

| Time U
236412 ity
92100 234002 hitp: A/ maxim
9/21/00 224001 http: //maximumlinuxads. snv. futurenet. comdc

| Retesh |
: Goto

9/21/00 2340 hittpy Amazimurnlinusads. st futurenet comc
9/21/00 23:40:00 hitp: /41, delphi.comddir-app/ldldiscussions. as
9/21/00 233955 hitp: v masimumlinus. com/content/new
9421700 233829 hitp: /#slashdat.org?

9/21/00 233732 hitp: £/ securitytocus. com/frames/ad html?are
9/21/00 233730 hitp: //securitlocus. comdtemplates/article. b
9/21/00 233719 hittp: /v amazon. comexec/obidosASIk
9/21/00 233719 hitp: /v amazon.com/exec/obidos A5k
9/21/00 233718 it £ v secuiityfocus.comd /advert/ folic &
| | _lJ

»
D ate: 9/21/00 Time: 23:54:12 ;I
=

http:/ /slashdot. orgfarticle. pl?sid=00/09/21 /221 6207 tmode=thread
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We won't go over each type of log here. Take a look at the list of tabs
across the top of Figure 7.71 to get an idea of what kinds of logs are avail-
able. As an example, we show the Web History log.

The next button on Figure 7.70 is the View Statistics button. The
resulting screen is shown in Figure 7.72.

Figure 7.72 Statistics.

279

#2 Norton Personal Firewall
File  “iew Help
— . Web =
TCF Bytes Sent 115072 Graphics Blocked 0
TCP Bytes Received 707609 Cookies Blocked 0
UDP Bytes Sent 21520 | Refer Req Blocked 40
UDP Bytes Received (1} Bytes Processed 606093
All Bytes Sent 414862 Packets Processed 508
All Bytes Received 791130 | | [o KB/Second Progessed - 0 10
o | Open Connections - 13 00 | | [N Cren Confections- 3 10
~Firewall TCP C - Firewall UDP D.
Inbound Petmitted 1] Inbound Permitted 109
Inbound Blocked 10| | Inbound Blocked 0
Quthound Permitted 108 Quthound Permitted 129
Outhound Blocked 1] Quthound Blocked 0
Total Permitted 108 | Tatal Permitted 238
Tatal Blocked 10 Total Blocked 0
Firewall Rules Network Connections
Rule ‘ Permit... ‘ Block. | Pasze... | :I Pioto | EM Remote | Local | Sent| Hecv| Time| -
Default Inbound ICMP 1] 1] 297 - =—T.. EMNTE starbu, il o 11416
Defaut Dutbourd P o noom =T.. MFR. starbu, o LERBIAY
Defaul Outbound DNS 71 0 234 =T MAPS.. starbu, 0 0 1:08:00 _
Default Inbaund Baatp il il 234 +=T.. METS.. mess.. stabu 434 273 21:33
Default Outbound Bootp 44 o 190 +o-T.. METS.. mess.. starbu 913 4510 21:33
Default Inbound MetBIOS 12 a 178 =T METS.. mess starbu, 515 10450 21:33
Default Dutbound NetfI0S : FR T SSH3L mals. stabu. 2513 471 1540 o=
a5 Last 60 Seconds
|

There’s not a lot of useful information here. If you're interested in the
various counts, you're probably better off using the Event Log. The Clear
Statistics button shown next in Figure 7.70 does what you might expect, it
zeros all the counts shown in Figure 7.72.

Finally, the last button shown in Figure 7.70, Advanced Options, shows
the actual firewall rules. This is shown in Figure 7.73.

Figure 7.73 shows a sample of the firewall rule set that my test
machine is running. This was all built automatically. NPF seems to have a
fairly complete set of predefined rules that can be applied. Further down
the list (not shown) are definitions for various common trojan ports. On the
Web tab (not shown) you can add Web sites that you want handled as spe-
cial cases. By default, NPF has defined windowsupdate.microsoft.com and
www.nortonweb.com. This allows these sites to be used for the various secu-
rity update functions without undue prompting to allow ActiveX controls,
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etc. The Other tab (not shown) allows turning on and off a few particular
options, as well as defining which ports should be treated as HTTP.

Figure 7.73 Firewall rules.

fi}?}leun Personal Firewall Advanced Dptions

‘web  Firewall |Dther |

Firewall Rule ‘ Rule &ction Summary :I
Default Block Inbound and Outbound ICMP 53 &8 ICMP: Anp Type
Drefault Block MetBI0S Metwarking E @ nbsession
Metzcape Communicator NNTP Rule =+ rintp J
Netscape Communicatar E-mail =+ smip, pop3
MNetscape Commuricator E-mail Autharization + auth

etzcape Communicator HTTP e = hitp, 81. 82, 83, hitps. socks, hit
etzcape Communicator FTP File Transfer =+ fip

Metzcape Communicator FTP Data Transfer + ftp-data

Netscape Communicator FTP Data Transfer =+ Poit 1024 ta 65535

Metzzape Communicator IMAP Mail Server =+ imap, 993

W] Napster Connect To Server Q = 3475, 7777, 8838

apster Connect to Mapster Q =+ hitp

apster Dowrload € *+ Port 6600 to 5799

Livesdvisor f = hitp, 81. B2, 83 hitps, socks., hit
Livelpdate E = http, 81. 82, 83, hitps. socks, hit. =
1 »
Add. Bemove | Test.. | + -+
(1] | Cancel I Lpply I Help |

It's worth noting briefly how NPF treats applications that it can’t auto-
matically identify. For example, during my testing NPF flagged my SSH
client. When trying to make an SSH connection to my mail server, the
screen shown in Figure 7.74 appeared.

Figure 7.74 Access alert.

ﬁ:@Nollon Personal Firewall

i Morton Personal Firewall has detected that S5H - Secure Shell. is
attempting to access the Internet.

Detail
7 Application: CASSH3ANS5H32Z EXE

Time: 8/22/00 1.04:04 &

Remate service: Outbound TCF on port 22

Remate addiess: mail. securityfocus.com
[207.126.127.78]

Before 55H - Secure Shell. can access the Intemnet, you must tell Mortan
Personal Firevrall how vou vould like it to handle this application.

LConfigure a rule for the future, (Recommended)
2l

Elack this network communication this time.

il Pemit this network communication this ime.

If you receive multiple alerts from a application, you should configure a ule
or shut down the application.

< Back Ent> [Cafee! Help
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You have three choices for whether you want to block it this time,

permit it this time, or configure a rule. If you either block or permit, you'll
be prompted every time you try to connect. Since | plan to use SSH a lot,
I'm going to configure a rule. The next step is shown in Figure 7.75.

Figure 7.75 Firewall rule assistant step 1.

The Rule Assistant will help you set up a rule for future
Intemet access from S5H - Secure Shell. If Auto
Configure it available, it is recommended that you use
that option. Howesver, you may set up a rule to permit or
block Intemet access from S5H - Secure Shell. in the
future by choosing that option below.

£ e Lt Eonfimure

i+ Blways permit this network communicatior:

~ Blways block this network communication

~ Pemit 55H - Secure Shell. total access to the
internet an &ll ports

" Block G%H - Secure Shell. from any acoess to the
intermet on all ports

To continue creating this nle, click the Mext button.

< Back I Next > I [Earice] | Help |

There are a couple of ways to handle this. You can either permit or

block the program from all Internet traffic. If you permit everything, that
will work, but it's a bit too much for safety’s sake. It's not worded ideally,
but the choice we want is Always permit this network communication. The
next screen is shown in Figure 7.76.

Here we select to use only port 22 (the SSH port). Clicking Next takes

us to Figure 7.77.

Here we can pick if we will be using this program to get to just one site,

or to any site. Since | use SSH to get to many sites, | select Any address.
Click Next to get to the screen shown in Figure 7.78.

The words that are blocked by the drop-down list indicate that the cat-

egory is for purposes of parental blocking. Interestingly enough, this ver-
sion of the Norton security product doesn’t have the parental controls
feature. Obviously, there is a shared code base.

Finally, clicking Next takes us to Figure 7.79.
Here, clicking Finish adds our rule to the rule list, and we are no

longer prompted when using SSH. It's worth pointing out that this is on a
per application basis. For example, when | use PSCP, which is a command-
line tool for copying files via SSH (which also uses port 22) | still get
prompted to allow it.
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Figure 7.76 Firewall rule assistant step 2.

%2 Morton Personal Firewall - Firewall Rule Assistant

ety

Y

Figure 7.77 Firewall rule assistant step 3.

%2 Norton Personal Frewall - Firewall Rule Assistant

ol O e,
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Figure 7.78 Firewall rule assistant step 4.

#% Morton Personal Firewall - Firewall Rule Assistant

Choose a category for this rule:

LCategony:

t
The categony seld Conferencing & Collaboration
o block access fE-mai
Education & Family
File Transfer
Instant Meszaging
Mewsreaders
Hetworked Games i

< Back I Hext > I [Caree! | Help

Figure 7.79 Firewall rule assistant step 5 (final).

#2 Norton Personal Firewall - Firewall Rule Assistant [ -]

Thiz rule will permit outbound TCP communication.

Rule summary:

Application; |SSH - Secure Shell

Hemote service: Ipurl 22

Remote addiess IAny address

Ll e e

LCategony: I General

I~ White an event log entry when
communication matches this rule.

Note: You may need to close and restart your internet
application for this rule ta take effect.

< Back I Finigh I [Earcel Help

ZoneAlarm 2.1

ZoneAlarm (www.zonelabs.com) has at least one clear advantage over the
other products in this chapter: cost. For personal use, ZoneAlarm is free,

just download and install it. ZoneAlarm provides some degree of IDS, ECL,
firewalling, and content filtering.
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Installation

Installation couldn’t be much simpler. Choices that you have to make
during installation are minimal, and don’t require a lot of consideration.
We start with the welcome screen shown in Figure 7.80.

Figure 7.80 ZoneAlarm installer welcome.

IZoneAlarm Installation [ x|

Welcome!
U ‘welcome to the Zoneslaim Setup program. This program will
L oA s

install Zonedlarm on your computer,
B

It i strongly recommended that you exit all Windows programs
before minning this Setup program

o Click Cancel to quit Setup and then close any programs you
zOneAIa rm have running. Click Mext to continue with the Setup program.
Easy Always-0n

L WwWBRMING: This program is protected by copright law and

intemational reaties.

™
Unautharized repraduction or distribution of this program, or any
portion of it. may result in severe civil and criminal penaltiss.
and will be progecuted ko the maximum extent poszible under
1.5, Patent No. 5,887,611 I

< Each LCancel |

Clicking Next brings us to the screen shown in Figure 7.81.

Figure 7.81 Important information!

ZoneAlarm Installation [ 2|

Tmpeortant Information!
U Thiz Zonedlaim releaze combines powerful security ;I
features including application Intemet aceess control, &~
L A B S complete local firewall with eazp-to-use security level
E settings and advanced local and Intemet zone
capabilities.

MNEW! Release 2.1.25 now incarporates Zonedlarm

™  |Mail5afe - E-mail Attachment Protection.
ZoneAlarm

Easy Always-On Please read the ‘What's Mew section for complete details.
Internet Security
Unless otherwise indicated, all matenals provided in this
wersion are copyright [C] 2000 by Zone Labs, Inc.

™
Zone Labs, Inc.,
San Francisco, Map 08, 2000

.S, Patent No, 5,967,611 LI

< Bach

LCancel |

Here we find some information about the program. This includes fea-
tures, as well as what's new, things you would see in a readme file.
Clicking the Next button takes us to the screen shown in Figure 7.82.

For a registration screen, especially for a program that is free for many
people, the registration screen is pretty unobtrusive.

Next is the Requisite License screen, shown in Figure 7.83.
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Figure 7.82 User information.

User Information B

Pleaze type pour name:
E U m IF\yan Ruszell
L A B S

Please type the name of your company o organization

Ilndiwdual

Please type pour emall address [name@company. com]

Iryan@seculityfocus.com

™
ZoneAlarm
Easy Always-On In order to download updates or get notified about Zone Labs
Internet Security news or product updates, please fillin a valid email address
and choose from these options:
— ¥ | want to register Zonedlam o | can download updates.

™ Inform me about important updates and news.

All your information is kept confidential. Zone Labs does nat
U.S. Patent Ne. 5,887,611 sell, rade or exchange mailing lists with any organization.

< Back | Mext > I LCancel

Figure 7.83 License agreement.

Zonealarm Installation [ x|

License Agreement
Eum [ZOME LABS INE. i’
END USER LICENSE AGREEMENT
LA B s |

ZONEALARM STANDARD YERSION

Software License Agreement for Zoneslam Standard
ersion

™ |IMPORTANT- PLEASE READ CAREFULLY: BY
ZoneAlarm™  (NcrllinG THe SOFTWARE (45 DEFINED BELOW)
Easy Aiways-0n COPYING THE SOFTWARE AND/OR CLICKING ON
Internet Security THE "&CCEPT" BUTTOM BELOW, YOU (EITHER ON
BEHALF OF YOURSELF A3 AN INDIVIDUAL OR ON
BEHALF OF AN ENTITY 45 ITS AUTHORIZED
™ |REPRESENTATIVE] AGREE T0 ALL OF THE TERMS
OF THIS END USER LICENSE AGREEMENT

=
U.S. Patent No. 5,967,611 Do you accept the terms of the preceding License Agreement?
<Back | Accept Don't sccept |

Obviously, you have to accept the license agreement to continue instal-
lation. Next you have to pick your installation directory, shown in
Figure 7.84.

Like most new programs, it wants to install in C:\Program Files.
Clicking on Next takes us to the screen shown in Figure 7.85.

The installer asks you to complete a short survey. There is a Finish
button on this screen, though after the files are copied, we have one more
to go, shown in Figure 7.86.

Now the Finish button finishes. As stated on this screen, ZoneAlarm
loads the next time you boot Windows.
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Figure 7.84 Select installation directory.

[ZoneAlarm Installation
L A B S

ZoneAlarm™

Easy Always-0n
Internet Security

Select Destination Directory

Please select the directary where Zonedlam files are to be
installed.

"Free Disk Space After Install"' is bazed on your curent
selection of files ta install. A negative number indicates that
there iz not enough disk space to install the application to the
specified drive

‘ C:A\Program Files'Zone LabshZ onedlarm Browse. ‘

™
@ Current Free Disk Space: 9340672 k ‘
U.S. Patent No, 5,887 611 Free Disk Space After Instalk IFIFL R
< Back LCancel |

Figure 7.85 Survey.

User survey
L A B S

ZoneAlarm™
Easy Always-0n
Internet Security

U.S. Patent No. 5,887,611

Please take the time ta answer these survey questions:

How do wou connect to the Intermet? | DSL hi
How do pou plan ta use Zonedlarm? lm
How many computers are at your |1—
site’?

[

IF buziness use, how many total
employees are in your company?

All your information is kept confidential. Zone Labs does not
sell, rade or exchangs your survey information with any
organization.

< Bach

Figure 7.86 Installation complete.

www.syngress.com
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ZoneAlarm™

Easy Always-0n
Internet Security

=

U5, Patent No. 5,887,611

Installation Completed!

The installation of Zonedlarm has been successfully
completed.

Zonedlarm will start sutamaticially the next time you load
Windows

Press the Finish button ko exit this installation.

< Back
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Configuration

Configuration options for ZoneAlarm are also simple, at least compared to
other products we have looked at in this chapter. Upon reboot, ZoneAlarm
shows you a screen with a picture of where to find ZoneAlarm in the
Taskbar. There's also a checkbox to not show this screen on startup.

Clicking on the icon in the Taskbar pops up the screen shown in
Figure 7.87.

Figure 7.87 ZoneAlarm main menu.

Zonedlarm L33
v e ?’ QEH 7

TOP Ln.i\ "R M
o 1 =g ﬂ

ALERTS | LOCK | SECURTY | PROGRAMS | CONFIGURE |

Metzcape Mavigator application file connecting ta Intemet. a

Let's examine the various buttons and controls shown here. First are
the two traffic meters shown on the left (with UP and DN on them). The
pair on the top shows traffic in and out of the computer live, like a sound
meter. As traffic is sent from the computer, the UP meter will get larger
from left to right. Below that, the pair on the bottom will show a vertical
graph that scrolls from right to left over time. So, when you have a burst of
traffic, the top bars will jump, and then drop to nothing, while the bottom
bars will show a vertical bar slowly marching from right to left.

Next is the Lock icon and Stop icon. The basic idea is that you can dis-
able Internet access to your computer when you walk away from it. The
lock setting will allow certain network access to take place, depending on
settings elsewhere. The Stop button will stop all network access, and is
intended to be a panic button of sorts.

To the right of the Stop icon is a cluster of four program icons. The
ones shown in Figure 7.87 are, from right to left, top to bottom, Napster,
ZoneAlarm, SSH, and Netscape Navigator. These are not clickable, but if
you leave the mouse pointer over the Napster icon (for example) for a
moment, it will report that Napster is listening on a particular port
number.

On the far right is a ZoneAlarm help button, which will pull up a help
document in your default Web browser (not shown).

Across the bottom are five buttons: Alerts, Lock, Security, Programs,
and Configure. We will look at each of these, starting with Alerts, shown in
Figure 7.88.
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Figure 7.88 ZoneAlarm alerts.

) HA .;,
= g e

aLErts | LOCK | SECURIY | PROGRAMS | CONFIGURE |

INTERNET ALERTS

Today's summar
IV Bytes zent 183.87 KB  Butes received 1.84 ME |

r~ Currerit aler
The firewall has blacked Intemet access ta your ;I More info
computer [TCP Port 1042) from 2

mail. securtyfocus.com [207.126.127.78) [Ssh). "IN »|)

Time: 9/25/00 1:07:40 Eth of 7 alerts

;I . Clear lerts

et zetting
[ Logalerts to & text file

CAwWINDOWS nternet Logs\ZaLog.txt Ok bytes]
[~ Show the alert popup window

Netscape Mavigator application file connecting to Intermet, a

ZoneAlarm will store an alert for any traffic that does not appear to be
authorized (i.e., specifically allowed by you). In this case, it looks like it's
flagging a packet that does belong to part of a conversation that was
authorized, but for whatever reason wasn’t recognized as such. This can
happen if a packet gets corrupted, or if a duplicate arrives. | would tend to
call this particular report a false alarm.

You can see a couple of options here as well, such as whether to also
log to a file, and whether to pop up whenever an alert is generated.

The Lock button settings are shown in Figure 7.89.

Here you can configure how the Internet lock works. You can set
whether the automatic lock is enabled, whether it engages after so many
minutes, or whether it kicks in with the screen save, and whether the Pass
Lock setting takes effect. The Pass Lock option will become clear when we
get to the Programs button.

The next button is Security, shown in Figure 7.90.

The default security setting for Local is Medium, and for Internet it's
High. By putting Local to High, I've blocked local access to file and printer
sharing. The idea behind the Local/Internet settings is to allow a different
class of access for local machines. By using the Advanced button, you can
configure which adapter is your Local adapter (not shown). ZoneAlarm will
determine which machines are local by the subnet that is on the adapter
you identify as local. The documentation points out that if you're using
something like a cable modem, that may include neighbors’ machines that
you didn’t mean to include, so be cautious.
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Figure 7.89 ZoneAlarm lock settings.

33

OB 7o
r e

SECURITY | PROGRAMS | CONFIGURE |

ZoneAlarm

r~ Lock Status:

The Intemet iz open,
Lock will be engaged automatically when the screen saver becomes active.
Pass Lock programs may access the Internet while Lock engaged.

r Automatic Lack & Enable ¢ Disable
€ Engage Intemet lock after (10 _|:,' minutes of inactivity

€ Enoage Intemnet Lock when screen saver achivates
Lock mode to use while the automatic lock is engaged:
@ Pass Lock programs may access the Intemet

€ High securty, Al Intermet activily stopped

The automatic lock will lock when the screensaver is activated. a

Figure 7.90 ZoneAlarm security settings.

ZoneAlarm %

CE. ) 17 Fla
CI—

A

ALERTS | LOCK | SECURITY | PROGRAMS | CONFIGURE |

[SECURITY SETTINGS =

— Security level

Use these sliders to choose security levels for your local and Internet access.
Local Internet
T I

T
High __ 5| High
Recommended setting for Recommended setting for all
computers connected directly to configurations.
the Internet.

Strang security:

Strong security: - Enfarces application privileges.
- Enfarces application privileges. b - Intemet Lock blacks all traffic.
- Internet Lock blocks all taffic - Blocks Internet access to
- Blocks local network access to ‘Windows services and file/printer
\Windows services and file/printer shares.
shares. - Stealth mods: firewall hides al
- Stealth mode: firewall hides all portz not in use by a program.

parts not in uze by a program.

™ Block local servers ™ Block Intemet servers

Mail5 afe e-mail pratection
W Enable MailS afe protection to quarantine e-mail script attachments |

The automnatic lock will lack when the screensaver is activated. o

There are also three checkboxes along the bottom that deserve explana-
tion. The Block Local Servers will keep you from acting as a server in any
way, even when your Programs settings say it's OK. It's a quick way to
shut these off without modifying each program setting. Block Internet
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servers will do the same for the Internet zone. Finally, the Enable
MailSafe... checkbox controls whether MailSafe is enabled. This is a new
feature in this version of ZoneAlarm. Currently, MailSafe blocks only .vbs
attachments. ZonelLabs says they are considering adding other types. This
is likely in response to the Love Letter virus, and other variants. MailSafe
works by slightly mangling the attachment filename, which will keep it
from running automatically when it is double-clicked.

The Programs button is shown in Figure 7.91.

Figure 7.91 ZoneAlarm program settings.

ZoneAlarm >3
M ) ?’ QEA z

| — oe ZUNE
CO— .,j !‘ i ] E

ALERTS | LOCK | SECURITY | PROGRAMS | CONFIGURE

Alleay
server

Pass
Lock

O

Program

Allow connect
&) 55H - Secure Shel Local: % - -
1.00 Intemet: W -

Nelscape Mavigator application file Local: W« -
475 Intemet W -

HA Zonetlam Intemet Security Uiy Local: -
21.25 Intemet - -

T ]ENTERMET.EXE Local: - -
T/N/00940:26  Intemet:

&) napster Loca: - -
1.0.0.1 Intemet: *© *

ﬁTelnel Program Local:  *
5.001755.2 [Intemet: © -

WD 0 ndad ndnd nd b
CICI I I I C T T
o ojojo|o

The automnatic lnck will lack when the screensaver is activated a

This is ZoneAlarm’s rulebase. For each program (identified and added
the first time you run it), ZoneAlarm keeps track of what settings you've
told it to use. For example, when Navigator was first run, | told it to always
allow it (see Figure 7.92).

If you click on Yes or No, it will allow or not allow access. If you check
on the Remember... checkbox, it will remember that choice and not ask
again.

The programs in Figure 7.91 with a checkbox on the left are allowed
access without prompting. If there were any that were denied access, there
would be an X instead of a check, in the next column over. The ones with a
question mark in the third column prompt each time. You can also check
whether each program is allowed to act as a server, and whether they are
allowed to pass lock. Pass lock means that they will still have access when
your Internet access is locked.

The Configure button screen is shown in Figure 7.93.
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Figure 7.92 ZoneAlarm access prompt.

ZoneAlarm

Do you want to allow Netscape M avigator
application file to access the Intermet?

r Bemember the answer each time | uze
thiz program.

. Yes ) ] Mo )

Y|

I

Figure 7.93 ZoneAlarm configuration screen.

ZoneAlarm %

ramm (L VO OB R
= ¥ o o

ALERTS | LOCK | SECURITY | PROGRAMS | CONFIGURE |

Zonehlaim version 2.1.25
Z ﬂ True¥ector Service version 2.1.25

L & B s | TnueVectordiveris loaded

r Configuration
¥ On top during Internet activity ¥ Load Zoneslarm at startup
r Updal
¥ ‘es. | want to check for updates automatically
Check for update )
;?jszagﬁpa?f!?f;algm was registered on August Change Registration )

The program can act as an Intemet server. o

The settings here are fairly self-explanatory. You can control whether
it's always on top (when not in the Taskbar) and whether it loads at
startup. You can check for updates, both automatically and manually, and
you can change your registration information.

E-mail and ZoneAlarm

About the only e-mail-specific feature that ZoneAlarm has is the MailSafe
feature. This protects from a limited number of threats. Its main safety-add
is the fact that you will get prompted when a program tries to access the
Internet, which may alert you to unauthorized activity.
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Summary

There are any number of functions that a personal firewall might perform.
These include port blocking, file access control, execution control, content
scanning, sandboxing, and virus scanning. The mix of features that you
need in a firewall product depend entirely on what you want to accomplish.
If your intent is to control someone else’s use of your computer, such as a
child, you may want to focus on content filtering. If you need a backup
protection mechanism for when your primary protection fails, you may
want a product with strong access control. If your intent is to discern pat-
terns of attack, you may want a product that has a strong IDS capability.

In any case, your choices are not limited to the products you've seen
here. The personal firewall market is relatively new, and the capabilities of
each product will evolve quickly. If you have read about a particular
product here that interests you, but it's missing a key feature, check the
current version. You may find that the latest version that has come out
since this book was printed now includes it.

FAQs

Q: How do | know my personal firewall is working?

A There are ways you can test your personal firewall, depending on which
features it provides. If you have access to a second computer, or if you
have a friend who is willing to help, you can do simple port probing.
For example, if you Telnet to port 139, and you have file sharing
blocked, you ought to get a message that the connection could not be
established. If you want to see if it blocks some programs from
accessing the Internet, just try it. This is an excellent way to learn how
your chosen product works.

Q: How frequently should | be seeing probes? | get them all the time.

A Unfortunately, this is normal, in the sense that it happens quite a lot.
For example, some cable modem customers report getting probed many
times per day.

Q: Can | safely shut off the alerts?

A: Many of them you can safely shut off. There are only so many times
you can look at alerts that say you're being probed for back orifice
before it gets really boring. If you’re not vulnerable (that is, Back Orifice
isn’t installed), then there’s not a lot of reason to see the alerts, unless
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you plan to act on the information. The danger in turning off alerts
comes from net attacks that are developed all the time. If you're fire-
walling services you do run, it is probably a good idea to keep those
particular alerts on.

Q: Where can | find out about other personal firewall products?

A Aside from the typical magazine roundups, there is at least one Web
site dedicated to this topic: http://website.lineone.net/~offthecuff/
firepers.htm.

This link was reached from the Intrusion Detection site, which is
worth checking out in its entirety: www.networkintrusion.co.uk.

. Are personal firewalls available for UNIX and Linux?

. Personal firewalls are available for these platforms; they're often free
and included with the OS. They aren’t considered a product per se, and
they act only as firewalls, whereas the Windows products add all kinds
of functions. Most of the larger commercial firewalls do run on UNIX.

> O

. Are personal firewalls available for Macs?

> O

. Yes. Check out this link for reviews, patches, and other information
related to Mac firewalls: www.doshelp.com/mprotection.htm.
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Introduction

Microsoft Windows 2000 Advanced Server and Red Hat Linux are capable
of high-end security. However, the out-of-the-box configurations must be
altered to meet the security needs of most businesses with an Internet
presence. This chapter will show you the steps for securing Windows 2000
Advanced Server and Red Hat Linux systems, which is a process called
hardening the server. The hardening process focuses on the operating
system, and is important regardless of the services offered by the server.
The steps will vary slightly between services, such as e-mail and http, but
are essential for protecting any server that is connected to a network, espe-
cially the Internet. Hardening the operating system allows the server to
operate efficiently and securely.

This chapter includes the essential steps an administrator must follow
to harden Windows 2000 Advanced Server and Red Hat Linux systems.
These steps include maintenance, disabling unnecessary services, locking
down ports, and placing the server behind a firewall, such as Axent Raptor
or CheckPoint Firewall-1. Although Microsoft Exchange Server may lock
down some services, many Exchange administrators will find this informa-
tion useful as they install alternative e-mail servers, such as Sendmail.

Updating the Operating System

When an operating system is first released, it may contain many security
vulnerabilities and software bugs. Vendors, such as Microsoft and Red Hat,
provide updates to their operating systems to fix these vulnerabilities and
bugs. In fact, many consulting firms recommend that companies do not
purchase and implement new operating systems until the first update is
available. In most cases, the first update will fix many of the problems
encountered with the first release of the operating system. In this section,
you will learn where to find the most current Microsoft Windows 2000
Service Packs and Red Hat Linux 6.2 Errata and Updates.

Microsoft Service Packs

The first step in hardening a Microsoft Windows 2000 Advanced Server is
to apply the most current service pack to the operating system. A service
pack provides the latest updates to an operating system. Each service pack
is a collection of fixes to the operating system, such as fixes in security,
reliability, setup, and application compatibility. Many service packs are not
required upgrades. You need to read the service pack documentation to
determine if you need to install it. You can order service packs on CD or
download them directly from the Microsoft Web site.
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The Microsoft Web site provides service packs at no charge. After your
initial installation of Windows 2000 Advanced Server, you should point
your browser to http://support.microsoft.com/servicedesks/servicepacks/
servicepacks.asp to download the latest service pack. Here are the steps for
installing a typical service pack:

1. To determine the latest service pack in Windows 2000 Advanced
Server, select the Start menu and choose Updates. The browser
will automatically open and load the Microsoft Windows Update
Web page.

2. ldentify the latest service pack. Figure 8.1 shows the availability of
the first Windows 2000 Service Pack, SP1, which provided many of
the bug fixes and security holes that existed in the initial release
of Windows 2000.

3. Review the service pack documentation and determine if it is
required for your system.

4. You can order the service pack on CD, or download it. To download
it, select the checkbox next to the latest service pack, then click the
download button. Follow the instructions.

5. The downloading process will download and install the service pack.

6. You must restart your computer for the service pack installation to
complete.

When your computer restarts, you will have the latest, fully-tested, patches
to the Windows 2000 operating system.

Red Hat Linux Updates and Errata Service
Packages

The first step in hardening a Linux server is to apply the most current
errata and Update Service Package to the operating system. The Update
Service Package provides the latest fixes and additions to the operating
system. It is a collection of fixes, corrections, and updates to the Red Hat
products, such as bug fixes, security advisories, package enhancements,
and add-on software. This collection of updates can also be downloaded
individually as Errata, but it is a good idea to start with the latest Update
Service Package, and then install Errata as necessary. However, you must
pay to receive the Update Service Packages, and the Errata are free. Many
Updates and Errata Service Packages are not required upgrades. You need
to read the documentation to determine if you need to install it.
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Figure 8.1 The Windows Update home page.
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The Update Service Packages include all of the Errata in one package to
keep your system up-to-date. After you pay for the service, you can order
Update Service Packages on CD or download them directly from the Red
Hat Web site. To find out more about the Update Service Packages, visit
www.redhat.com/support/services/update.html, as shown in Figure 8.2.
You will learn more about Errata in the maintenance section of this
chapter.

NOTE

If a Critical Updates Package is available, it is recommended that you
download and install it after you have downloaded and installed the ser-
vice pack. The Critical Updates Package may be redundant—check to see
if the service pack includes the fixes in the Critical Updates Package.
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Figure 8.2 Red Hat Updates and Errata.
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Disabling Unnecessary Services and
Ports

To harden a server, you must first disable any unnecessary services and
ports. You must also ensure that unnecessary services are removed, such
as Microsoft Server service or the Linux rlogin service. It is also important
to lock down unnecessary Transmission Control Protocol/User Datagram
Protocol (TCP/UDP) ports. Once these services and ports are secure, you
must then regularly maintain the system.

Windows 2000 Advanced Server—Services to
Disable

When a new operating system is introduced, there are many uncertainties
because the OS has not been implemented in every production environ-
ment. There are many security vulnerabilities that have not been discov-
ered. Most services on the system are not vulnerable to these weaknesses.
However, an administrator can reduce the amount of risk by removing
unnecessary services. Windows 2000 Advanced Server includes more ser-
vices than ever before, so it makes sense that an administrator would
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customize the system to suit the company needs. You are removing risk
when you remove unnecessary services.

The Server Service

The Windows 2000 Server service provides Remote Procedure Call (RPC)
support for file, print, and named pipe sharing. RPC is a programming
interface that allows computers to share resources with one another
remotely. In Windows, the RPC uses NetBIOS network requests. NetBIOS
is a native networking protocol for Windows and DOS networks, and is not
required when using Windows 2000 as an Internet server. If the Server ser-
vice is left running, the system is vulnerable to hackers who can exploit
NetBIOS. If the service is disabled, two-thirds of all hacker attacks can be
avoided.

To stop the Server service, you must disable it. It is recommended that
you disable the service, not remove it, because removal can potentially
damage the operating system. You must also verify that internal users do
not require the Server service. If they require the Server service (for
example, the server is used as a Windows LAN file server), you should
place those resources on a different server and make them available inter-
nally. Because of this, disabling the Server service has drawbacks, and
should be implemented only in certain situations.

1. To disable the Server service in Windows 2000 Advanced Server,
click Start | Programs | Administrative Tools | Services.

2. The Microsoft Management Console (MMC) opens with the Services
snap-in. The right-hand window lists the services installed on the
machine, as shown in Figure 8.3.

3. Scroll to the Server service, right click the service, and select
Properties.

4. The Server Properties window appears. The General tab is dis-
played by default.

5. In the Startup type drop-down menu, select Disabled, as shown in
Figure 8.4.

6. Click the Stop button to stop the service. An Alert window appears
stating that when the Server service stops, it also stops the
Distributed File System and Computer Browser service. If you do
not require these services, select Yes to stop them.

7. Select OK. The Server service is disabled. Exit the MMC.

www.syngress.com



Securing Windows 2000 Advanced Server and Red Hat Linux 6 = Chapter 8

Figure 8.3 MMC Services snap-in.
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Figure 8.4 Disabling the Server service.
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NOTE

If you restart the system, you will receive error messages because the
Distributed File System and Computer Browser service cannot start—they
are dependent upon the Server service. Disable both services to avoid
this error upon each reboot.

Internet Information Services (lIS)

If you plan to run services available in 1IS 5, such as Web, File Transfer
Protocol (FTP), or Network News Transfer Protocol (NNTP) services, you
need to read the Microsoft document “Secure Internet Information Services
5 Checklist” at www.microsoft.com/technet/security/tools.asp. This Web
site contains tools and checklists for securing many different Microsoft
products. Configuring IIS 5 for security is simpler than in previous ver-
sions because the default settings for Microsoft Windows 2000 and IIS 5
are more secure than the default settings for Windows NT 4.0 and IIS 4.

If the system will run exclusively as an e-mail server, and will not
require 1IS, you should stop the unnecessary IIS, or remove it altogether.
During installation of Windows 2000 Advanced Server, you are given the
choice to install 11S 5. Simply deselect the checkbox and IIS will not install.

If you installed 1IS, you can stop the services instead of removing them,
especially if you periodically use the services. You can restart a service
when needed (make sure the coinciding port is open). For instance, if you
want to use the FTP service temporarily, you can start the FTP service,
then open TCP port 21.

To stop IS, use the following steps:

1. Access the Internet Information Services MMC by selecting Start |
Programs | Administrative Tools | Internet Services Manager.

2. By default, all the IIS applications are started. To stop them, right-
click each service and select Stop, as shown in Figure 8.5.

3. Stop the services that are not required. By default installation, the
following will be available: Default FTP Site, Default Web Site,
Administration Web Site, Default SMTP Virtual Server, and Default
NNTP Virtual Server.

4. Close the IIS MMC.
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5. The unnecessary IIS programs have been stopped. If you require
the use of an IIS program, simply open the Internet Information
Services MMC, right-click the required service, and select Start.

Figure 8.5 Stopping services in IIS.
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NOTE

The Simple Mail Transfer Protocol (SMTP) service packaged with IIS is not
required for Microsoft Exchange. Exchange has its own SMTP service.
Therefore, if you stop the IS SMTP service, Exchange’s SMTP service will
not be affected.
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Red Hat Linux—Services to Disable

Linux, by nature, is more secure than the Windows operating systems.
However, it is also not as intuitive and user-friendly as Windows.
Regardless, there are still uncertainties to every new Linux kernel that is
released and many security vulnerabilities that have not been discovered.
Most Linux services are not vulnerable to these exploits. However, just as
in Windows, an administrator can reduce the amount of risk by removing
unnecessary services. Red Hat Linux 6 includes many services, so it makes
sense that an administrator would customize the system to suit the com-
pany needs. Remember, you are reducing risk when you remove unneces-
sary services.

Inetd.conf

The inetd.conf file controls many UNIX services, including FTP and Telnet.
It determines what services are available to the system. If a service is com-
mented out, then the service is unavailable. Because this file is so pow-
erful, only the root should be able to configure it. The inetd.conf file makes
it simple to disable services that your system is not using. For instance,
you can disable the FTP and Telnet services by commenting out the FTP
and Telnet entries in the file and restarting the service. If the service is
commented out, it will not restart. The next section will demonstrate how
to disable the Telnet service.

Most administrators find it very convenient to log in to their UNIX
machines over a network for administration purposes. It allows the admin-
istrator to work remotely while maintaining network services. However, in a
high security environment, only physical access may be permitted for
administering a server. In this case, you should disable the Telnet inter-
active login utility. Once disabled, no one can access the machine via
Telnet.

1. To disable Telnet, you must edit the inetd.conf file. Open the inetd
file and locate the Telnet service, as shown in Figure 8.6.

2. Comment out the Telnet service, then write and quit the file.

3. Next, you must restart inetd.conf. Identify the process identifier
(PID) for inetd by entering:

ps aux | grep inetd
4. The second column lists the PID number. The last column lists the

process using that PID. To restart inetd, identify the PID number
and enter:

kill —HUP [PI D NUVBER]
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Attempt to log on to the system using Telnet. You should fail. Note that
many services can be disabled using the inetd.conf file. You can disable
the FTP service using the same method.

Figure 8.6 Commenting out the Telnet service with inetd.conf.

-_J.' Telnet M= &3

LConnect Edit Temminal Help

# These are standard services.

#

ftp stream tcp nowait root fusr/sbin/tcpd in.ftpd -1 -a
telnet stream tcp nowait root fusr/sbin/tcpd in.telnetd

#

# Shell, login, exec, comsat and talk are BSD protocols.

#

shell stream tcp nowait root fusr/sbin/tcpd in.rshd

login stream tcp nowait root fusr/sbin/tcpd in.rlogind

ftexec  stream tcp nowait root fusr/sbin/tcpd in.rexecd

f#ticomsat dgram  udp wait root fusr/sbin/tcpd in.comsat

talk dgram  udp wait nobody.tty fusr/sbin/tepd  in.talkd
ntalk dgram udp wait nobody.tty fusr/sbin/tcpd in.ntalkd
#tdtalk stream tcp wait nobody.tty fusr/sbin/tcpd in.dtalkd

#
# Pop and imap mail services et al
#

#tpop-2  stream tcp nowait root fusr/sbin/tcpd ipop2d
#pop-3  stream tcp nowait root fusr/sbin/tcpd ipop3d
ttimap stream tcp nowait root fusr/sbin/tcpd imapd

#
# The Internet UUCP service.

Rlogin

The rlogin service (remote login) is enabled by default in the inetd.conf file.
Rlogin has security vulnerabilities because it can bypass the password
prompt to access a system remotely. There are two services associated with
rlogin: login and rsh (remote shell). Comment out these services if they are
not required and restart inetd to ensure your system is not exploited.

Locking Down Ports

TCP/IP networks assign a port to each service, such as HTTP, SMTP, and
POP3. Each port is given a number, called a port number, used to link
incoming data to the correct service. For instance, if a client browser is
requesting to view a server’'s Web page, the request will be directed to port
80 on the server. The Web service receives the request and sends the Web
page to the client. Each service is assigned a port number, and each port
number has a TCP and UDP port. For instance, port 53 is used for the
Domain Name System (DNS) and has a TCP port and a UDP port. TCP port
53 is used for zone transfers between DNS servers; UDP port 53 is used for
common DNS queries—resolving domain names to IP addresses.
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Well-Known and Registered Ports

There are two ranges of ports used for TCP/IP networks: well-known ports
and registered ports. The well-known ports are the Internet services that
have been assigned a specific port. For instance, SMTP is assigned port 25
and HTTP is assigned port 80. Servers listen on the network for requests at
the well-known ports. Registered ports are temporary ports, usually used
by clients, and will vary each time a service is used. Registered ports are
also called ephemeral ports, because they last for only a brief time. The
port is then abandoned and can be used by other services.

The port number ranges are classified as follows, according to Request
for Comments (RFC) 1700. To access RFC 1700, go to ftp://ftp.isi.edu/
in-notes/rfc1700.txt.

Type Port number range
Well-known 1-1023
Registered 1024-65535

Most TCP/IP services use the registered ports 1024-5000 for ephemeral
ports. The registered ports above 5000 are used for services that are not
well known. You will see how well-known ports work with registered ports
in a moment.

Table 8.1 is a list of well-known TCP/UDP port numbers.

To explain how well-known ports work with registered ports, let's take a
look at a typical Web site connection from a Web browser to a Web server.
The client sends the HTTP request from a registered TCP port, such as port
3666. The request is routed across the network to the well-known TCP port
80 of a Web server. Once a session is established, the server continues to
use port 80, and the client uses various registered ports, such as TCP port
3666 and 3667, to transfer the HTTP data.

Figure 8.7 is a packet capture that displays the establishment of a TCP
session between a client and server, and the transmission of HTTP data
between them.

In frame number one of the packet capture, the source address
(192.168.10.82) is the client computer requesting the Web page. The desti-
nation address (205.181.158.21) is the Web server, which hosts the
Syngress Web site. In the summary field, the D=80 indicates that the desti-
nation TCP port is 80. The S=3666 indicates that the source TCP port is
3666. The first three frames display the TCP handshake, which establishes
a TCP connection between the client and server. In frame four, the client
requests HTTP data from the server. The request determines the HTTP ver-
sion that the client and server will use. The following frames include the
client requesting and downloading the contents of the Web page.
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Table 8.1 Commonly Used Well-known TCP/UDP Port Numbers

Protocol

Port Number

FTP (Default data)
FTP (Connection dialog, control)

Telnet
SMTP
DNS

DHCP BOOTP Server
DHCP BOOTP Client

TFTP
Gopher
HTTP
POP3
NNTP

NetBIOS Session Service

Internet Message Access Protocol (IMAP), version 2

20
21
23
25
53
67
68
69
70
80
110
119
139
143

Figure 8.7 Port usage in a client/server HTTP session.
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Determining Ports to Block

When determining which ports to block on your server, you must first
determine which services you require. In most cases, block all ports that
are not exclusively required by these services. This is tricky, because you
can easily block yourself from services you need, especially services that
use ephemeral ports, as explained above.

For example, if your server is an exclusive e-mail server running SMTP
and IMAP, you can block all TCP ports except for ports 25 and 143, respec-
tively. If you want to routinely download patches from the Microsoft Updates
Web site using this server, you may be inclined to open TCP port 80.

If you block the same UDP ports 25, 80, and 143, DNS requests
are blocked because DNS queries use UDP port 53, and DNS answers
use a UDP ephemeral port (for example, the response stating that
www.syngress.com=205.181.158.215). Even if you open port 53, a different
ephemeral port may be assigned each time for the answer. Attempting to
allow access to a randomly assigned ephemeral port is almost impossible
and a waste of time. Another problem is that Microsoft and many other
sites run reverse DNS lookups on computers accessing their sites, espe-
cially when systems download software. If your DNS ports are blocked, a
reverse DNS lookup will fail, and you cannot access the site.

Therefore, you should either open all UDP ports so you can access the
Windows Updates page, or block them (except for the services you require)
and access these service packs, hot fixes, and security updates another
way. Many administrators subscribe to the Microsoft TechNet program,
which sends monthly CDs containing all service packs, host fixes, and
security patches. You can also simply download the updates from another
computer.

Blocking Ports in Windows

The TCP/IP Properties window allows you to access the TCP/IP Filtering
window. Filtering allows you to disable TCP and UDP ports, so only the
necessary ports are open. In the following example, all ports will be
blocked except those required by the e-mail server:

1. To block TCP/UDP ports on Windows 2000 Advanced Server, right-
click My Network Places on the desktop and select Properties.
2. Right-click Local Area Connection and select Properties.

3. In the scroll-down window, highlight Internet Protocol (TCP/IP)
and click the Properties button.

4. Click the Advanced button and choose the Options tab.
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Select TCP/IP filtering in the Optional settings field. Click
Properties. The TCP/IP Filtering window appears.

Click the Enable TCP/IP Filtering (All adapters) select box.

Above the TCP Ports field, click the Permit Only radio button. Click
Add... and enter 25. This will open the SMTP TCP port. Select OK.

Click Add... again and enter 110 or 143, depending on whether
your e-mail server uses SMTP or IMAP, respectively. Select OK.

Above the UDP Ports field, click the Permit Only radio button.
Click Add... and enter 25. This will open the SMTP UDP port.
Select OK.

Click Add... again and enter 110 or 143, depending on whether
your e-mail server uses SMTP or IMAP, respectively. Select OK.

The TCP/IP Filtering window will resemble Figure 8.8.
Click OK four times and select Yes to restart your computer.

Once your system restarts, only the SMTP and IMAP protocols can
access your computer over the network. If you find this configuration too
restrictive, modify as necessary.

Figure 8.8 Filtering TCP/UDP ports.
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Blocking Ports in Linux

To block TCP/UDP services in Linux, you must disable the service that uti-
lizes the specific port. The following section will discuss disabling ports
using the inetd.conf file, and disabling ports assigned to stand-alone
services.

Inetd Services

Many services are disabled in the inetd.conf file by commenting out the
service that uses the port. You learned how to comment out services in the
inetd.conf file earlier in this chapter. For instance, to disable port 79 (used
for finger services, it gives out user data that can be used by hackers), you
would comment out the finger entry in inetd.conf file. To view other ports
you may wish to block, refer to Table 8.2 in the “Firewall Placement” sec-
tion, which lists common ports blocked by firewalls. However, these ports
can also be blocked at the server itself. The following example lists the
steps to disable port 79:

1. To disable port 79, you must edit the inet.conf file. Open the
inet.conf file and locate the finger service.

2. Comment out the finger service, then write and quit the file.

3. Next, you must restart inetd.conf. Identify the process identifier
(PID) for inetd by entering:

ps aux | grep inetd

4. The second column lists the PID number. The last column lists the
process using that PID. To restart inetd, identify the PID number
and enter:

kill —HUP [PI D NUVBER|

If you have a finger program installed on your system, or access to a
finger gateway, attempt a finger request to your system. You should fail.
Note that many other ports can be disabled using the inetd.conf file.

Stand-Alone Services

To disable ports whose corresponding services are not listed in the
inetd.conf file, you must Kill the service’s process and make sure that the
service does not automatically restart upon reboot. These services are
called stand-alone services. For example, port 111 is assigned a stand-
alone Portmapper service not required for most e-mail servers. The
Portmapper service, which is technically called the Sun Remote Procedure
Call (RPC) service, runs on server machines and assigns port numbers to
RPC packets, such as NIS and NSF packets. Because these RPC services
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are not used by most e-mail services, port 111 is not necessary. To disable
port 111, you must disable the Portmapper service, as shown in the fol-
lowing steps:

1. To disable the Portmapper service, identify the PID for inetd by
entering:

ps aux | grep portnap
2. The second column lists the PID number. The last column lists the

process using that PID. To stop the Portmapper service, identify
the PID number and enter:

kill —9 [PID NUVBER]

3. To make sure the service does not restart during reboot, enter:

nt sysv

4. Scroll down to the Portmapper service and uncheck the checkbox
next to the service. Select OK. The Portmapper service will no
longer restart at bootup.

NOTE

Some ports, such as port 80, are not activated unless the service is
installed. For instance, if you have not installed Apache server, then port
80 is not used. There is no need to block the port because it is already
disabled.

Maintenance Issues

Not only should you apply the latest service pack and updates before the
server goes live, but you must constantly maintain the server to make sure
the most current required patches are installed. The more time an oper-
ating system is available to the public, the more time hackers have to
exploit discovered vulnerabilities. As these vulnerabilities are discovered,
vendors offer patches that are available shortly afterward. In some cases,
the fixes are available at the vendor’s site the same day.

Administrators must also regularly test their systems using security
analyzer software. Security analyzer software scans systems to uncover
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security vulnerabilities and recommends fixes to close the security hole.
This section will discuss the maintenance required to ensure your systems
are safe from the daily threats of the Internet.

Microsoft Service Pack Updates, Hot Fixes, and
Security Patches

Maintaining a Microsoft server includes installing patches, which are ser-
vice packs, hot fixes, and security patches. You should always check the
Microsoft Web site or subscribe to the Microsoft Security Notification
Service for the latest operating system news. The following list defines
these software patches (you have already learned about service packs):

Hot Fix Provides a fix to specific issues, such as a certain error message
that may occur when completing an operating system task. Hot fixes are
not regression-tested and should be installed only if your system experi-
ences a specific problem. If the problem is not causing extensive damage to
your system, you should wait until the next service pack is available.
Service packs are tested extensively, and contain most of the hot fixes
released since the last service pack.

Security Patch Provides a patch that eliminates a security vulnerability in
the operating system. A case study describing the importance of security
packs is included in this section.

TIP

It is recommended that you subscribe to the Microsoft Security
Notification Service at www.microsoft.com/technet/security/notify.asp.
The service provides Microsoft Security Bulletins that include new vulner-
abilities and the available security patches.

Earlier in this chapter you learned where to download service packs.
There are several locations to download them on the Microsoft site,
including a location that includes hot fixes. Here are the steps for
accessing Microsoft 2000 hot fixes and security patches:

1. To download hot fixes (and service packs), point your browser to
http://support.microsoft.com/servicedesks/servicepacks/
servicepacks.asp. Download and install the latest hot fixes that
affect your system.
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2. To download security patches, go to www.microsoft.com/technet/
security or access the Microsoft download page (www.microsoft.com/
downloads) and type keyword security patch for Windows 2000.
Download and install the latest security patches that affect your
system.

Case Study

Windows 2000 system services, such as the server and workstation ser-
vices, are administered through the Service Control Manager (SCM). The
SCM (services.exe) allows these services to be modified or created. As each
service starts, the SCM creates a hamed pipe. A pipe is an area of memory
that two or more processes share, and it allows these processes to commu-
nicate with one another.

The problem is that if a malicious program predicts and creates the
named pipe for a service before that service starts, it can impersonate the
service’s privileges. When the malicious program runs within the context of
the service, it can gain the privileges of the local system and perhaps a given
user. The malicious user could then gain more privileges on the system by
logging on interactively and running arbitrary programs. Workstations and
terminal servers are at greatest risk.

A security patch can be downloaded for this Service Control Manager
Named Pipe Impersonation vulnerability at the Microsoft TechNet Security
site or the Microsoft Download Center. Figure 8.9 shows the security bul-
letin alerting administrators of this vulnerability.

Figure 8.9 Microsoft security bulletin for the SCM named pipe
impersonation.
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To find out more about this security patch, view the FAQ at
www.microsoft.com/technet/security/bulletin/MS00-053.asp. You should
then download and install the patch to eliminate this security vulnerability.

Red Hat Linux Errata: Fixes and Advisories

Not only should you apply the latest Update Service Package before the
server goes live, but you must constantly maintain the server to make sure
the most current required Errata are installed. These Errata include bug
fixes, corrections, and updates to Red Hat products. You should always
check the Red Hat site at www.redhat.com/apps/support/updates.html for
the latest Errata news. The following list defines the different types of
Errata found at the Red Hat Updates and Errata site:

Bug Fixes Addresses coding errors discovered after the release of the
product, and may be critical to program functionality. These RPMs can be
downloaded at no charge. Bug fixes provide a fix to specific issues, such as
a certain error message that may occur when completing an operating
system task. Bug fixes should be installed only if your system experiences
a specific problem. Another helpful resource is Bugzilla, the Red Hat Bug
Tracking System at http://bugzilla.redhat.com/bugzilla.

Security Advisories Provides updates that eliminate security vulnerabili-
ties on the system. Red Hat recommends that all administrators download
and install the security upgrades to avoid denial-of-service and intrusion
attacks that can result from these weaknesses. For instance, a security
update can be downloaded for a vulnerability that caused a memory over-
flow due to improper input verification in Netscape’s Joint Photographic
Experts Group (JPEG) code.

Package Enhancements Provides updates to the functions and features
of the operating system or specific applications. Package Enhancements
are usually not critical to the system’s integrity. They often fix functionality
programs, such as an RPM that provides new features.

Here are the steps for accessing Linux bug fixes, security advisories,
and package enhancements:

1. To download bug fixes, point your browser to www.redhat.com/
apps/support/updates.html. Under the “Errata: Fixes and
Advisories” section, click the Red Hat Linux Bug Fixes link. The
latest bug fixes are available for download on this page. Click each
bug to learn more, and determine whether it affects your system.
Some fixes do not include software downloads, such as RPMs.
Instead, they explain how to configure your system to fix the
problem.
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To download security advisories, point your browser to
www.redhat.com/apps/support/updates.html. Under the “Errata:
Fixes and Advisories” section, click the Red Hat Linux Security
Advisories link. The available security fixes are listed, as shown in
Figure 8.10. For instance, an updated perl and mailx package is
available. This fixes a vulnerability that allowed suidperl to send
mail to the local superuser account using bin/mail. This weakness
could be exploited to gain local root access. It is imperative for
Linux administrators to check this Web site on a regular basis,
determine if the changes are necessary, and implement the vulner-
ability fix.

To download package enhancements, point your browser to
www.redhat.com/apps/support/updates.html. Under the “Errata:
Fixes and Advisories” section, click the All Red Hat Linux Errata
link, then the Package Enhancements link. A Red Hat Linux
Package Enhancements link may also exist on the main Errata
page. The available package enhancements are listed. Check the
list to see if any enhancements affect your operating system or
applications. If an enhancement exists, and installing it would
benefit your system, download and install the corresponding
package.

Figure 8.10 Available security fixes for Linux.
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Case Study

In a production environment, a problem may exist if a system has an i810
chipset and is running Red Hat Linux 6.2. The correct amount of system
RAM may not be available to the system. Therefore, the system cannot
maximize RAM usage, and may not run certain programs because it thinks
it does not have enough RAM. A fix for this problem is available at the Red
Hat Updates and Errata Web site.

According to the bug fix, an administrator needs to manually enter the
amount of RAM for the system. To check if the problem exists on a system,
log on as root and enter:

cat /proc/nem nfo

If the memTotal value is not within a few MB of the actual system RAM,
you need to manually enter the correct amount of system RAM. To accom-
plish this task, you must have root access and edit the etc/lilo.conf file.
You must locate the current kernel image and add a new line by entering:

append="nmenr[total armount of ram(in MB) - 1M

Figure 8.11 displays an edited lilo.conf file for a system that has 256
MB of RAM (one MB is subtracted from the total in the figure).

Write and quit the lilo.conf file. Load the updated lilo.conf file into
memory by entering:

/sbin/lilo

Figure 8.11 Editing the lilo.conf file to fix a bug.
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Next, you must reboot the machine. Afterward, check the RAM alloca-
tion by entering:

cat /proc/nmem nfo

If it is within a few MB of the actual RAM, then the bug has been fixed.
If not, you must repeat the case study steps to ensure the correct amount
of RAM is allocated to the OS.

Windows Vulnerability Scanner
(ISS System Scanner)

The Internet Security Systems (ISS) System Scanner is a Windows program
that helps administrators discover and fix security vulnerabilities on their
systems, and prints reports containing detailed information. It tests a
system using policies that can be run manually or can be scheduled.
Administrators can select from a wide range of tests to create their own
customized policies. The program is available on the Windows 2000 Server
Resource Kit CD as a third-party application in the Additional Components
section. You can also visit www.iss.net and contact an ISS representative
for an evaluation copy. At the time of this writing, ISS System Scanner had
not been upgraded for Windows 2000. The version that Microsoft included
with the Windows 2000 Server Resource Kit is the NT version.

To ensure that the latest security vulnerabilities are discovered, System
Scanner has a feature that downloads the latest tests from the ISS Web
site. The program is available for Windows NT, Windows 2000, and
Windows 95/98. It includes 300 vulnerability tests. The ISS System
Scanner for Windows informational material (located on the Windows 2000
Server Resource Kit CD) identifies the following tests:

= Comprehensive 11S/Personal Web Server (PWS) checks.
= Presence of well-known TCPIP-based services.

= NetBIOS checks.

= Java vulnerabilities.

= Microsoft Office vulnerabilities.

= Susceptibility to denial-of-service attacks.

= Configuration of virus scanners.

= Registry security checks.

= User policy configuration checks.

=  Remote access checks and modem checks.
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After the security test, you will receive a listing of all vulnerabilities on
your system, and recommendations on how to fix the vulnerability. You
can also print a report that lists the problems. The following example will
run a scanning profile on a Windows 2000 Advanced Server system to

identify

security vulnerabilities. It is recommended that you run the pro-

gram frequently to ensure your system is prepared for the latest security

threats.
1.

To run the ISS System Scanner, select Start | Programs | ISS |
System Scanner | System Scanner.

Select File | Scan Now. A list of policies will appear. You can
choose the policy that best matches your situation. Because this
chapter focuses on hardening an operating system, select
Technical - OS Lockdown, as shown in Figure 8.12. You can also
add a comment (optional).

Figure 8.12 Choosing a System Scan.
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System Scanner will scan your system for vulnerabilities, as shown
in Figure 8.13.

When the scan is complete, right-click each vulnerability and
select “What's This?” A description of the problem and the recom-
mended fix appear, as shown in Figure 8.14.

Follow the steps to fix the vulnerability.

After the vulnerabilities are fixed, reset the baselines for the scan
policy by selecting Policy | Reset Baselines. Choose Technical - OS
Lockdown.

In the Baseline section, select the checkbox for each baseline you
wish to reset, as shown in Figure 8.15.

Click Reset, then OK.
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Figure 8.13 Scanning for vulnerabilities.
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Figure 8.14 Description and recommended fix for security vulnerability.
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Fix: There is no corrective action, Verify that the baseline was
legitimately reset, This means that you know who reset it or why

it was reset, If the baseline reset is legitimate, this is not a
vulnerability,

9. Scan the system again using the Technical - OS Lockdown to
ensure you have fixed the system vulnerabilities. If vulnerabilities
still exist after the scan, verify the importance of these risks. You
must decide if the fix is worth implementing. Review the recom-
mended fixes by ISS. If the solution is not adequate, visit the
Microsoft Updates site or visit Microsoft TechNet
(www.microsoft.com/technet/default.asp) or Microsoft Security
(www.microsoft.com/security/default.asp) for additional help.
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Figure 8.15 Resetting the baseline.
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You can generate a report of your vulnerability scan that documents
the system’s security status. This report can be exported to a file or viewed
in a Web browser. System Scanner also allows customization to create your
own policies. It also allows you to configure it for automated scanning
using a built-in scheduling tool. For instance, you can configure System
Scanner to scan your system daily or weekly.

Linux Vulnerability Scanner (WebTrends
Security Analyzer)

The WebTrends Security Analyzer is a program that helps administrators
discover and fix security vulnerabilities on their systems, and prints
reports containing detailed information. It is similar in functionality to the
ISS System Scanner in that it tests a system using policies that can be run
manually or can be scheduled. Administrators can select from a wide
range of tests to create their own customized policies.

With most system security scanners or analyzers, the system that runs
the scan and creates the report must be a Windows machine. The system
that will be scanned must have an agent installed, which allows the
Windows machine to run the scan. Most vendors provide agents for UNIX
machines, such as IBM AlX, HP-UX, Sun Solaris, and Linux. This is the
case with ISS, WebTrends, and PentaSafe’s VigilEnt Security programs.

ISS released a version of Internet Scanner that runs on UNIX systems.
It uses an application called VMware. VMWare allows you to run several
OS sessions on the same computer. Each session has its own configura-
tion, including its own IP address, hostname, and file system. It requires a
lot of system resources, so it is recommended that you use a system with
at least a Pentium Il at 450 MHz with 256 MB RAM and a 4 GB hard
drive.
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This chapter will use the WebTrends Security Analyzer Agent for Linux.
To accomplish this task, you must install the WebTrends Security Analyzer
and the agent software on your Windows machine. During the agent soft-
ware installation, an RPM is created on the Windows machine. The Linux
machine must install the RPM from the Windows machine. Once installed,
the Linux machine becomes a Linux agent and the Windows machine can
scan it.

The program is available at the WebTrends Web site at www.web-
trends.com. You can download an evaluation copy that will function for 30
days. You must also download the Linux agent, called AgentLinux60.exe,
and install it on the Windows machine. No downloading of the RPM is nec-
essary, because the AgentLinux60.exe installation creates the RPM on the
Windows machine.

To ensure that the latest security vulnerabilities are discovered,
Security Analyzer has an AutoSync feature that downloads the latest tests
from the WebTrends Web site. The program is available for Windows NT
and Windows 2000. It includes agents for Windows 95/98/NT/2000,
Solaris 2.6, and Red Hat 5.1 and higher.

After the security test, you will receive a listing of all vulnerabilities on
your system, and recommendations on how to fix them. You can also print
a report that lists the problems. The following example will run a scanning
profile on a Linux system to identify security vulnerabilities. It is recom-
mended that you run the program frequently to ensure your system is pre-
pared for the latest security threats.

Complete the following steps on Windows 2000 Advanced Server:

1. Install the WebTrends Security Analyzer from the Web Trends Web
site at www.webtrends.com, or from the CD.

2. To install the Linux agent, download the AgentLinux60.exe file
from the WebTrends Web site. The agents are also included on the
Security Analyzer CD.

3. Double-click the file. It will install on your system.

4. It will create the wsa_agent-3.5.1inux60.i586.rpm and place it in
the following folder (it also creates two TAR files as alternatives to
the RPM):

/ Program Fi |l es/ WebTrends Security Anal yzer/wsa_agent s/ Li nux60

5. Place the file in your root FTP folder. Make sure the FTP service is
started and configured properly.
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Complete the following steps on the Linux machine:

1.

Access the Windows machine via FTP and download the Linux
agent RPM.

To install the agent on the Linux machine, execute the following
command:

rpm —UWh wsa_agent-3.5.1inux60.i586.rpm

Ignore any messages you receive. You must first create an
agent.dat file, then run the ./configure.sh command.

Create the agent.dat file in the Zusr/local/wsa directory. Enter
touch agent.dat.

Run the ./configure.sh command, and choose Yes to start the
server at startup and Yes to start the agent now. The agent has
been installed and started on the Linux machine.

Complete the following steps on Windows 2000 Advanced Server:

1.

6.

To run the WebTrends Security Analyzer, select Start | Programs |
WebTrends Security Analyzer | WebTrends Security Analyzer.

Select File | New profile...Ins.

Enter Linux agent in the Profile Description field. You can be more
specific, such as the agent’'s IP address, or its network purpose.

. Choose Critical Security Analysis in the Security Test Policy field.

It will scan for high risk security issues on the Linux machine.
Select the Next button.

Click the Add button in the Hosts To Scan field. Enter the IP
address of the Linux agent, as shown in Figure 8.16.

Click the Finish button. The agent has been added.

Figure 8.16 Adding a Linux agent.
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7. To start the scan, simply highlight the Linux Agent in the Security

Analyzer, as shown in Figure 8.17.
8.

Click the Scan button. When the Scan window appears, select New

Scan and select OK. The scan will commence. It can be time con-

suming, depending on the type of scan chosen.

When complete, select the Vulnerabilities tab to list the security

vulnerabilities of the Linux system, as shown in Figure 8.18.

Figure 8.17 Profile description for Linux agent.
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Figure 8.18 Linux vulnerabilities.
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10.

11.

12.

Select the Fixes Needed tab to display the recommended fixes. A
description of the problem and the recommended fix appear, as
shown in Figure 8.19. However, if you are running a mail server,
you cannot remove the SMTP service. That is why this is a low
security issue.

If any vulnerabilities are critical, fix them and scan the system
again using the Linux agent profile. Rescanning the system
ensures you have fixed the problem. If vulnerabilities still exist
after the scan, verify the importance of these risks. You must
decide if the fix is worth implementing. Review the recommended
fixes by WebTrends. If the solution is not adequate, visit the Red
Hat Web site or visit the Web site of the vendor whose program is
vulnerable.

You can generate a report of your vulnerability scan that docu-
ments the system’s security status. This report can be exported to
a file or viewed in a Web browser. Security Analyzer also allows
customization to create your own policies. It also allows you to
configure it for automated scanning using a built-in scheduling
tool. For instance, you can configure System Scanner to scan your
system daily or weekly.

Figure 8.19 Recommended fixes for Linux machine.
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Logging

Another aspect of routing maintenance is checking your log files. By
default, both Windows 2000 Advanced Server and Linux offer logging so
that administrators can see who and what has accessed their system. The
following section will briefly discuss helpful commands and programs that
provide access to system logs.

Windows 2000 Advanced Server

Probably the easiest and quickest way to access general logging data in
Windows 2000 Advanced Server is through the Event Viewer. The Event
Viewer is also available in Windows NT and has not changed significantly,
although it is now an MMC snap-in. Open the program by selecting Start |
Programs | Administrative Tools | Event Viewer.

Two logs of particular interest for your system are the Security log and
the System log.

The System log identifies when services are stopped and started. This is
very helpful because if a service started without your knowledge, a hacker
may have started it. This could indicate that the hacker controls your
system and is currently exploiting it. It could also mean that a fellow
administrator started it without telling you. The System log also identifies
system errors and provides a brief description of the problem.

The Security log is activated when you start auditing your system.
When you enable auditing on your system, the auditing data will appear in
the Security log. For instance, you can audit your system to identify who
accesses a file, folder, or service.

The Event Viewer logs should be checked frequently to determine if any
security violations have occurred on your system. Logs do not offer solu-
tions, so you must analyze the data and decide what approach to pursue.

Linux

Linux offers commands that allow administrators to access useful log files.
Two commands of interest are the last and lastlog commands. The mes-
sage file also offers useful data for determining possible security breaches
on your system.

The last command displays data such as who is logged onto the
system, who recently logged on, and when the system has rebooted. For
instance, you may receive data such as the following:

r oot ttyl Fri Aug 18 13:53 still |ogged on
frank pts/0 209. 113. 84. 112 Fri Aug 18 12:13 — 14:36 (02:22)
reboot system boot 2.2.12-20 Fri Aug 18 12:06 (04:18)
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The lastlog command displays the users and services that have
accounts on your machine. It lists the last time each account logged in to
the system, or if the account has ever logged in. Each service in Linux is
given an account. This is very helpful because if a service logged in without
your knowledge, a hacker may be responsible. Again, this would indicate
that a hacker controls your system and is currently exploiting it, or that a
fellow administrator started the service without telling you.

The message file is a log file that displays a list of recent activity on the
system. For instance, it lists if a password was changed and who changed
it. It identifies when a user session opens and closes. It also lists the time
and date each event took place. It can be viewed by entering the command:

tail /var/log/ messages

If you prefer a GUI to view your log files, a program called swatch
allows an instant, real-time display for various log files. It can view any log
files you specify.

The Linux logs should be checked frequently to determine if any secu-
rity violations have occurred on your system. Remember that logs do not
offer solutions, so you must analyze the data and decide how to counteract
the attack.

Common Security Applications

In addition to the security programs mentioned above, you should be
aware of three more: netstat, nmap, and tripwire. Each program is helpful
for maintaining your system security. A brief description of each tool is
listed below.

Netstat is a command available for both Windows 2000 and Linux. It
displays active network connections, interface statistics, routing tables,
masquerade connections, and more. It is extremely helpful for determining
what ports and services are being accessed on your system. If unautho-
rized connections are being made to your system, you may need to block
that port if you do not require the service. Netstat is available by default
with both operating systems.

Nmap (www.insecure.org) is also available for both Windows 2000 and
Linux. It is a port scanning program that scans for open ports and identi-
fies operating systems through a process called stack fingerprinting. It
keeps a large database of exactly how specific operating systems run. From
the scan, it determines what OS is running on the target system, even if
the system has been locked down. A hacker can use that information to
attack the system'’s specific vulnerabilities.

Tripwire is a Linux application with Windows NT agents available that
creates a database from a “snapshot” of your system. The next day it takes
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another snapshot of your system and compares the two. If unauthorized
changes are there, then you need to investigate the problem. By default,
tripwire is designed to send a simple report to the root user via e-mail on a
daily basis that indicates the differences on your system.

Firewall Placement

A firewall is a device that protects a network from security threats. It
serves as a guard between your company’s network and the Internet. The
firewall analyzes all incoming traffic from the Internet and determines if it
will allow it to enter the network. A key factor is regulating ports. For
instance, you can deny all Microsoft service ports (135 through 139) from
entering your network, thus denying hackers the delight of NetBIOS
exploits. If you place your e-mail server behind the firewall (for example, on
the company network instead of directly connected to the Internet), you
can block ports from the firewall instead of on the mail server.

If your mail server is placed behind a firewall, you need to open ports
on the firewall to allow the mail services to function. If the firewall blocks
all traffic destined to SMTP, POP3, or IMAP ports, your network users will
be unable to send and receive e-mail outside the internal network (in other
words, over the Internet). However, if your security policy is extremely
strict, you may desire to block all mail services to the Internet.

One way to configure a firewall is to block all ports, then allow access
to only the ports you require. Table 8.2 lists the common TCP/UDP ports
that you should consider filtering or restricting through your firewall if not
required for your network over the Internet. Tables 8.3 and 8.4 cover
Microsoft services.

Table 8.3 lists the ports used by Windows services. Ports 135 through
139 are Windows-specific ports and are vulnerable to security threats.
They should always be blocked at the firewall.

Table 8.4 lists the ports used by Microsoft Exchange. If you use
Exchange only for sending and receiving e-mail and will not be remotely
administering the server, then only the SMTP, POP3/IMAP services require
access through the firewall.

The ports an administrator blocks at the firewall will vary. It depends
on the company’s security policy, and the services required by the com-
pany. Find out what services your company requires over the Internet and
plan to block ports at the firewall accordingly.
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Table 8.2 Common Ports Blocked by Firewalls

Service TCP/UDP Port
FTP data 20

FTP 21
Telnet 23
SMTP 25
nicname (whois Internet directory service) 43
domain (DNS) 53

TFTP (Trivial File Transfer Protocol) 69
gopher 70
finger 79
WWW-HTTP 80
kerberos (used for authentication) 88
POP3 110
portmapper (Sun Remote Procedure Call [RPC]) 111
auth (authentication service) 113
NNTP 119
NTP (Network Time Protocol) 123
IMAP 143
SNMP (Simple Network Management Protocol) 161
snmptrap (SNMP system management messages) 162
https (secure HTTP using Secure Sockets Layer [SSL]) 443
exec (remote process execution) 512
login (used by rlogin [remote login]) 513 TCP
who (remote who daemon [rwhod]) 513 UDP
shell (remote shell [rsh]) 514 TCP
syslog (system log facility) 514 UDP
printer (line printer daemon [LDP] spooler) 515
talk (terminal-to-terminal chat) 517
ntalk (newer version of talk) 518
route (used by route daemon) 520
uucp (UNIX-to-UNIX Copy Protocol [UUCP]) 540
uucp-rlogin (variant of UUCP) 541
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Table 8.2 Continued

Service

TCP/UDP Port

klogind (kerberos login)
pmd (PortMaster daemon [in.pmd])

pmconsole (PortMaster Console Protocol)
radius (Remote Authentication Dial-In User Service)

radacct (Radius accounting)
choicenet

543

1642
1643
1645
1646
1647

Table 8.3 Commonly Used Microsoft Ports Blocked by Firewalls

Service

TCP/UDP Port(s)

WINS replication
DHCP Lease

WINS Manager
DHCP Manager

WINS Registration
Browsing

NetLogon

Printing

NT Directory Replication

Logon Sequence

Trusts

Secure Channel

Pass Through Validation

File Sharing

User Manager

Server Manager
Event Viewer
Registry Editor
Diagnostics
Performance Monitor
DNS Administration

PPTP

TCP 42
UDP 67 and 68
TCP 135

TCP 137

UDP 137 and 138

UDP 138

TCP 139; UDP 137 and 138
TCP 139; UDP 138

TCP 139; UDP 137 and 138

TCP 139

TCP 1723
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Table 8.4 Ports Used by Microsoft Exchange

Service Port
SMTP TCP 25
MTA (X.400 over TCP/IP) TCP 102
POP3 TCP 110
RPC TCP 135

Exchange Administrator
Client/server Communication

IMAP TCP 143
LDAP TCP 389
LDAP (SSL) TCP 636
Summary

This chapter covered the basics of hardening a server to avoid security vul-
nerabilities, specifically, how to harden a Windows 2000 Advanced Server
and a Red Hat Linux server. Four main sections covered disabling unnec-
essary services, locking down ports, handling maintenance issues, and
placing an e-mail server behind a firewall.

Before discussing unnecessary services, the chapter emphasized the
importance of installing the latest service pack or updates to the operating
system, which fixes many security vulnerabilities and bugs before you even
install any programs. Many services provided with operating systems are
not required, and can therefore be removed. The key point to remember is
that the fewer services you have, the less potential vulnerability. TCP/UDP
ports were introduced in this chapter, and we described how each port is
used by specific services. If you block ports on your server, you block the
services that use those ports. Locking down ports is an excellent way to
reduce exploitations of your system.

Maintaining your server not only involves downloading service packs
and updates, it also requires regularly installing bug fixes, security
patches, and software updates. These items are available through the oper-
ating system vendors, as well as the specific vendors that created the soft-
ware you implement. Vulnerability scanners were also demonstrated.
Scanners allow you to test your systems for security vulnerabilities before
a hacker does, and recommend specific fixes for each vulnerability.
Regularly scheduled scans will ensure your system is updated to withstand
the latest hacking programs. Finally, we discussed firewalls, which are
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security guards at the edge of your network. They are particularly helpful
in blocking ports if you place your e-mail server behind it. That way, the
e-mail server can provide more services to the network, such as browser or
directory services, without compromising the e-mail server’s security. The
ports blocked at the firewall will depend on your company’s security policy
and the services required by your network over external networks, such as
the Internet.

FAQSs

Q: I have disabled the ports used by Microsoft networking (ports 135-139)
at the firewall. However, my network also has UNIX machines. Which
ports are used by UNIX systems for networking, and are they as vul-
nerable as the Microsoft ports?

A Port 111 is used by the Remote Procedure Call (RPC) services, and
includes Network Information System (NIS) and Network File System
(NFS), commonly used by UNIX systems (such as Linux) for networking.
These services are vulnerable because they can be used to gain access
to data, such as passwords, and to gain read and write access to files.
Block port 111 at the firewall.

Q: 1 have a server that is strictly a mail server and uses SMTP and POP3.
However, | want to download security patches from my vendor’'s Web
site directly to the server. Even though | open the TCP/UDP port 80
(HTTP) and port 53 (DNS), | am unable to download the patches on the
mail server. What should | do?

A If security if a priority, you should order update CDs through your
vendor, such as Microsoft's TechNet subscription program, or Red Hat's
Update Service Packages, and install them via your CD drive. If not,
you probably can’t receive answers from your DNS server because it
uses ephemeral UDP ports for replies, and they are currently blocked.
You may need to open your registered UDP ports, which may require a
system restart, to receive DNS answers. You can also use IP addresses
instead of domain names to access the Web server, but you may be
unable to download the patches if the Web server requires reverse DNS
lookups for verification.
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Q: What are some popular firewall products that | can implement on the

edge of my network?

A There are many types of firewalls that serve various purposes. For

proxy-oriented firewalls, two popular products are Axent Raptor
Firewall (www.axent.com) and Microsoft Proxy Server
(www.microsoft.com). However, the Raptor firewall is a better solution
for enterprise networks. For packet-filtering firewalls (restrict inbound
traffic by analyzing packets), Checkpoint FireWall-1
(www.checkpoint.com) and Cisco PIX (www.cisco.com) are popular
choices.

Q: Should I place my e-mail server inside the firewall, or in a service

network?

A Standard practice is to place the e-mail server in a service network,

often called a Demilitarized Zone (DMZ). A DMZ is usually comprised of
a screening router that blocks out most attacks (such as denial of
service, system scanning, and attacks against Microsoft NetBIOS ports),
and then a firewall device that authoritatively blocks incoming traffic,
effectively separating the internal network from the world. The DMZ
exists between the screening router and the firewall. However, it is often
best practice to place the e-mail server behind the firewall itself. If you
do this, however, you must make sure your firewall is configured cor-
rectly. Otherwise, a malicious user can take advantage of a misconfig-
ured firewall and gain access to your internal network.
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Introduction

In the previous chapter, we discussed how to secure your Windows 2000
server and make it a safe, secure e-mail server—now we will take the secu-
rity lesson a few steps further. This chapter covers Microsoft Exchange
Server 5.5, the e-mail server of choice for most enterprises. Its wide use
should prompt concern about ensuring that mail on a Microsoft Exchange
Server is secure, and that communications between clients on the server
and clients on other servers in other enterprises are as secure as possible.

Securing Exchange Server involves ensuring that only those authorized
to use the server have access to it. Exchange Server security is based on a
hierarchy of objects in the directory database, and on the access that each
object has to other objects in the directory. Also, Exchange Server grants
access to users in an Exchange organization, site, or server by assigning
them roles. Some of these roles are assigned by default; for example, the
service account is assigned the Service Account Admin role, and the
administrator account is assigned the Permissions Admin role.

The key to accessing e-mail and attachments is having access to the
Information Store (see Figure 9.1). User access to the Information Store
should be restricted to just what the user needs in order to function.
Unrestricted access to the Information Store or the Directory Service
databases could result in users tampering with files, resulting in loss of
e-mail functionality for an organization. For example, all it would take to
bring e-mail to a halt is an inexperienced user with too much access
changing the role or access rights of the service.

To prevent an interruption of service, you must properly secure the
Exchange Server against human tampering (intentional or not), spamming,
and virus attacks. Exchange has standard methods for maintaining secu-
rity and keeping these threats at bay. Again, these are all based on
granting and denying permissions or access rights.

Securing the Exchange Server from Spam

Most of us already know how to physically secure our Exchange servers so
let’'s discuss securing the server from spam attacks. Spam, or junk e-mail,
is about as big a threat to an enterprise e-mail infrastructure as virus
attacks. Spam comes from everywhere: pornographic Web services, sales
people trying to drum up business over the Internet, or even virus pro-
grammers looking for a way into an organization’s network. The rules for
detecting spam are pretty much the same as for e-mail viruses. Spam
almost always comes from an unknown source, and is always unsolicited.
Sometimes the subject of the e-mail might be familiar, but most often it is
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Figure 9.1 Exchange Server Information Store showing user roles.
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not. Countless organizations are inundated with spam on a daily basis.
The only way to avoid the inconvenience and potential danger of spam is to
block it at the point of e-mail entry to your organization. This is usually an
Exchange Server that is connected to the Internet and running the Internet
Mail Service (IMS), which is a bridgehead server.

Configuring the IMS To Block E-mail Attacks

The Internet Mail Service is the Microsoft Exchange Server service for
exchanging e-mail with hosts over the Internet. The IMS uses the Simple
Mail Transport Protocol (SMTP) to exchange mail with other SMTP hosts on
the Internet. Figure 9.2 shows the IMS installed as a connection on our
Exchange Server. The IMS used to be called the Internet Mail Connector in
previous versions of Exchange; Microsoft added more functionality and
robustness to the connector and renamed it the IMS to reflect its increased
capability.

The bridgehead server running IMS functions as the entry and exit
points for e-mail in an organization as it sends e-mail to, and receives e-mail
from, users over the Internet. As spam and other undesirable e-mail seek
to enter a network, they encounter the IMS. It makes perfect sense that we
should be able to configure the IMS so that unsolicited or inappropriate e-
mail is blocked or destroyed at the access point before it enters the net-
work. Figure 9.3 displays the IMS Internet Mail tab. This tab allows us to
configure basic security for Internet e-mails as well as control the settings

for the types of attachments they can contain.
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Figure 9.2 The Internet Mail Service.
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The Clients support S/MIME signatures check box allows clients to
exchange encrypted MIME attachments to ensure security. The E-Mail
Domain button allows us to specify the e-mail domains in which we use
attachment encoding. This means that if we have more than one mail
domain, we can choose MIME encoding for one and UUENCODE for

another.

The Connections tab (see Figure 9.4) is another place that we should
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look to configure the IMS properties.

Connections from other servers can be secured on this tab. We can
specify that hosts connecting to the server must use authentication and
encryption. We can also specify whether the hosts are relay hosts that are
used to get e-mail to our server. One of the better-known spamming tech-
nigues involves using relay hosts to trick e-mail servers into accepting
unsolicited e-mail. Through the Specify by Host button, we can accept or
block e-mail from specific hosts that are known relay hosts, thereby stop-
ping spam from that avenue. Figure 9.5 shows the Specify by Host option
screen where we enter the TCP/IP address of the host that we wish to

block.

We can also block e-mail from specific e-mail addresses, and even
entire domains, by using the Message Filtering button shown in Figure 9.6.

Figure 9.4 IMS Connections tab.
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Figure 9.5 Specify Hosts to block e-mail delivery.
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Figure 9.6 Message Filter blocks mail from specific domains and users.
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Further security can be applied by setting restrictions on which mail is
routed through the Exchange infrastructure. Conditions can be applied to
determine if mail should be routed through the network, via the Routing
tab and the Routing Restrictions button (see Figures 9.7 and 9.8). This
serves three purposes: it prevents relaying because only recipients in the
Exchange Global address book will receive messages; it allows the appro-
priate e-mail to be sent to the appropriate party; it also ensures that
Internet e-mail is coming from only one source, making the bridgehead
server running IMS the single point of contact to the Internet. It's a lot
easier to protect one server from Internet attack than it is to protect sev-
eral.

Figure 9.7 Routing tab determines whether e-mail is accepted into network.
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Securing the Windows NT/2000 server where the Exchange Server
resides does not guarantee privacy and safety from virus attacks. In fact
the methods described here should go hand in hand with the methods
used to secure the NT/2000 machine. A recent Microsoft white paper
written on the Melissa virus attack of March 1999 provides some insight
into the true nature of the types of viruses that Windows-based applica-
tions are susceptible to. These viruses are known as macro viruses and
Trojan horse viruses.
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Figure 9.8 Routing Restrictions determine which specific host or networks
can route mail.

Routing Restrictions
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Edit... |
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Internal Address | Aiddl.

— Specify the hosts and clients that can NEVER route mail

IF Address [ Mask | i
193.71.15.0 255.255.255.0
FRemove |
Ok | Cancel | Help |

Macro viruses are pieces of code imbedded in macros that replicate
when the macro they are hidden in is run. Macro viruses change how the
infected macro or application work. Macro viruses usually infect Microsoft
Word documents or Excel spreadsheets and become active if a user has
macros enabled in these applications and opens an infected document.

A Trojan horse is a malicious bit of code imbedded in an otherwise
useful program that is also activated when the program is run. Trojan
horses do not replicate to other programs as viruses do.

Worms like the Love Letter virus infect and replicate by replacing
important files with replicas of themselves, often renaming the original files
in the process. If the infected system is shared, then the worm can infect
new users over a network. Worms are the most dangerous threats to date
because of their ability to totally replace important system files, making
their recovery difficult or nearly impossible.

Most of today’s macro viruses and Trojan horses that attack Windows-
based systems are written using Visual Basic for Applications (VBA) and
are not visible when you look for the code in the applications by viewing
the macros. In order to see them, you have to launch the Visual Basic
Editor program.

WWW.SyNngress.com



Microsoft Exchange Server 5.5 « Chapter 9 341

In this chapter we will discuss the likely avenues of virus attacks, the
myths and realities surrounding virus attacks, and what we have learned
from the recent attacks that have plagued Exchange mail infrastructures.
We will look at Exchange Server maintenance and tips and tricks used in
sewing up any security holes on a Microsoft Exchange Server.

Exchange and Virus Attacks: Myths and
Realities

Microsoft Exchange is an industry-leading e-mail, collaboration, and
groupware application. Exchange uses Remote Procedure Calls (RPC) as
the backbone of its communication infrastructure. RPCs provide excellent
performance and security in a messaging system. However, the security is
not fool proof. Exchange, like all other Microsoft products, is susceptible to
attack from macro viruses, Trojan horses, and VBScript worms. That being
said, we will examine some of the misconceptions and truths about
Exchange Server security.

The most common misconception is that these viruses are somehow
capable of activating themselves automatically with no user intervention.
This would mean that all you would have to do to get a virus is open a
virus-infected e-mail message. This is not the case. In fact, there is no
virus yet found that is capable of self-activation without some form of user
intervention. Most, if not all, viruses must be launched or activated by an
end-user opening an attachment, and running a macro or some other
infected application. Furthermore, viruses will not run until a user actually
opens the attachment. A similar myth is that e-mail viruses can exist as
text in e-mails. This again incorrectly suggests that it is possible to become
infected with a virus by simply opening e-mail. E-mails have simply
become the new medium for virus attacks because they are ubiquitous.
However, it is important to remember that it is the attachment in an e-mail
message that may pose the threat to your systems and not the e-mail
itself, as shown in Figure 9.9.

In the past, before e-mail became a worldwide communication medium,
the floppy disk was the usual method of virus transfer. Now it is much
easier for someone to start the ball rolling by sending e-mail with a virus-
infected attachment.

The third misconception we will look at is that a single virus can affect
applications on any operating system. This is true in only one instance,
that of Microsoft Word macro viruses. Viruses are usually operating-system
specific. A virus program written to affect Windows-based systems will not
function on a Macintosh and vice versa; the virus code that each virus is
written in means nothing to an operating system other than the one it was
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written to attack. As Java programming is exploited further, a virus that
transcends operating systems may appear. However, the facts about
viruses mentioned here still hold true.

Figure 9.9 E-mail with Love Letter virus-infected attachment.

% ILOVEYOU - Message (Plain Text] - US-ASCII [_ (O] <]

JEiIe Edit “iew Insert Format Toolz Actions Help
| &4 Reply | €54 Reply to A1 | 8 Forward | & | v ||:B b | z) 2

From: Chris_Broomes@exe.com Sent: Frigf11/2000 4:49 PM
Ta: chroomes@infinitesals,com

o

Subject: ILOVEYOU

Kindly check the attached LOVELETTER
[3ee attached file: LOVE-LETTER-FCR-
TOU.TET.vhs)

coming from me.

LOVE-LET...
(215 B]

g I— | K

Myths about e-mail viruses are most times the greatest damage to e-mail
infrastructures. The Internet is replete with one virus hoax after another,
similar to the tune of the three misconceptions discussed. End-users, in
an attempt to be helpful, often shut down major components of their orga-
nizations’ e-mail infrastructure by bombarding their networks with broad-
cast e-mails warning of viruses that in the end turn out to be hoaxes. The
sheer number of e-mails going to, and coming from servers, often causes
them to lock up and even crash. They bring about the same result that
they were trying to prevent, and e-mail servers have to be shut down.

Exchange administrators may think that the only thing they need do to
prevent a virus attack is to find good anti-virus software and install it on
their Exchange Servers. This is only one step in ensuring a virus-free e-mail
system. True, most Exchange Server mail systems are connected to the
Internet in some way and are thus susceptible to attack from outside.
However, there is as much danger of being infected from inside the organi-
zation as there is from the outside.

Poor security policies, inadequate planning, and under-educated end-
users are significant sources of pain and countless hours of recovery work
for IT departments.
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Learning from Recent Attacks

Every day a new virus is created somewhere in the world. The fact that
new virus threats, some of which are capable of shutting down an entire
organization’s mail system, appear daily keeps the major anti-virus compa-
nies working around the clock. However, their efforts alone cannot ensure
the continued functioning of all the e-mail systems everywhere. It is the
duty of IT departments to learn from previous virus attacks and develop
strategies to prevent further attacks and deal with attacks as they arise.

The March 1999 attack of the Melissa virus found many corporations
surprised by how vulnerable their networks were to the Microsoft Word
macro virus. The Melissa virus had the unusual ability to spread itself
through e-mail, forcing companies to disable portions of their e-mail sys-
tems to prevent further propagation both inside and outside. The virus
spread by sending itself as an attachment that it e-mailed to addresses
that it found in personal address books on Microsoft Outlook mail clients.

Because of the speed at which the Melissa virus attacked, Microsoft
had to react to the threat real-time to find a solution, all the while main-
taining communication with field support and customers. Other organiza-
tions may be faced with the same challenges at some point in the future.
To successfully combat virus attacks, IT departments must look at the
results of previous attacks and study the methods that worked for affected
organizations to see if they can be implemented in their own organizations.
The following is an adaptation of a suggested method from the Microsoft
Professional Support Services practice:

Develop an Escalation Plan. The Escalation Plan should include a list of
all parties that must be contacted if a virus has been detected. The plan
should also include severity levels and action triggers for each level.
Severity levels may be defined by potential risk, business description, or
virus type.

Early Detection. The second most important step in combating a virus is
early detection. The sooner your company is aware of a potential attack,
the sooner your company can react. Unfortunately, the speed at which new
viruses are created make it virtually impossible for virus protection soft-
ware companies to keep customers updated with new virus protection
and/or even alerts to new viruses. Lately, many of the big viruses that
have been created receive global attention via the traditional media, in
addition to anti-virus software Web sites. Many companies must accept the
burden of researching new viruses and finding out any potential impact to
their infrastructure.
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Designate a specific team of individuals to deal with the situation. The
next phase is to assemble an anti-virus team. This team should have rep-
resentatives from the following areas: help desk, operations, desktop devel-
opment and deployment, messaging development and deployment,
networking support, security, and an authorized executive. Each represen-
tative needs to have a least one backup and be available 24 hours a day,

7 days a week. We realize that not all IT departments are this well staffed,
but it is suggested that you cover all these bases with the staff available to
you.

Contain/quarantine the infection. The team’s first responsibility is to
immediately stop the spread of infection. If a messaging system, file
transfer, or a Web site is transporting the virus, these systems need to be
identified and neutralized. Neutralizing a system may mean taking the
system off-line or copying data to a safe location (repository) for further
analysis (see Figure 9.10). It is extremely important to understand the
virus. Does it destroy data or applications? Can it replicate or copy itself?
How is it transported? Almost all of the anti-virus software companies, as
well as other organizations dedicated to defending against viruses, publish
details about known viruses on their Web sites.

Figure 9.10 Repository Server set up to scan e-mails for viruses during an
attack.
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Communicate with users. Once the virus spread has been neutralized,
you must keep regular contact with administrators and end-users.
Communication should include a status update, as well as steps that need
to be taken to avoid and remove the virus. Having a well-defined communi-
cation procedure, such as who to contact, enables your team to communi-
cate faster, reducing the spread of the virus.

Clean up the system. After you have stopped the spread of the virus, it is
time to remove the virus from any system that may be already infected.
The first step in accomplishing this is to identify the tools that you have
available. These tools can be any of the following: standard file-based scan-
ning utilities, product-specific utilities, or customer utilities created by
virus protection software vendors. Some Exchange experts recommend
using the same anti-virus software brand for your mail systems as you use
for your file and print systems—this gives you uniform expectations from
your anti-virus software. After you identify the proper tools, they need to
be tested and distributed to the proper locations.

Review the process and procedures. Once the tools have been run, and
the virus has been cleaned up from the system, send additional informa-
tion to administrators and the end-user community. The communication
should reiterate the importance of the message, detail any necessary steps,
and provide an escalation path. Now that the initial threat has been neu-
tralized, it is necessary to have a post-mortem meeting with your anti-virus
team to review important items, such as lessons learned, areas for
improvement, documentation of any adjustments or changes to the oper-
ating environment, further actions that need to be taken, and reporting.
This meeting should take place as soon as possible after the incident to
ensure knowledge capture.

Learning from others’ circumstances allows you to plan better for emer-
gencies when they arise. Let's look at a case study and see what we can
learn from it.

Case Study: Preparing for Virus Attacks

The IT staff of NAS Inc. has been commissioned by the CIO to ensure that
their network is safe from virus attacks. NAS Inc. employees depend
heavily on Microsoft Exchange Server 5.5 and Outlook for coordinating
their daily activities. The company strives to maintain a paperless work
environment. Minimum downtime is critical so the plan to protect the
organization should be as complete as possible, covering all areas of con-
cern. Table 9.1 offers helpful suggestions in developing a contingency plan
for preventing and combating virus attacks.
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Table 9.1 Virus Response Procedures

Event Person Contacted/ Response
Involved

End-user reports a Desktop support/junior Trace virus to source, remove
virus on at least one level administrators virus from system, and alert

computer on the other administrators.
network.

Virus detected on Senior administrators, Scan servers/network access
significant number network support staff points to locate and identify
of computer systems. virus, and notify IT manager.
Medium of virus Senior administrators IT manager alerts all staff,
spread confirmed (for example, and implements quarantine

(for example, e-mail). Exchange administra- strategy.
tors) and IT manager

Virus identified. Senior administrators, Determine if virus can be
development staff, removed or rendered inactive,
possibly network and remove/deactivate virus.
support staff

Virus removed. All IT staff IT manager notifies all staff

that virus has been removed.

Normal operations All company staff IT staff does follow-up to

resume. ensure infection does not

recur, and performance is
evaluated.

In this case, Ed in Accounting has reported a problem with a Microsoft
Excel spreadsheet that he's been working with. His totals are not being
calculated by the Excel macro set up to perform that function. Ed contacts
the desktop support staff and a representative arrives at his desk.

After doing some checking, the representative establishes that Ed’s
spreadsheet may be infected by a macro virus. Ed informs the representa-
tive that he got most of the data for this spreadsheet from an e-mail he got
from Barbara, a field rep in Sales. The representative updates Ed’s virus
protection software and scans Ed’s computer to remove the virus. The rep-
resentative then alerts the rest of the desktop support staff to ensure that
the infection has not surfaced somewhere else. The rep then calls Barbara
to alert her that she may have passed a virus infection to Ed and to
request that she bring her computer in for scanning. The rep also asks
Barbara whether she exchanged any e-mails with attachments with anyone
else at NAS. Barbara replies that she sent e-mails to three other people in
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the company: Bob in Sales, her manager John, and VP of Marketing Jim,
but that the only e-mail she received was from her sister Sue. In it there
was a spreadsheet with prices of vacation packages they were considering.

The representative thinks that this spreadsheet is possibly the source
of the virus infection and asks other support staff members to perform
updates and scans on Barbara’s three e-mail recipients. On reaching Jim'’s
office, the desktop support staff finds out from him that he just e-mailed a
spreadsheet based on data he received from Barbara to the entire com-
pany. The staff members immediately escalate the matter to the senior IT
staff with the suspected identity of the virus. The senior administrators
confirm the identity of the virus and notify the IT manager. The IT manager
immediately sends out a broadcast e-mail asking everyone to not open the
previous e-mail sent by Jim. He then confers with his senior staff to find
out whether the current anti-virus software implemented is up to date and
if it can handle the virus in question. The staff researches the virus and
checks all servers and network access points to ensure that the virus pro-
tection is up to date. They report to the IT manager that one of the
Exchange servers wasn't running the most current versions of anti-virus
software. The server is immediately updated and quickly rebooted and is
now secure.

Now that the servers are secure, the IT manager schedules the IT staff
to perform manual updates and scans of all employee computers. After a
week, all employee computers (including Barbara’s) are running updated
virus protection and are free from infection. The IT department does a
follow-up scan of all servers and computers for the next month to ensure
that infection has not recurred.

A meeting is scheduled to streamline the response to future incidents.
You are present in the meeting. What has the recent attack taught you?
Where would you make changes or improvements to the process?

Exchange Maintenance

This section introduces Exchange Server service packs and add-ins that
provide enhanced scanning and cleaning utilities. These utilities work with
the Exchange Server Information Store to detect and remove viruses to
keep infections from spreading.

Service Packs

Like Windows NT/2000 service packs, Exchange Server service packs
update and enhance functionality. Exchange Server 5.5 Service Pack 3
(SP3) is the definitive anti-virus enhancement for Microsoft Exchange
Server.
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Like other e-mail and groupware applications, Exchange has a propri-
etary e-mail storage structure. This makes it virtually impossible for con-
ventional file-scanning anti-virus software to effectively scan and remove
viruses from Exchange. Any attempt to scan e-mail attachments must be
made at the Message Transfer Agent (MTA) component of an e-mail system
on the way to or from the mail storage database. This not only prevents
viruses from spreading to other users within the system, it also prevents
infection of e-mail going out to other users on the Internet. However, this
does not work for Microsoft Exchange. Microsoft has not included a pro-
tocol to enable scanning of e-mails at the MTA level. How then can e-mail
on an Exchange Server be scanned?

Exchange Server 5.5 (SP3) includes a module, an Application
Programming Interface (API), that works with third-party virus protection
software (see Figures 9.11 and 9.12) to communicate with the Exchange
Server Information Store at a very low level. The API provides only the
virus-scanning interface, not an entire virus-scanning solution. The SP3
module is an efficient way to scan and clean attachments, with the addi-
tional ability to quarantine a message that contains a virus when there is
currently no way to clean the message. The message is kept in Exchange
Server and marked as inaccessible until the anti-virus software using the
interface is updated to clean the virus. By using this component, anti-virus
software manufacturers can guarantee Exchange users that e-mail clients
will not be able to read a message before it is scanned. The capability
offered in the service pack is not guaranteed by anti-virus products for
Exchange Server.

The API works by allowing anti-virus software to work through the
Exchange Information Store. The Exchange Information Store checks the
Registry keys for the API to ensure that it is enabled. It also checks the
Registry (see Figure 9.13) for the anti-virus software to ensure that the cor-
rect dynamic link library (DLL) for the software is loaded.

When either new e-mail with an attachment is created, or an existing
attachment is opened, modified, and saved, two processes are started in
the Information Store. The first process is a queuing of attachments that
have not been scanned, to be scanned by the anti-virus software. The
second process is a background scan of all attachments in the Information
Store. The attachments are examined to ensure that they have been
scanned. Any attachment that was not scanned is submitted for scanning.
Once all the attachments have been scanned, this background scan stops
until one of the conditions is present or the Information Store is restarted.

Popular anti-virus software such as Trend Micro’'s ScanMail and
Symantec’s Norton Antivirus for Exchange take full advantage of the new
anti-virus APl module in SP3, much to the relief of administrators. These
packages enjoy much support worldwide.
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Figure 9.11 ScanMail interacts with Exchange Server 5.5 SP3 API.
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Figure 9.12 Norton AntiVirus for Exchange also uses SP3 API.
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Figure 9.13 Anti-virus software Registry values checked during scan.
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For IT Professionals Performance Problems

Using an API

Exchange administrators should note that in using the anti-virus API in
SP3, performance problems such as inaccessible attachments or
increased latency of replication may arise as a result of the architecture
of the API and its relation to the anti-virus software being used. The
speed at which attachments are scanned depends on the way that the
particular anti-virus software’s scanning DLL is used. The actual source
of the performance problem may be difficult to pinpoint because the
anti-virus software’s DLL runs in the same process as the Exchange
Information Store service.
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Plug-ins and Add-ons

Microsoft has published plug-ins and add-on components for Exchange
that help combat the virus infection and ensure system integrity. These
utilities work on the Information Store to access attachments and remove
viruses that currently affect the system. They do not protect Exchange
Servers from becoming infected.

The viruses that seem to plague Exchange Server systems the most are
the dreaded Love Letter worm and Melissa macro virus. As a result, the
most widely used add-ons are the ISSCAN.exe and the | Love You utility for
Exchange.

The ISSCAN utility scans the Exchange Information Store for a virus-
infected attachment and removes it. The ISSCAN utility targets attach-
ments infected by the Melissa virus by default; however, it can be
configured to search and remove Love-Letter infected attachments as well.
The utility is run at the command-line level with strings that either record
results in a log file, determine whether the Private or Public Information
Store is scanned, allow the sender and recipient to be identified, or deter-
mine whether to remove the entire message or just the attachment.

The | Love You utility is an even newer utility for removing virus-
infected attachments from Exchange. This utility is specific to the Love
Letter worm virus and its derivatives. The utility accesses the Information
Store and finds and removes virus-infected attachments.

Third-party Add-ons

Microsoft Exchange Server is so widely used that many companies make
their fortunes by creating add-on products for Exchange. Most third-party
add-ons are either anti-virus tools or security tools designed to protect
e-mail and the Exchange Server itself. Major players in the electronic mes-
saging and groupware industry recognize how critical it is for enterprises
to be able to communicate freely within and outside the local area net-
work. The tools and utilities they provide are usually developed to conform
to the standards of a high-performance messaging platform like Microsoft
Exchange Server.

Most, if not all, independent software vendors (ISVs) that produce an
add-on for Exchange Server, are tested and certified for use by Microsoft.
Although most of the ISVs seem to concentrate on protecting an organiza-
tion’s information investment, many of them also offer products that extend
the functionality of Exchange Server. A list of third-party software vendors
for Microsoft Exchange Server 5.5 is available at www.microsoft.com/
Exchange/productinfo/thirdparty.
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Microsoft Utilities

Microsoft, in an effort to keep software standards high, regularly publishes
patches, hot fixes, and tools to its FTP site (ftp://ftp.microsoft.com/
bussys/exchange/exchange-public/fixes/eng). This FTP site offers admin-
istrators free downloads of software used to ensure the security, reliability,
and performance of an Exchange Server and Exchange clients. Two of the
most commonly used utilities are MTACHECK and ISINTEG.

Exchange uses the Mail Transfer Agent (MTA) to store all messages
waiting for delivery, whether they are local to the site or are addressed to a
recipient in another organization. The MTA is both a database and a service
within Exchange. Sometimes objects representing messages in the MTA
may become corrupted, which results in messages being delayed or not
delivered at all.

MTACHECK scans the MTA database for corrupt objects and moves the
objects to the exchsrvrAmtadata\mtacheck.out directory where they may
be examined at a later time. MTACHECK then rebuilds the MTA database
by removing the messages represented by the corrupt object and refreshing
the order of messages in the queue in an attempt to restore it to an uncor-
rupted state. MTACHECK is normally used to perform regular performance
testing on the MTA, or to troubleshoot a problem with the MTA. Most prob-
lems related to the MTA result in slow or non-delivery of e-mail. Figure 9.14
shows how the MTACHECK utility is run from the command prompt of an
NT server.

Figure 9.14 The MTACHECK utility run from the command line.

[5] C:\WINNT \System32\cmd. exe

Microsoft{R> Windows NT(TM>
{C> Copyright 1985-199?6 Microsoft Corp.

C:>cd exchsrursbin

C:vexchsrursbin?mtacheck.exe ~f mta_results v
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The Exchange Information Store is the central repository for all e-mail
information. All Public and Private folders are stored in the Information
Store. The ISINTEG utility, much like the MTACHECK, scans for corrupt
items in databases. In this case the ISINTEG utility scans the Information
Store. ISINTEG can scan the Information Store in two modes. The first
mode is called test mode. This is where the Information Store is scanned to
detect any corruption or errors within the Information Store database. A
log file called isinteg.pri or isinteg.pub, based on whether the Private or
Public Information Store was scanned, is then generated. The second mode
is called the patch mode and is activated by adding the —fix string to the
test-mode command sequence (see Figure 9.15). In this mode, ISINTEG
repairs the corrupted objects in the Public and Private Information Stores
and generates a log file of its completed functions. The test-mode scanning
can be performed only on either the Public or Private folders individually.
It is incapable of scanning them both simultaneously. The patch-mode
scanning, however, can scan and repair corruption or errors in the entire
Information Store simultaneously.

Figure 9.15 ISINTEG utility run from the command line.

[ C:\WINNT\Spstem32vcmd. exe

M osoft(R) Windows NIC(TH>
¢C> Copyright 1985-1996 Microsoft Corp.

C:>ed exchspursbin

C:vexchsrurshinrisinteg

Content Filtering

In most cases, virus-infected e-mail can be detected by tell tale identifiers
in the subject or in the message. Content-filtering software can be used to
isolate and identify keywords that signal the possibility of virus-infected
e-mails. Content filtering deals with what information is allowed into a
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network, as opposed to firewalls, which are normally concerned with who
is allowed into the network. Corporations must work to not only protect
against outside hackers breaking into secure networks (access control),
they must work to protect the information that comes into the network via
e-mail (content control). This is done through content filtering. (See
Chapter 11 for in-depth coverage of content filtering.)

Content filtering is a matter of network and business integrity. Content
control is not just about e-mail or virus protection. Content filtering will
protect your network from infection by e-mail-borne viruses, network con-
gestion from system misuse, as well as loss of network service from spam
and spoof attacks. When content filtering is implemented within a corpora-
tion’s network, loss of information, lost productivity, and exposure to legal
liability and confidentiality breaches are minimized, as well as a reduction
in damage to reputation through misuse of company e-mail.

Content filtering protects corporations from misuse of e-mail, both from
internal employees sending or receiving inappropriate e-mail and outsiders
sending unwanted e-mail to the enterprise. A content-filtering tool filters
all e-mail at the server level, before it reaches the intended recipient. E-mail
can be filtered based on sender, subject, excessive file size, prohibited con-
tent, profanities, corrupted data, and pornographic, racist, or hate e-mails.
One of the leading content-filtering tools for Microsoft Exchange is
MIMEsweeper by Content Technologies. MIMEsweeper uses a technique
called lexical scanning to read every e-mail.

A content-filtering product works with a compiled database (created by
Exchange administrators in this case) of keywords that represent a content
security risk. When an external e-mail is received, corporations using con-
tent-scanning products can reject e-mail that contains words or phrases
that have been compiled in the database, by directing the e-mails to a
quarantine zone. Once in the quarantine zone, the e-mail can be further
dissected to determine the safety and/or validity of the e-mail and its con-
tents. If it is determined that the e-mail is safe, then it is delivered to the
intended recipient. If the e-mail is determined to be a security threat or in
violation of corporate policy, the e-mail is discarded.

As mentioned earlier, content filtering is widely used as a security mea-
sure to protect corporations against secure information being revealed,
lawsuits, racist and pornographic material, as well as hate mail, but an
additional benefit to content filtering is the ability to help protect against
virus attacks. When content-filtering software is deployed on an SMTP mail
server, virus attacks can be minimized. Such software uses a keyword
search to determine if an attachment containing VBScript commands are
contained within the e-mail. If such an attachment is found, the e-mail will
be sent directly to quarantine to determine content and further navigation.
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Listed below is one typical path that an e-mail message would follow when
entering a network that uses content-filtering software:

1. E-mail message is received from the host mail system.

2. E-mail message is broken down into component parts, such as
header, body, and attachments. The header is examined for sender
and recipients along with other key values that have been previ-
ously determined by the system e-mail administrator. The body
and attachments are recursively disassembled until the data is in
raw form.

3. Upon breakdown of the body and attachments to raw form, data is
examined to determine the presence of any security threat, content
control, and/or virus attack.

4. If security threats, content control, and/or virus attacks are pre-
sent, determination is made for disposal of the e-mail message.

5. Once the e-mail message has been disposed of, the threat no
longer exists.

As mentioned earlier, the body and attachments of e-mails are broken
down to raw form. This breakdown, also called recursive container disas-
sembly or recursion, provides for high speed and efficient e-mail break-
down, optimizing a corporation’s success rate at attacking viruses before
they ever reach the intranet. Recursion is critical in content security.
Recursion separates raw data from the protocol layers (headers, encoding,
and compression) from the body and attachments contained within e-mail.
Once data has been broken down to its natural state, content analysis
tools offer the best chance of success. This includes any third-party anti-
virus tool that is currently on the market. Once the body and attachments
have been broken down, the data is scrutinized for content. VBScript com-
mands are easily detected at this level. Information from the compiled
database can be used to pull out e-mail and send it to the quarantine
area. E-mails may also be rejected if a macro, worm, or Trojan horse virus
is detected.

System administrators are able to assign numerous quarantine areas.
The quarantine areas can be assigned based on file size, sender name,
subject, compiled database keywords, encrypted messages, recursive
breakdown with virus present, or even junk e-mail. Once the e-mails have
reached quarantine, it is the system administrator’s responsibility to deter-
mine further action. Protocol standards will have been established prior to
e-mail being forwarded to quarantine, to determine best practice. In most
cases, all e-mail received in quarantine is disposed of without further hesi-
tation. Content-filtering software can be configured to add legal disclaimers,
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automatically archive e-mail, or generate information messages. These
messages can be sent to the intended recipient within the network to
advise of quarantined e-mail, or a log file can be created to assist in adding
further information to the compiled database for future use.

When content-filtering software is used, e-mail liability is reduced.
Corporations take a more relaxed view toward the type of e-mail that is
being received into and out of the network. This affords obvious benefits to
every company. At the lowest level, content filtering protects against
unwanted e-mails being distributed to employees from external sources.
Junk e-mail is minimized, to the point of almost non-existence, which
reduces slow response time within the intranet. Content filtering allows
e-mails to be sent to quarantine based on sender, subject, and file size.
Content filtering uses recursive breakdown to protect against embedded
virus attacks. Content filtering protects against secure company informa-
tion being sent out via company e-mail. The same compiled database of
keywords may be used to filter outgoing e-mail for company sensitive infor-
mation.

It is important to note that content filtering is used not only as an e-mail
application but as a Web-based application within corporations as well.
The most obvious use is to prevent certain Web sites from being accessed
through the company intranet. A compiled database of keywords is listed,
and any sites searched under those words are not accessible. Keyword lists
are most often used in the case of pornographic Web sites and hate Web
sites. Content filtering can be taken to an even more invasive level, by
using packet sniffers. Packet sniffers are programs that listen to network
activity and produce reports for network administrators with such detailed
information as what, where, when, how, and by whom data is being trans-
ferred to and from the Internet.

As you can see, content filtering is a necessary component for e-mail
security. Because most undesirable e-mail is revealed within either the
header or body, it is easy to filter it out. Recursive breakdown helps to
minimize virus attacks by finding embedded VBScript viruses within
attachments and additional body material of e-mails.

Now let’s look at a case study in content scanning.

Case Study: Content Scanning

Amen Inc., a service provider for religious organizations, has recently been
the subject of a massive hate mail campaign. The IT staff is trying to pre-

vent further attacks from occurring. The Amen Inc. messaging platform is
Microsoft Exchange Server 5.5. The staff comes up with the idea to imple-
ment content filtering to weed out the hate mail.
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The department understands that the perpetrators are most likely
using SMTP relay hosts on the Internet to hide their true location, and for
the time being they are simply concentrating on blocking the messages. At
some later time, once the true source of the messages can be determined,
the staff plans to block e-mail from that source by having them blacklisted.

The department purchases and installs a popular content-filtering soft-
ware on their bridgehead server that is connected to the Internet and con-
figures it to scan for keywords that are indicative of the kinds of hate mail
they've been receiving. The software detects and forwards the e-mail con-
taining these keywords to a separate Exchange Server that is set up as a
repository for virus-infected and unsolicited mail so that the senders don't
receive a non-delivery report. The e-mail collected is later dissected and
examined by consultants brought in for their expertise in this matter.

The source of the e-mails is eventually discovered and their ISP is noti-
fied. The ISP discontinues the account and the guilty parties are black-
listed. Security is tightened on the bridgehead server to reject mail sent
from a list of untrustworthy hosts.

Attachment Scanning

As discussed in the Content Filtering section, attachment scanning is nec-
essary in the protection against virus attacks. Most newly created viruses
appear as an attachment. For third-party virus protection software to have
the greatest chance of success, the attachments must be broken down and
scanned. Using available scanning software, e-mail attachments can be
scanned in a matter of seconds, causing no delay of delivery for secure
e-mails. Of course, all employees should use basic e-mail common sense.
The following steps should be made known to all employees when dealing
with e-mails with attachments:

= Never open an attachment from an unknown source.

= Never open files attached to an e-mail unless you know what the
file is. Even a file from a friend or family member could pose a
virus threat to the network.

= Never open any files contained in e-mail if the subject line is ques-
tionable or suspect.

= Delete (without opening) all chain e-mails and junk e-mail.
= Never download files from strangers.
= Always use caution when downloading files from the Internet.

=  Ensure that end-users update their anti-virus software regularly.
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= Back up your files regularly.
= Always err on the side of caution.

Following these standard policies will help minimize virus attacks.

When attachment-scanning is performed, e-mail is received into the
network, and is immediately scanned, based on standard protocol. One
standard protocol could be that all e-mails received with attachments must
be scanned to protect the network. This protocol should be in effect within
all organizations, as attachments are the number one source of virus
attacks within a network. The attachment is decoded and decompressed if
necessary and then scanned for viruses (see Figure 9.16). If the attach-
ment is clean, the e-mail is sent directly to the intended recipient. If a
virus is detected, the e-mail is either moved to quarantine or destroyed.
Standard protocol can be used to notify the intended recipient that a virus-
infected e-mail was received and to contact the original sender for a clean
attachment.

Figure 9.16 Attachment scanning options in ScanMail.
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Attachment scanning of e-mails received from outside the company
network is an effective anti-virus method. Any e-mail with attachments is
scanned and further delivery of e-mail is halted if a virus has been detected.
If that same virus-infected e-mail is received from within the network and
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a virus is present, the original sender’'s machine must be scanned and
anti-virus software must be updated. It is likely that a virus attack will
spread more quickly from internal sources than from an outside source.

Obviously, stopping e-mail attachments from being sent is not a fea-
sible solution, but scanning e-mail attachments is critical in securing your
network from virus attacks. This can seem a daunting task, as no company
has control over who sends e-mail messages into the network (although
content-filtering software can be used to eliminate e-mail messages from
known unwanted sources). Sharing messages between customers and ven-
dors is a necessary part of today’s business management, so e-mail attach-
ments have to be secured for network safety.

Additionally, the major concern was once about executable programs
that were attached to e-mails. That is no longer the case, since macro
viruses are now the number one source of virus attacks, and the number
one method for these attacks is via e-mail.

Recovery

Performing a recovery operation of any kind on an Exchange Server can
become quite a headache if the server hasn't been properly configured.
Typically, recovering data, whether it be mailboxes or e-mails, involves
having a good backup copy of the Information Store and Directory Service
databases. However, unless your server crashes, there are ways to make
Exchange correct some of the mistakes we might make.

All e-mail and other documents are stored in the Information Store
database in either the Private Information Store or the Public Information
Store. Sometimes end-users or administrators may accidentally delete e-
mail. One way of restoring the deleted e-mail is to restore from a backup
tape. However, an easier and quicker method is to enable the recovery of
deleted items in the Information Store database as shown in Figure 9.17.
We can set a period within which deleted items in a mailbox can be
restored. We can also set the recovery period so that the deleted item is not
purged until it has been backed up. An end-user can use the Recover
Deleted Items function to restore the deleted messages from their mailbox.
This can be set up on both the Private and Public Information Store. In
fact, item recovery options can be configured down to the mailbox level.

In the event of a true disaster, such as an Exchange Server crash, it is
only good operating procedure to have a disaster recovery plan. The plan
would allow an administrator to assemble and implement all strategies and
backups to ensure the restoration of service. Typical components of a dis-
aster recovery plan include a good backup strategy, a written procedure of
the steps to take in the event of an emergency, power protection for your
servers, spare hard disks, and possibly a backup Exchange Server ready to

come online.
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Figure 9.17 Private Information Store properties showing Item
Recovery settings.
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Doing as much as possible to prevent disasters is as much a part of an
administrator’s job as is recovering from a disaster. Some things that help
prevent disasters from occurring are checking NT event logs for any major
errors, implementing and enforcing mailbox quotas, ensuring that your
Exchange Server has enough disk space and memory for its different com-
ponents, implementing power protection for your Exchange Server by
installing uninterruptible power supplies (UPS), and backing up all mail-
boxes before deleting them. There are many other precautions we could
take, and these are just a few of the important ones that should be in
place at the bare minimum. Having all of these contingencies in place does
nothing unless we can be sure that they work. The effectiveness of the
plan can be confirmed only by carrying it out periodically.

Backing Up Data

Performing regular backups of mail and other critical data is one of the
basic tasks of network administration. Daily backups of Exchange Server
as well as important business data should be scheduled and run to ensure
availability and integrity of company information. Many administrators tell
stories of how a good backup strategy has helped save entire organizations.
There are many brands of backup software to choose from and with
them many options available for performing Exchange Server backups.
Exchange can be backed up and restored via almost all of the major
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backup software packages as well as the Microsoft proprietary backup soft-
ware, NTBackup. In fact, NT/2000 Backup comes with a built-in interface
for Microsoft Exchange Server (see Figure 9.18). In this interface, the
Exchange directory database and the Information Store can be backed up
to tape and restored to any other server on the network.

There are two ways to perform a backup on Microsoft Exchange Server:
offline backup and online backup.

Figure 9.18 NT Backup Microsoft Exchange interface.
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An offline backup is basically a file copy procedure. The Exchange
server and its services are stopped and the system files are backed up to
tape or other media (see Figure 9.19). Online backups are considerably
better than offline backups for a number of reasons. The most important is
that the Exchange Server does not have to be shut down to perform the
backup. This means that users can still be connected and communicating
while the Information Store and Directory Service databases are being
backed up.

Backups should be done via the incremental or differential rotation
strategy where a full backup is performed at the beginning and the end of
the cycle, and incremental or differential backups are performed in
between. This ensures that the most up-to-date copy of the server is avail-
able. When performing backups using this strategy, the circular logging
feature in Exchange should be disabled. Circular logging is the feature in
Exchange that minimizes the amount of disk space used by the transac-
tion logs of the activity in the Information Store and Directory Service
databases. It is usually a good idea to disable this feature (see Figure 9.20)
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because then we can have a snapshot of Exchange Server database activity
in our backup. Some Exchange experts even recommend disabling the fea-
ture altogether.

Figure 9.19 NT Backup Exchange settings.
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Figure 9.20 Disabling Circular logging on the Directory and Information
Store databases.
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Restoring Data

Once Exchange Server data has been backed up and verified, it is a rela-
tively simple matter to restore the data. In keeping with good backup stan-
dards, a full restore of our Exchange Server should require only two
backup tapes, one full backup and the latest incremental/differential
backup. NT Backup as well as other third-party backup software allows
the restoration of the Exchange Directory and Information Store databases
to the same server or to an alternate server. Figure 9.21 displays the NT
Backup restore information and configuration screen. This screen allows
you to choose where you want to restore the databases. During a restore,
users cannot access the Exchange Server.

Figure 9.21 NT Backup Exchange Restore settings.
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Summary

Exchange Server is increasing in popularity by leaps and bounds for use
by enterprises.

The Internet Mail Service is the Microsoft Exchange Server service for
exchanging e-mail with hosts over the Internet. The IMS can be configured
so that unsolicited or inappropriate e-mail is blocked or destroyed at the
access point before it enters the network. IMS settings allow clients to
exchange encrypted MIME attachments, to make sure hosts connecting to
the server use encryption and authentication, and to block relay hosts and
specific domains and addresses.

There are several major misconceptions about viruses. It is important
to remember that there are no viruses capable of self-activation without
some form of user intervention. Also, e-mail viruses cannot exist as text in
an e-mail, and most viruses are operating-system specific.
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A secure system is the result of good practices on the part of both the
administrator and the end-users. Users must understand the importance
of not opening e-mail attachments before they are scanned, and adminis-
trators must develop strategies to prevent attacks and deal with an attack
in the event it occurs.

Service packs enhance the functionality of Exchange Server; Exchange
Server 5.5 Service Pack 3 (SP3) includes an Application Programming
Interface (API) module that efficiently scans, cleans, and quarantines (if
necessary) attachments. TrendMicro’s ScanMail and Symantec’s Norton
AntiVirus for Exchange take advantage of this module.

Many companies have created anti-virus tools to protect the Exchange
Server, allowing you to ensure the integrity of the Information Store and
the Directory Service databases. Plug-ins and add-ons such as ISSCAN
and | Love You are utilities published by Microsoft. Two other utilities are
MTACHECK and ISINTEG, which are used for optimizing Exchange’s per-
formance. Microsoft also publishes security and performance patches and
tools to its ftp site.

Content-filtering software, such as Content Technologies’
MIMEsweeper, can be used to protect a network from information-based
security risks. Filtering can be based on sender, subject, file size, adminis-
trator-defined keywords, or pornography or hate mail content. As well as
protecting a corporation from legal liability and system misuse, content fil-
tering can minimize virus attacks; when content filtering is deployed on an
SMTP mail server, a keyword search can determine if an attachment con-
tains VBScript commands. The software can then break down the compo-
nents of the e-mail, called recursion, and quarantine or reject it.

Attachment-scanning software is available as a front-end tool to recur-
sively break down any embedded e-mail attachments and dissect for pos-
sible virus infection. When using scanning software, a company is afforded
a better opportunity to secure its network against virus attacks, thus
saving company dollars. Any attachments that are found to be virus
infected are moved to a quarantine area and dealt with from that area,
securing the network from virus infections from incoming e-mails. Virus
infected e-mails can be deleted directly from the quarantine area, sending
a message to the intended recipient advising to contact original sender for
a clean attachment.

Content filtering and attachment scanning are used in conjunction in
most scenarios. Hand in hand, these components help to secure the net-
work from all possible attacks, virus as well as unwanted junk e-mail, hate
e-mail and other various types of e-mail that can cause any sort of legal
issue for companies. Protection needs to occur at two primary levels. The
desktop level, with each employee having updated anti-virus software run-
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ning on his/her machine and at the server level with scanning software
running to protect against e-mail attachment attacks. Having both levels
secured, will help to alleviate virus infection.

A recovery operation in the event of an Exchange crash will benefit
from the existence of a solid recovery plan; precautions to avoid a disaster
include checking your NT event logs for errors, establishing mailbox
quotas, ensuring the Server has enough disk space and memory, installing
uninterruptible power supplies, and backing up data with an offline or
online backup.

FAQsS

Q: How can | determine if my corporation should be using an attachment-
scanning software package?

A’ Why tempt fate? Most Exchange installations should be using attach-
ment-scanning software, whether the software is for virus scanning or
content filtering. Remember, attacks can come from inside the company
as well as from outside.

Q: What is a VBScript worm, and how can | protect against it?

A Macro viruses, Trojan horses, and VBScript worms are the most
common types of viruses. A VBScript worm is a small virus program
written with the intention of spreading itself through a network by
replicating itself (virtually worming its way) via e-mail and other appli-
cations. Watch out for .vbs file attachments; VBS worms cannot be
activated unless the attachment is opened.

Q: Is there a way for Exchange Server 5.5 to provide security to remote
users?

A: Exchange Server 5.5 offers the Outlook Web Access (OWA) feature,
which allows Exchange remote users to access their Exchange mail
account securely via any public Web browser. With the proper authenti-
cation (and encryption) processes, the user can log in securely to a Web
page interface. OWA is discussed in the Secrets Appendix.
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Introduction

Recently much attention has been paid to e-mail viruses transmitted by
flaws in certain client software. Up the line from most of those clients,
however, is a larger-scale server that transmits mail across the Internet.
Some might say that security starts at the server. Some of these servers
process millions of messages during a week’s time—how do you know if
the server is secure?

There are generally two types of Internet mail servers. Mail transfer
agents (MTAs) take care of routing your message to the right place on the
Internet and notifying you if the transfer can’'t be accomplished. Mail user
agents (MUASs) bring mail directly to your mail client.

This chapter examines one MTA and its equivalents and one of the pri-
mary protocols MUAs use for mail services. Sendmail has been an integral
part of the Internet for almost as long as there has been an Internet. Internet
Message Access Protocol (IMAP) is becoming one of the more important and
useful protocols used by MUAs. A number of measures can be taken to run
both services in a secure and reliable manner; this chapter examines the
related issues involved in establishing and maintaining server security.

Sendmail and Security:
A Contradiction in Terms?

E-mail has always been one of the most useful and popular services on the
Internet. A longtime player in the e-mail arena is the Sendmail program,
used by servers to transmit mail from one place to another on the Internet.
Unlike many programs, Sendmail has had a relatively long history on the
Internet. In its eon of Internet time, it has progressed through eight major
release numbers, and has been a subject of at least 13 or more security
advisories.

Although it is one of the most widely used programs on the Internet,
Sendmail may be one of the most insecure. While all programs have vul-
nerabilities, the extent of their security is due mostly to how they are
implemented on a particular server. To understand the vulnerabilities and
security of Sendmail, it is necessary to examine its history, its purpose,
and its implementation in a mail routing environment.

Sendmail’s History

Sendmail was written by Eric Allman in 1979 while he was studying and
working at the University of California, Berkeley. That makes Sendmail
older than most of today’s Internet “experts.” At that time, there was no
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such thing as The (with a capital T) Internet. Instead, there was a diverse
collection of networks spread over countries, computer architectures, and
transport media. The ARPANET, the historic progenitor of today’'s Internet,
was just one of these networks. There were also DecNet, a collection of
Digital Equipment VAX computers talking their own protocol; UNIX-to-
UNIX Copy Program (UUCP), a network of UNIX machines that made
dialup connections between one another to transfer information; and
BITNET, a store-and-forward network of mostly IBM mainframes that com-
municated using IBM’s Remote Spooling Communications Subsystem
(RSCS) protocol.

Sendmail was written to operate in a dynamic and changing network
environment. Standards were minimal and inconsistently applied.
Addressing varied from network to network. To be useful, a mail routing
program had to be flexible and configurable. A new network might pop up
and you had to have a way to route mail to it. There were numerous
gateway machines between networks and sometimes you had to maintain a
list of them and keep trying different gateways until you found one that
was listening on your network. Instead of having to deal with one stan-
dard, like the Internet Protocol (IP) that is familiar today, e-mail transmis-
sion had to account for multiple standards on diverse networks.

It is not surprising that Sendmail allows a great amount of control over
configuration. Its configuration is its power to adapt to a changing network
landscape (and hence, its survival over the years). With that configurability
comes complexity, however, and Sendmail has always been viewed as
somewhat mysterious even by some of the more experienced computer and
network analysts. In recent years, it has matured and incorporated many
features that previously had to be programmed in, particularly those to
control unauthorized relay of messages (like spam) and to filter out specific
messages (like Robert Morris’ Internet worm).

Today Sendmail is well supported. There is www.sendmail.org for distri-
bution and support of the open source version. www.sendmail.com is the
home of Sendmail Inc., which offers a commercially packaged and sup-
ported version and has Eric Allman as its chief technology officer.
www.sendmail.net is an information clearinghouse sponsored by Sendmail
Inc. It supports the open source version. Finally, many vendors, such as
Sun Microsystems, have developed their own versions of Sendmail based
upon the open source code and provide their own support and mainte-
nance. If you are using a vendor-specific version of Sendmail, such as the
one found in Sun’s Solaris operating system, consult your vendor for more
details.
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Threats to SendMail Security

Threats to security come in a number of forms. The most basic threat is a
compromise of your system, which causes you to lose reliable operation of
service on that machine. Such a threat could be accomplished by an unau-
thorized person who gains privilege on your server and reads or replaces
files that are key to the system’s operation. Often, this type of threat is
performed not so much to hijack your service, but rather to exploit your
server and use it as a platform for further attacks elsewhere on the
Internet.

Another type of security threat is a denial of service attack. Usually
such an attack is organized to overload your server with “junk” requests,
thereby rendering it useless for the legitimate transfer of e-mail. It usually
originates from an external point or points on the network. It does not rep-
resent a compromise of your system, but does interrupt the normal ser-
vices that you are trying to provide. Because of the transient nature of
denial of service attacks, it is very hard to guard against them, since new
sources and methods of attack are continually being developed. There are,
however, steps you can take to minimize the impact of such an attack on
your server and its users.

One of the most common types of security threats is misuse of your
system. This misuse can be intentional, as in the case of spam, or unin-
tentional, such as a vacation program that generates a mail loop. In any
case, it is necessary for you to control your service so that misuse does not
get in the way of providing service. Even if you have a casual attitude
about spam, you may still feel adverse affects from a lack of action. If you
are a popular spam site, you might find your service overwhelmed by those
who are more than eager to take a free ride. Your server can also end up
on a number of anti-spam blacklists and be denied from delivering mail to
any other server on the Internet that subscribes to such a list.

Anatomy of a Buffer Overflow

One common method used by hackers to gain access to an Internet com-
puter is to take advantage of a condition in Sendmail’s operation called a
buffer overflow. Many vulnerabilities reported have been due to a buffer
overflow, so while you may have heard the term, unless you are a pro-
grammer yourself, you might not understand exactly what a buffer over-
flow is.

Simply put, a buffer overflow occurs when a program receives more
data than it has planned on storing. If a program doesn’t check the size of
the data it is receiving, it will go ahead and store what is received, but the
“extra” data will get stored in a location in memory that was not intended

WWW.Syngress.com



Sendmail and IMAP Security = Chapter 10 371

for that data. In most cases, this would result in an error in, and possibly
the failure of, the program. However, if that extra data is meaningful to the
computer’s processor, it might result in the execution of some instructions
that were included in that same data.

Imagine you were playing cards with three others at a table. Across
from you sits your partner. Let's say that in this imaginary game the
person holding the turn can call for a card to be passed from each player
to the player on their right. Your partner holds the turn and calls for a
card to be passed. Instead of passing a card one position to the right, you
manage to pass it two positions (you are cheating, but this is the part that
illustrates the buffer overflowm—you’ve managed to put a card in a location
where it wasn't supposed to go). Your partner might use your card to make
a play in the game. In other words, your partner (Sendmail) held the turn
(root authority) and played the bogus card (executed the instruction),
which resulted in an unexpected and artificial control of the game (a hack
of your system).

If your opponents are watching you closely they’ll see your attempt to
go outside the rules (cheat) and not allow you that play (with possible
other ramifications, depending upon the type of crowd you hang out with).
Likewise, if Sendmail checks the size of a piece of data before storing it in
a location of a predefined size, the buffer overflow attempt will not be suc-
cessful. Remember that programs are written by humans who don't always
remember to execute such a level of diligence. That explains how such vul-
nerabilities make it into programs. To take advantage of the vulnerability
can require detailed knowledge of how the program is written (including
the opportunity to view the source code). It might also require some exten-
sive trial and error to determine the exact sequence of data that will
accomplish more than just an execution error in the program.

A Buffer Overflow lllustrated

Sendmail 8.8.3 and 8.8.4 contain a buffer overflow problem in the pro-
cessing of Multipurpose Internet Mail Extensions (MIME) messages (see
www.cert.org/Zadvisories/CA-97.05.sendmail.html). In the processing of
MIME attachments, an error allows a very large message to overflow the
buffer used to hold the MIME data during conversion from 7- to 8-bit
MIME format.

The problem is that the program will keep reading data as long as it
sees the MIME attachment delimiter at the end of the line (=). If the buffer
overflow condition is reached, it is possible that Sendmail will execute
some arbitrary instructions. If those instructions aren’t arbitrary, but
instead are included by design, then someone can gain access to your
system. The only sure solution to plug the buffer overflow is to upgrade to

WWW.SyNgress.com



372

Chapter 10 = Sendmail and IMAP Security

version 8.8.5 or greater of Sendmail. The problem is in the way the pro-
gram was written. Usually the only solution for a buffer overflow vulnera-
bility is to change the program code and recompile the application. If you
are not using an open source version, your Sendmail vendor will need to
supply a new version or a patch to the version you have installed.

Sendmail and the Root Privilege

UNIX systems differ from your average microcomputer operating system by
differentiating between a normal user (your account) and the privileged
user (the root account). Even if you are the only user of a UNIX machine, it
is a mistake to log in and do your work as root all the time. As a normal
user, you have control over only the resources that have been granted to
you and those resources do not usually include the files and functions that
are the core of what makes the UNIX system operate. By restricting the
ability to make changes to the system to the root user, you increase the
security and integrity of the operating system. If your root account is com-
promised by an unauthorized individual, the security of your system is
threatened.

Sendmail, like some other Internet server software, runs with the root
privileges when it is started for the purpose of accepting and transmitting
e-mail on the Internet. Sendmail has been criticized for this feature.
However, root privilege is necessary if Sendmail is to accomplish some of
the tasks that support its key features. For example, Sendmail must be
able to read a user-owned .forward file in order to see if mail should be
sent to an alternate address. Sendmail must also run as root to execute
certain functions, like procmail filters on behalf of a normal user account.
It also must run as root to deliver into an inbox that is owned by a normal
user account. Finally, in order to handle a large amount of e-mail traffic,
Sendmail has the ability to start copies of itself running (called child pro-
cesses). Because these additional Sendmail processes must listen on port
25, a common but privileged port, it must have the root privilege to start
these additional processes.

A Sendmail root exploit was indicated in the first security advisory that
was issued by CERT Coordination Center, in 1988 (see www.cert.org/
advisories/index.html). If Sendmail’'s debug option was turned on, then it
was possible to include UNIX commands in the mail header and Sendmail
would dutifully execute them. Some common ways to gain access would be
to copy an .rhosts file to a known user’s directory to allow an rologin com-
mand from an arbitrary host without a password challenge. This illustrates
why it's a good idea to not use .rhost files on your system.

This vulnerability was in Sendmail version 5.59. Hopefully, your server
is not running a 1988 version of Sendmail. However, because Sendmail
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runs as root, the threat of a root compromise is always a possibility.
Generally, such a compromise is achieved by “tricking” the software into
running a user command with the root privilege. The most recent of these
exploits in Sendmail is documented in CERT CC Advisory CA-96.24 (see
www.cert.org/advisories/index.html). It describes the possibility of a
normal user account being used to start Sendmail as root. Once started as
root, Sendmail could be directed to perform a root privilege command that
may compromise the system. It is interesting to observe that the basic
error in the program existed since 1982, but it was a change in a much
later version that caused the error to become a vulnerability.

Fixes

Considering its long standing as a useful and adaptable tool for transmit-
ting Internet e-mail, Sendmail’s reputation as a security problem is prob-
ably a bit undeserved. The last major vulnerability in Sendmail was in
1997 (see www.cert.org/Zadvisories/CA-97.05.sendmail.html), in version
8.8.4 (the current version is 8.11.0). That's not to say there won’t be any
more vulnerabilities, but you can take reasonable steps to ensure that
your system remains secure. Any system connected to the Internet is
potentially vulnerable. Its security depends on how it is managed and what
steps are taken to proactively keep it as secure as possible. The easiest
computer system for a hacker to target is one that is not being monitored
and is running older versions of software in which vulnerabilities exist.

Maintaining Sendmail security is not problematic if you pay attention
to details when you are installing a new version. For example, the buffer
overflow condition we described in versions 8.8.3 and 8.8.4 was only in
effect if you allowed the default option to be set for MIME conversion,
which employed the new feature. If you were very familiar with your cur-
rent configuration, you would probably be hesitant to make changes in
operation until you had a chance to thoroughly test them. Likewise,
knowing what vulnerabilities exist from Sendmail running as root should
keep you alert to running an appropriate configuration for your needs. For
example, don’'t enable options (like debug) that you don’t need or expect to
use.

Stay Current

One of the biggest security mistakes is to continue to run an old and vul-
nerable version of Sendmail. While it is not always possible (or advisable)
to adopt a new version as soon as it is released, getting too far behind can
put your system at risk. New versions generally react to changing tech-
nology and changing conditions on the network. The 1997 vulnerability in
Sendmail was in its MIME handling. The increased risk between then and
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now is people’s increased familiarity with MIME. More mail programs can
transmit MIME messages and there are more software tools to manipulate
MIME attachments.

If you can't upgrade to the latest version of Sendmail, make sure you
have applied the latest patches. This is particularly true if you are using a
version of Sendmail supplied by an operating system vendor such as Sun
Microsystems. If you are paying for support of your operating systems,
patches should be readily available to you. Most vendors make security
patches available even if you are not paying for support. Find out where
patches are available and make it a habit to keep up with any new patches
that are posted.

Stay Informed

These days, no one is exempt from being informed about Internet security
issues. At whatever level you interact with the Internet, there is a corre-
sponding level of responsibility. Understanding that unknown attachments
from an out-of-context source could represent a threat to your PC might be
minimal knowledge for the casual Internet user. Systemm managers have a
much greater degree of responsibility and should be actively monitoring
security alerts from different sources.

One of the best sources for security information on the Internet is
CERT (www.cert.org). This organization is part of Carnegie Mellon
University and has been in existence since the early days of the Internet.
CERT originally stood for Computer Emergency Response Team. CERT
now is a registered trademark of Carnegie Mellon University and the Web
site is part of the effort to provide security information to the Internet.
CERT provides a mailing list that broadcasts alerts, advisories, and other
security information.

Another organization devoted to network security can be found at
www.sans.org. The SANS (System Administration, Networking, and
Security) Institute serves as a clearinghouse for security information, holds
conferences several times a year, and even has a certification program in
network security. SANS provides several mailing lists and information
resources (see www.sans.org/newlook/digests/index.htm).

Other sources of information include traditional network news groups.
Groups to monitor include comp.mail.sendmail and comp.security.unix.
You can also read the news groups specific to the operating system on
which your Sendmail server runs. Finally, don’t forget the Sendmail Web
sites (.com, .net, and .org). Not only can you find security notices there,
but you can find security information specific to managing Sendmail.
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Protect Your Resources

You can guard against root compromises and buffer overflows, but if you
don’t secure the files that Sendmail uses in its operation, you are leaving a
big door open to your system. This means that you must pay attention to
the permissions assigned to various files and directories on your system.
For example, /var/spool/mqueue should not have any world permissions
set. That location is where Sendmail stores its queue files. If it were world
writable, any user account on your system could insert bogus entries into
your gueue, causing Sendmail to attempt to deliver a potentially harmful
message.

Another area to protect is /etc/mail, where the Sendmail configuration
files and alias files are stored. You definitely would not want anyone to
change your Sendmail configuration file. Also, because Sendmail will treat
a program as an address, you wouldn’'t want someone to add an alias that
allows root execution of a command or program on your system. If you
download and build Sendmail for your system, be sure to see the permis-
sions section of the sendmail README file.

Beware of group ownership. In some cases, a file writable by group will
be executable by a privileged user account. Recent versions of Sendmail
are more restrictive about which files with group permissions it will allow
itself to read or write.

Minimize Risk

When possible, you should minimize the risk that Sendmail incurs
because it runs as root. The Sendmail distribution includes a program
called smrsh, which is a restricted shell intended to be used when
Sendmail is requested to run a program. Programs to be executed must be
in a specific directory and any path or shell redirection is stripped from the
command before execution.

Sendmail includes the concept of a trusted user. Only trusted users are
allowed to override the sender address with a replacement address. This is
necessary, for example, when routing mail between different networks (not
done much any more) or in the case of managing a mailing list, where you
wish mail to appear to be from the list instead of the individual.

Sendmail includes a RunAsUser feature that allows you to run
Sendmail as a user other than root. It accomplishes this by starting up
and connecting to the SMTP socket as root, and then giving up its privilege
to run as a normal user account. Using the RunAsUser feature is a bal-
ance between security and features. For example, running as a user other
than root may not allow support for .forward files in a user account’s home
directory, since the alternate user may not have permissions to read the

user’s files.
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For IT Professional - iSSi [
OF 11 FTOTEsSIonas | A Brief UNIX Permissions Tutorial

UNIX permissions allow a system administrator to control access to
files or directories on the system. Permissions apply to three categories:
an individual user account that has been assigned ownership of the file
or directory; a group of users defined on the system to whom group
ownership of the file or directory has been assigned; and any other user
with access to the system, in other words, “the world.” In a log file or
directory listing (Is -I), permissions are represented as follows:

W Ir—+—

dr wxr - Xr - x

Permissions are listed in groups of three letters, indicating access
respectively for the user, the group, and the world. The permissions pos-
sible for each category are r for read access, w for write access, and x
for the ability to execute the file. In the case of a directory, both read and
execute permission is needed for access. Additionally, the first position
of the permissions listing is set to d if the item is a directory and may
indicate other characteristics of the item as well (like having an | if the
item is a symbolic link to an actual file). If an access permission is not
set, a hyphen (-) appears in its place.

When setting permissions, the chmod command (change permis-
sions mode) can accept this alphabetic representation in the form of
parameters like u+rx (assign read and execute permission to the owner),
g-+w (assign write permission to the group owner), or o+r (assign read
permission to any one user on the system).

There is also a numeric representation of permissions that can be
used to define access, with one digit for setting special attributes and
three additional digits, one for each access category. The digit for each
category is the octal (or decimal) equivalent of the binary representation
of the permissions. This is more understandable when illustrated:

- ' WXT - XTI —
can be partitioned as follows:

I WX r-X r—

Continued
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which can be represented as:
111 101 100

which becomes:
0o 7 5 4

So, to set a file named “thing” to the above permissions you could
use the command:

chnod 0754 thing

For more information about permissions, see the Is and chmod
manual (man) pages on your UNIX system.

Alternatives: Postfix and Qmail

Although Sendmail performs a large share of the mail routing that occurs
on the Internet, competitors to Sendmail have appeared in recent years.
The development of these alternative mail routers was driven by
Sendmail’s perceived security weaknesses and by the potential to improve
the efficiency of mail routing software. Currently there are two programs
that are serious contenders for a Sendmail replacement. Both were written
by academic computer scientists and both are distributed as open source
software.

Postfix

Postfix was developed by Wietse Venema at IBM’s T. J. Watson Research
Center. The development was supported by IBM and Postfix is freely dis-
tributed. Venema was also involved in writing the SATAN system security
challenge software and has written about and authored a number of
Internet software tools including TCP Wrapper (tcpd).

Postfix was designed for speed and security. Unlike Sendmail, it does
not run as root. It is compatible with Sendmail in its support of .forward
files for user control of mail forwarding to an alternate address. It uses
Sendmail format alias files, and user inboxes in /var/mail or
/var/spool/mail. To inject a mail message into Sendmail’s outgoing mail
queue, a program either has to run with root privilege or invoke Sendmail
to accept the message into the queue. Postfix uses a world-writable mail
drop directory, so that unprivileged programs can initiate sending mail.
This causes potential problems if you have local users on the system. Local
users may attempt to insert bogus files in the queue or create conditions
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that would delay or prevent delivery of certain messages. Postfix is fastid-
ious enough to process queue files only with its specific format. On the
other hand, this feature can be made more secure by revoking world-
writable permissions and setting group permissions for the program that
injects mail into the mail drop.

Sendmail can utilize a great number of resources when faced with a sit-
uation where mail cannot be delivered because of a network outage. Each
time Sendmail attempts another delivery, it starts up more child processes,
even if there are already a large number of Sendmail processes attempting
to deliver messages. You can set a limit to the number of child processes
that Sendmail can start. However, if that limit is too low, it can impede
your normal delivery of messages. (This limit is set by the
MaxDaemonChildren attribute in the sendmail.cf file. You can also control
how quickly processes are started by setting the ConnectionRateThrottle
parameter.) If the limit is high enough, your system will probably be over-
loaded by the time the limit takes effect. Postfix is designed to back off if it
encounters shortages in memory or disk space.

In Postfix’ brief existence, it has yet to stand a thorough trial. It is a bit
bothersome that Postfix does not do a large amount of checking for data or
command argument size, making a buffer overflow condition a possibility.
Because Postfix’ components do not run as root, the threat is theoretically
lower.

Although Postfix is being used by several large sites, it is still untested
and bears watching. You can find Postfix by visiting www.postfix.org and
selecting the Web server nearest you. Along with an overview of the pro-
gram and its design, there is access to multiple download sites.

Qmail

A competitor of Sendmail and Postfix is Qmail, written by Dan Bernstein, a
professor in the Department of Mathematics, Statistics, and Computer
Science at the University of Illinois at Chicago. Qmail’s main claim to fame
is its use for delivering messages for Hotmail, the free e-mail service that
was acquired by Microsoft. Microsoft reportedly attempted to run Hotmail
on an Exchange server, but was unsuccessful (see http://cr.yp.to/gmail/
fag/orientation.html#users).

Qmail was designed with security as one of its main features. So confi-
dent (or worried) was its author that he offered a $500 prize for anyone
finding a security flaw in the Qmail program. A $1000 prize was later
offered, but neither prize has been claimed at the time of this book.

Bernstein assures security by not treating programs and files as
addresses. Sendmail supports a form of alias delivery by appending to a
file. Unless you control what files or what characteristics of files you can
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deliver to, this function can obviously be a security hole. In fact, Sendmail
has a SafeFileEnvironment option to control this very behavior. Likewise,
Sendmail can deliver to programs such as procmail or listserv. Qmail
departs from this strategy and instead relies on its local delivery agent to
deliver to programs as directed in the users’s .gmail configuration file. Root
is never a user in this context and thus you avoid the potential of delivery
to an arbitrary or potentially threatening program.

Qmail avoids setting alternate user permissions and does as little as
possible as root. As we've seen in our discussion of Sendmail security, run-
ning as root risks inherent vulnerabilities via a root compromise. The only
program that runs with alternate user privileges is Qmail’'s mailqueue
injector program.

Qmail uses multiple and non-trusting programs to perform the various
functions. This is a bit like the classic revolutionary cabal that limits the
knowledge of any one person in the organization. If one of Qmail’'s pro-
grams is compromised, only that one function is compromised and the
other functions will continue to operate unthreatened.

Qmail uses a simple design and is smaller than Sendmail. Bernstein
has adapted some of his previously developed programming libraries as a
way of minimizing errors in programming (he is, after all, a computer sci-
entist). By using programming code that he mostly designed and imple-
mented, he can be more confident of avoiding buffer overflows and similar
conditions that can introduce security problems.

Qmail has limited compatibility with Sendmail similar to that discussed
for Postfix. It supports .forward files and Sendmail format aliases. It sup-
ports delivery to a central queue such as /var/mail. Sendmail can be used
to inject messages into the outgoing mail queue, but Qmail has its own
mail injector program as well.

Qmail documentation is not as well organized as that for Postfix, and
none of the information on the Web pages, especially Bernstein’s, has very
much depth. There are a large number of links at the Qmail Web page,
www.gmail.org, as well as a link to the distribution package. Qmail does
have an impressive list of users, including, as mentioned Hotmail, ONElist,
and the University of Buffalo's listserv service. However, its installed base
is not nearly as extensive as Sendmail’s.

Comparing Your Options

In spite of its reputation for security risks, Sendmail remains the most
used mail routing program on the Internet. Programs like Postfix and
Qmail have the advantage of hindsight in their design. They have not yet
had to adapt to a changing network and primarily implement only SMTP
mail protocols. There is a much broader community of support for
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Sendmail and security and configuration information is available from a
number of sources.

Postfix and Qmail are easier to configure and maintain than Sendmail.
Sendmail’s configuration features make it complex and sometimes difficult
to understand. It appears that Postfix and Qmail have a performance
advantage over Sendmail as well. Your selection depends upon the nature
of your e-mail traffic and the amount of time you have to spend supporting
your mail router. Sendmail can be purchased as a turnkey solution from
Sendmail, Inc., or from various operating systems vendors. Even if you find
a precompiled package, you will need to be much more involved in setting
up and maintaining Qmail or Postfix.

Sendmail has had, even if it has not yet passed, the test of time.
Neither Postfix nor Qmail seems to have undergone much development
since their initial release. With proper installation and monitoring,
Sendmail can continue to be a useful engine for driving one of the
Internet’s most popular services.

Configuring Sendmail

When configuring your Sendmail installation, there are a number of steps
you can take to improve your chances for a secure server. Check your alias
file in Zetc/mail to be sure that you will not be delivering mail to any unex-
pected places. By default, for example, the postmaster address is often set
to the root user of the host machine. It may be more appropriate to route
postmaster mail to an alternate non-privileged user.

Sendmail configuration can be controlled by editing the sendmail.cf file
found in Zetc/mail. A myriad of options can be set to control various
aspects of Sendmail’s operation. Options begin with an O as the first char-
acter of the line. For example, the default queue directory is set as follows:

O QueueDi rectory=/var/ spool / nqueue

This sets the outgoing mail queue, where Sendmail will look for messages
to deliver. Before making any changes to the sendmail.cf file, be sure to
read the documentation and know what you are changing. To apply the
changes, you will need to restart the Sendmail daemon. In Linux this is
easily done by issuing the following command as the root user:
/etc/rc.d/init.d/ sendmail stop

/etc/rc.d/init.d/ sendmail start

In Solaris, the commands are as follows:

/etc/init.d/ sendmail stop

/etc/init.d/ sendmail start
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As mentioned earlier, you can set options to control how many child
processes are started by Sendmail and how frequently Sendmail starts
those processes. This helps set limits on how much processor and memory
resources Sendmail is allowed to use. To guard against problems caused
by filling up your disk resources you might consider using a separate par-
tition for the mail queue areas. You can configure an alternate directory for
your mail queue or you can mount an alternate partition at the normal
directory path. In this way, a full mail queue might stop Sendmail from
operating, but will not take required resources from your UNIX operating
system and bring your whole computer to a halt.

Sendmail versions starting with 8.9.0 include anti-spam measures to
prevent mail relay from external to external addresses. You can exert addi-
tional control by compiling Sendmail with TCP Wrapper support. TCP
Wrapper lets you exclude specific hosts or domains from connecting to
your Sendmail port.

Finally, don't overload your mail server. If you are processing a large
volume of mail, consider a separate server for your POP or IMAP server.
This will allow you to control the overall load and separate other services
that might interfere with your service.

Internet Message Access Protocol (IMAP)

IMAP is becoming an integral part of e-mail services in a number of situa-
tions. Many people have heard of POP (Post Office Protocol) because
Internet service providers (ISPs) use POP for the e-mail services they sup-
port for the general public. IMAP has quietly gained on POP in its software
availability and in its adoption by those providing e-mail services for large
organizations. As e-mail has become more important to the smooth opera-
tion of the enterprise, managing a secure and reliable IMAP server has
become an ongoing challenge. Fortunately, the tools and techniques have
kept pace with the requirements and whether you use a commercial IMAP
product or implement your own environment using open source software,
there are measures you can take to be sure your service will be reliable.

The IMAP Advantage

The main difference between a POP and an IMAP server is that an IMAP
server holds all incoming and saved mail on a central server. When you
connect to a POP server, your client downloads any new mail and most of
the time the server deletes its copies. This strategy takes less storage space
on the server side and supports a dynamic mail store that is not intended
to have a long shelf life on the server. IMAP, on the other hand, is intended
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to use the server as a long-term storage area. As we will see, this has defi-
nite utility for its client users, but can create headaches for the servers’
support staff.

IMAP has the advantage of being very useful to a mobile population of
users. The mobile population could be a corporate sales force who spend
most of their time out of the office or it could be students at a large univer-
sity who may not ever use the same computer twice in a row. In fact, com-
puting in general is becoming more mobile, and personal information and
messaging has spawned a whole generation of hardware devices that have
networking as their lifeline. These devices will continue to become more
sophisticated and support the types of messaging that we now do from a
desktop or laptop computer.

Mobile computing presents a formidable task for the POP mail user.
The e-mail message from Sue might be on your PDA, but the reply on
which you copied Frank may be on your cell phone, and Frank’s reply to
you might be on your laptop, but the copy of it that you forwarded to Dave
could be on your desktop PC, and getting to all those messages at once
could see you buried under a mound of messaging technology. Obviously,
with an IMAP server, no matter what device and no matter what your loca-
tion, your e-mail is accessible.

To see the IMAP advantage, consider the case of a large metropolitan
university with twenty to thirty thousand students. In this case, more stu-
dents commute to school than stay in residence on campus. Even when
they are on campus, they may be reading e-mail from a number of loca-
tions: a library computer, a PC in a computing lab, or from a computer in
an office where they have a part-time job. They then may go home where
they have a Macintosh that they've been using since high school. Typical
students read their mail most frequently on a computer that is not under
their control. Their only permanent storage is a floppy or zip disk that they
carry around in their pocket or backpack. E-mail is the best communica-
tion conduit to their professors outside the classroom and they need
access to their e-mail, new or saved, whether they are working on a term
paper in the library or completing an assignment at home. An IMAP solu-
tion provides them access to their e-mail from any location and from any
computer that can support an IMAP client. If the client is Web-based, then
they can access their e-mail with only a working Web browser as the
requirement.

The advantage to the IMAP client user translates into a larger support
responsibility for the IT group. First, there is the task of managing storage
for all that e-mail. A 10-MB mail store for each of thirty thousand students
is potentially 300 GB of space. The actual number of users to space
needed is more like a 3 to 1 ratio (depending on the activity of your popu-
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lation). However, the volume is still significant. Keeping that data secure is
another task. Since IMAP makes and keeps multiple connections to the
server, securing the server from unauthorized access can require more
attention than for the “hit-and-run” access method used on a POP server.

Understanding IMAP Implementations

The IMAP standard has been implemented in a number of ways. Whether
you manage or are a client of an IMAP server, understanding some basics
of how your IMAP server works can help you make more effective use of
the software.

The first IMAP implementations were developed in university environ-
ments (not surprising, since most Internet software had its origins in uni-
versities). The primary body of work on IMAP was done at the University
of Washington in Seattle (in fact, it remains the site of the IMAP Informa-
tion Center, a good source for IMAP software or information; see www
.washington.edu/imap). Carnegie Mellon University later developed their
own version of an IMAP server that has some significant differences in
operation from the University of Washington version. Because these two
server implementations have provided the source or the model for the
development of a number of commercial products, understanding their dif-
ferences is important in understanding how to best manage and secure
your server.

Uw IMAP

The University of Washington (UW) IMAP server provides its client/server
access over an e-mail model that was previously well developed in many
flavors of UNIX, particularly that developed at the University of California,
Berkeley (the Berkeley Distribution, which survives today in open source
editions like Linux and freeBSD). Incoming mail for each user is stored in
the systems spool partition, and each user account has permission to read
and write its associated inbox. Folders, however, are stored in the indi-
vidual user’s home directory in a directory typically named mail. An inbox
or message folder is actually one physical file with multiple messages sepa-
rated by a blank line between them. Status information for a particular
message (such as new, read, replied, or forwarded) can be associated with
a particular message by updating its Xstatus: field of the RFC822 header.

This scheme utilized by the UW IMAP server has a number of advan-
tages. It fits nicely over a pre-existing UNIX mail environment. It is easy to
install and requires minimal changes to the system configuration. It pro-
vides easy access to mail messages both inside and outside the e-mail
client or application.

It also has a number of disadvantages both from the security and man-
agement perspective. It requires that each IMAP user be an authenticated
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user of the host system on which the server is running. In UNIX terms,
this means an entry in that system password file or whatever authentica-
tion method (such as NIS or NIS+) is supported. The mail store configura-
tion is quite monolithic and does not allow for easy expansion either of the
inbox area or of the user folders. Quota management is entirely in the
realm of the host system. The IMAP server has no awareness of a partic-
ular user’'s quota usage or any way to provide warning of an over-quota
condition. Manipulation of mail messages is inefficient. Messages within an
inbox or folder are stored as an aggregate within a single physical file and
the entire file must be rewritten when there is a change to one message’s
status.

Cyrus IMAP

On the other side of the IMAP spectrum is the implementation developed at
Carnegie Mellon University as part of their project Cyrus to deploy a flexible
e-mail environment within their enterprise (see http://asg.web.cmu.edu/
cyrus). The Cyrus IMAP server was developed to address some of the per-
formance and scalability limitations found in the University of Washington
version. Within the Cyrus server, mail messages are stored in individual
files, and indexes are maintained to track the status of these messages.
This scheme provides faster access to mail messages. Quota management
for inboxes and mail folders is implemented in the IMAP server and the
server can return a message to a client when a quota limit has been, or is
about to be, reached.

The Cyrus IMAP server can be scaled to accommodate more users
simply by adding a partition for them. The server eliminates the require-
ment that IMAP users have user accounts on the host system. The server
was designed to support a number of authentication protocols, including
built-in Kerberos support. Overall, the Cyrus IMAP server was designed to
operate as a “black box.” It is self-contained, provides for access to mail
only via the IMAP protocol, and provides more flexibility of scale by making
user accounts independent of a particular host’'s (such as UNIX) account
maintenance requirements.

The Cyrus server is not without its downside. For one thing, it does not
allow a power user to FTP a folder down to their workstation as a way to
transfer a collection of e-mail. It cannot easily take advantage of standard
UNIX mail support utilities like the .forward file and procmail message fil-
tering. It is more complex to install and configure than the simpler UW
IMAP server. Because it uses an index system to organize messages,
restoring and reconstructing a user’s mailbox is more complex than simply
pulling files off a backup tape.
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One IMAP, Many Choices

If you are an IT manager, the choice of a particular IMAP implementation
should be influenced by the requirements of the situation. A UW-type
server may be appropriate in the case where you have to support a small
office and the volume of mail is fairly low. On the other hand, if you are
asked to deploy IMAP mail services for a large enterprise, a Cyrus-style
server will be more manageable and scalable. Your choice will have a direct
bearing on the management tasks to keep the server reliable and secure.

Managing a UW-style server is more tightly linked to the operating
system on which it is running. In other words, if you run the UW-IMAP
server on a UNIX system, be prepared to administer UNIX user accounts
as well as aspects of the IMAP service. Likewise, if your IMAP server is part
of a larger product, such as Novell's GroupWise, then you will need to be
familiar with that product as well as the Netware environment in which it
is based. If, on the other hand you choose Cyrus IMAP as your solution,
you may never create or manage any UNIX user accounts. However, your
knowledge of the IMAP implementation and the utilities to maintain it will
need to be more extensive.

Administering the Server

By now you have some idea of the concepts that affect the operation of an
IMAP server. The brief overview in the previous sections highlights some of
the differences between implementation schemes. The next step is to
translate these concepts into server management guidelines that result in
the reliable and secure operation of your mail service.

No matter which IMAP implementation you choose or have chosen for
you, paying attention to certain aspects of server administration can yield
positive security results. Because IMAP is an access protocol rather than a
transport protocol, it is less vulnerable to external threats such as spam
transmission or mail replication caused by an e-mail worm. That doesn’t
mean that it is immune to security and virus concerns. Any Internet pro-
tocol that your server supports represents a potential unlocked door
through which a virtual interloper can step. Part of your job as a system
administrator is to guard the door.

The Users

The first step toward security is to know who will be using your service.
While you may not personally know every individual who has an account
on a server you manage, if you manage a server for an enterprise, it is nec-
essary to have a process in place that authorizes someone’s access to your
system and flags them for removal if their status changes. Most large com-
panies link their IT access to their human resources processes, making it
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easy to know if an individual is authorized for access. In a smaller or less
structured situation, it may be necessary to set up your own procedures
for authorizing accounts and granting or terminating access.

An idle user account is a security breach waiting to happen. If someone
has left your organization and you haven’t disabled their account, you are
providing access to an individual over which you have no control. Worse
yet, if the account is compromised, you don’t have an active user who is
depending upon that service to do their job and will report to you any
problems or inconsistencies in the operation of their service. This is why it
is best to control access as much as possible. Under no circumstances
should you create or leave open a guest account. If you are trying to run a
secure service, an uncontrolled access point just invites abuse.

Another consideration in managing your user accounts is what else do
these users have access to. Does the IMAP server you are using require
access to a home directory volume? Does their e-mail account provide
them access to the LAN or any of your LAN servers? What control do users
have over their own resources? When running a system that provides UNIX
shell access, for example, an e-mail user might also have full privileges in
their home directory. They may intentionally or unintentionally open up
access to their account by creating an .rhosts file, which allows access
from anyone on a particular remote server. If you haven't controlled every
potential unwanted entry point, your system and its service is not secure.

The last example brings up the point that knowledge is the best secu-
rity tool. Provide information about potential threats and good practices to
those who use your service. In some cases, only a good dose of skepticism
is required. Would that corporate vice president really have sent you that
message with the subject of “I love you”? Is it in character for the director
of HR to send you a clip from some counterculture animation?
Communicating with your service users can go a long way towards pre-
venting the big problems that can occur from external security threats.

The Mail Store

The heart of the IMAP server is the mail store; that is, the storage area
where all your user mailboxes will be located. IMAP is designed to keep
mail on the server; therefore, a reliable place to store it is obviously impor-
tant. Because e-mail is a dynamic collection of files, having your mail store
on a high-availability storage medium is a plus, especially if you are
serving an entire enterprise.

Network-attached storage is becoming a popular solution in the
Internet services arena. Storage appliances are devices that provide disk
space via a connection mounted over a network. For some IMAP servers,
network-attached storage may not be a viable solution. When using these
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devices with a UNIX server, the storage is mounted via the NFS protocol.
NFS file-locking is often inadequate in protecting the integrity of an
indexed mailbox such as that used with a Cyrus-style IMAP server.

One question to ask is: can your storage be expanded? One of the
threats to your operation is running out of space. When managing an e-
mail service, you also never know when you might see a sudden spike of
usage whether from legitimate or unauthorized activity. Allowing a cushion
of storage space to accommodate a sudden growth in users or usage can
help assure that your mail system is reliable and available.

Protecting the Messages

As an IMAP server manager, protecting the existence of the server’'s mail
messages is a high priority. A frequent and reliable backup process is a
key to disaster recovery, but it may not be the total reliability solution.
Loss of even half a day’s mail messages could represent a large produc-
tivity cost to a corporate enterprise. A high-availability file system may be a
requirement.

Most people think of RAID 5 for high availability. RAID 5 provides data
security with a low resource overhead. However, in some cases, it will exert
a performance penalty when writing to files. An e-mail system performs a
lot of write operations. If performance is an issue, you should consider an
alternate high-availability scheme. Sometimes a simple disk mirror method
such as RAID 1 (or 1 plus 0) can provide the best compromise between
performance and availability.

Even if you have your mail system on a regular backup rotation, the
next question is: can you easily restore those files? You will certainly want
to use backup software that conveniently does file-level restores. In some
cases, however, restoring the data may not be the only task. An indexed
mailbox (like that supported in Cyrus IMAP) requires that you reconstruct
it if you add (or delete) files outside the operation of the mail server.
Otherwise, the indexes will be out of sync with the data and some mes-
sages may not be visible.

Strengthening Authentication

Authentication is the first line of defense when securing an IMAP server.
Using a plain text password in the authentication process is a bit like
using a skeleton key to lock the front door of your house. Basically it
works, but anybody who tries hard enough can probably discover a key
that will fit your lock. Passwords that are transmitted to the server in plain
text are susceptible to being intercepted by network sniffer utilities. This is
particularly the case on networks where you don’'t have control over the
security, such as in a public access point or on a home broadband connec-
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One possibility on some servers is to use an alternate authentication
scheme such as CRAM-MD5 (Challenge-Response Authentication
Mechanism with encryption using the MD5 algorithm developed by Ronald
Rivest) or SASL (Simple Authentication and Security Layer). On the server,
a typical authentication process accepts the password over the network
from the client and then encrypts the password for comparison against the
encrypted version it stores. With CRAM-MDS5 or SASL authentication, the
client generates a checksum of the password that was entered and the
checksum is sent over the network for comparison with a checksum gener-
ated on the server side. In this way, no information that might compromise
security is passed over the network. (For more information about CRAM-
MD5, see www.cis.ohio-state.edu/htbin/rfc/rfc2195.html. For more infor-
mation about the SASL protocol see www.cis.ohio-state.edu/htbin/rfc/
rfc2222.html.)

Another consideration is how authentication is managed on the server
side. An IMAP server that uses standard UNIX authentication must run as
root in order to access the UNIX password file. Most buffer overflow
exploits that allow execution of root commands via a flaw in the server
software take advantage of the server running as root. The buffer overflow
condition tricks the system into executing a command outside the normal
server operation. If a hacker can manage this trick on a server running as
root, they can pry open a virtual door to later gain unauthorized access to
your system.

A number of servers don’t have to run as root because they use an
alternate method of completing the authentication process on the server
side. Cyrus IMAP, for example, supports an additional process just to
check passwords (called pwcheck). The password checking process runs as
root, but will talk only to authorized programs (such as IMAP). It accepts
the password and username from the IMAP server and then returns a mes-
sage indicating whether the authentication attempt succeeded. In this way,
the IMAP server that is talking to the outside world does not have to jeop-
ardize the rest of the system by running as root.

Securing Access

A strong authentication method may not be enough to maintain security if
you have a wide-ranging and mobile population to support. Although there
are methods to avoid plain text passwords, messages themselves may be
passing over insecure networks and could be subject to interception. The
solution is to make a secure connection from your IMAP client to your
IMAP server.

You might wonder whether your firewall is enough protection. A firewall
simply guards your networked resources from unauthorized outside con-
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nections. On a UNIX system you can accomplish a similar protection level
by using an open source software package called TCP Wrapper (tcpd). TCP
Wrapper allows you to control which IP addresses do or don’t have access
to a particular process (such as IMAP) running on your system. In both
these cases, however, no protection is afforded the IMAP connection out-
side the protected network or server.

A virtual private network (VPN) may provide a secure connection for
your IMAP traffic. A VPN allows an authorized user to gain password-
authenticated access to your network from anywhere on the Internet. A
VPN implementation will usually encrypt all communications between the
VPN client and the host network, thereby minimizing data compromise via
network packet sniffing.

A VPN may be a large answer to a small problem. A VPN is intended to
guard all protocols on the network. A more targeted solution for IMAP
security is to establish a Secure Sockets Layer (SSL) connection between
the client and the server. This is the same type of security that Web servers
use to support the secure transfer of data from the client to the server.
Many clients support SSL, but not all servers do. You can still implement
SSL support by using an open source program called stunnel (see
www.stunnel.org).

For IT Professionals

Consider LDAP for Authentication

More often these days the Lightweight Directory Access Protocol
(LDAP) is supported as an authentication option for IMAP and other
servers. LDAP is a directory services database implemented with Internet
protocols for the standardized exchange of information over the net-
work. LDAP has the advantage of being scalable to very large numbers.
It allows you to avoid running your server as root. Because authentica-
tion can be accomplished by testing the username and password on the
LDAP server, there is no need to run as root to access and compare a
value stored in the UNIX password file. LDAP supports CRAM-MD5 pass-
word, avoiding the necessity to pass the clear password text over the
network. OpenLDAP is now included in many LINUX distributions, and
the LDAP Software Development Kit is included in Solaris 7 and above.
You can find out more about LDAP and LDAP authentication by visiting
www.openldap.org.
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Stunnel can connect a secure port on your server to the normal port on
which your application runs. IMAP usually listens on port 143. Stunnel
might listen on port 943 and make a virtual connection inside your system
to port 143. Traffic from the client to the stunnel server is encrypted. The
advantage is that you don’'t have to make changes to your IMAP server to
support secure access. Stunnel is also available for Windows systems and
can be used on the Windows client side if SSL support is not built into the
client software. SSL requires the use of a digital certificate that is used to
identify the server and encrypt the traffic being transmitted. If you want
your certificate to be automatically recognized by client software such as
Netscape or Internet Explorer, you will need to acquire it from a commer-
cial certificate authority like Verisign.

From the Client Side

Your IMAP client will need to have some specific features to take advantage
of a number of these security options. Not all clients can support an alter-
nate authentication method like CRAM or SASL. You may need additional
software on the client side to support an SSL connection. Netscape
Communicator and Internet Explorer both have SSL support built in, but
they may not be the first choice in an e-mail client.

Whatever you decide to support for client software it may pay to be
proactive in providing information to your e-mail users or even preconfig-
ured copies of the client software. The best way to ensure security compli-
ance is to make it easy for people to comply. When security makes things
difficult, people will find easy methods to manage the difficulty (like having
their password stuck on their monitor screen because the sever enforces
password changes so often they can’'t keep up with it). Security is an
ongoing coordination between you and the users you support.

IMAP Summary

It is entirely possible to provide a secure and reliable standards-based mail
system using IMAP as the server protocol. The key is to know how your
software operates, and to secure the system on which it runs. You need to
be sure that mail messages are stored on reliable hardware and backed up
on a regular basis. When you can, make use of secure login or connection
protocols. These guidelines apply whether you use a commercial IMAP
server or open source software. Security is a result of how well you install
and maintain your service.
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For IT Professionals

IMAP Administration Tips

Know (and read) your log files.

Log files can keep you in touch with what’s happening on your
server. Knowing what’s normal will help you spot abnormalities. Browse
your logs on a daily basis or create automated processes to provide you
with summary information from your logs.

POP3 and IMAPD server in one: Enable only one.

The more protocols you have running, the more opportunity there
is for a compromise of your server. Limit your support to the minimum
required to support your enterprise. Give preference to protocols that
have tools on the client and server side for providing a secure connec-
tion.

Watch that space.

One of the biggest hazards to ongoing smooth operation is run-
ning out of resources. E-mail will continue to grow in size and quantity
so you have to plan ahead to keep up with the pace.

Know your paradigm.

The way your IMAP server is implemented may affect the extent to
which you can control security. Be aware of the limitations and advan-
tages of your software.

Don’t run as root.

Servers running as root pose the largest threat from exploits such
as a buffer overflow. When possible, use server implementations that do
not need to run as root to perform their authentication functions.

Keep up with and apply security patches.

Monitor security bulletins and apply security patches recommended
by your software vendor. You can get security information from your
vendor’s Web site or from organizations like CERT (www.cert.org).

Recovery

No matter how secure you think your mail service is, you must be pre-
pared for the worst in case it happens. Being prepared means making reg-
ular backups and being able to restore from those backups. If your system
must be totally rebuilt because of an actual disaster, a hardware failure, or
a security compromise, the ability to restore data as well as configuration

files becomes a critical need.
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Backing Up Data

A number of built-in, commercial, or free backup solutions exist for use
with UNIX mail servers. There are built-in commands, such as tar, cpio,
and dd. These are traditional UNIX facilities used to move files and directo-
ries from one place to another. More sophisticated commercial packages
are available, which not only move the data, but also include data com-
pression and incremental backup.

Tar (tape archive) is probably most familiar, since it is commonly used
to distribute source code packages and other sets of files. Tar, by default,
will write to a tape device and is a very basic backup command. It concate-
nates files, preserves directory structures, and preserves file ownership
and permissions. A tar archive will be slightly larger than the space
required to store those same files. It will not necessarily be a fast process.
It is also not selective. Tar starts at the base directory you specify and
recursively copies all files in that tree. You can cd to root, mount a tape,
and issue a tar-c command. However, depending on the size and number of
your disk partitions, you could be waiting a long time (days) for that
backup to complete. Cpio is a bit more efficient in copying files but it is not
selective by default and also does nothing on its own to compress data.

Commercial packages such as Legato Networker are available to
manage and execute backups (see www.legato.com). The Legato product is
a full-featured backup program that keeps track of media, does incre-
mental and/or full backups, and compresses data during the backup pro-
cess. It is extremely efficient in moving data, and writes data to tape in a
proprietary format. It is a client/server utility that can operate over a net-
work or on a single system. Networker is not the only commercial package
available, but it is one of the more popular ones in the UNIX world.

Somewhere in between tar and Networker is a public domain package
called AMANDA (Advanced Maryland Automated Network Disk Archiver),
developed at the University of Maryland, College Park. It will run in
client/server mode over a network and has some media management capa-
bility. It can do incremental backups and write data in a number of open
standards, configurable by the backup manager (see www.amanda.org).

No matter what the frequency of your backups is, it will not be frequent
enough to preserve all e-mail. If you back up once per day and experience
some kind of system failure or compromise, you will have complete data
only up to the time of your last backup. Any files added to the system
since the last backup may be missing, corrupt, or compromised. The only
way to ensure survival of all e-mail data files is to mirror the file systems
on which they are stored. Mirroring data is expensive from the standpoint
of disk and processor resources, so you must balance the cost of losing
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any e-mail with the cost of maintaining a mirror of all files. This method
still does not protect against a catastrophic disaster such as fire or flood.

When you install and use a backup program, be sure you use it on a
regular basis and with a specific data protection plan in mind. Don’t just
set the backups to run every night. Be sure to monitor those backups and
respond to conditions that cause backups to fail. Don’t just run incre-
mental backups. Regular full backups are necessary for the efficient and
timely restoration of data (and to avoid having to mount 50 tapes just to
restore one data partition). If possible, allow for off-site storage of a copy of
your most recent backup set (full and incrementals) or of your next most
recent set. With such a plan in mind you can minimize data loss in the
event a problem does occur.

Restoring Data

If you have been diligent with your backups, restoring data will not be
impossible. For the most part, your backup program will manage the file
retrieval. However, there are some considerations when you are trying to
restore a system or its data. For example, will you be restoring files that
are used in the operation of any of your software services? Will your
backup program overwrite files or allow you to save a copy with a slightly
different name? In any case, it is probably a good idea to not run or shut
down any programs that rely on the files you are trying to restore.
Restoring data can also require some thought. Is restoring data all that
is required? As we have seen, sometimes the data must be reintegrated
into the software’s tracking scheme, such as is the case with Cyrus IMAP.
It's also sometimes possible to restore too much data, creating, for
example, duplicate copies of e-mail messages in someone’s mailbox.
Restoring a compromised system offers its own challenges. If your
system has been compromised for some time, then the files on your
backup tapes will be compromised as well. If you require customized con-
figuration or program files, then it might be necessary to reconstruct them,
a time-consuming process at best. To guard against being without “clean”
versions of your files, you may wish to make a complete backup three to
four times a year, which you keep for a specified time. That way if your
recent and regular backup is compromised, you can reach back and
recover at least some clean copies of files you spent a long time creating.

The Bottom Line on Backup

The most important thing to say about backup is “do it.” It is sometimes
possible to minimize the impact of losing files or programs on your desktop
computer. It can be catastrophic to be unprepared for the loss of data on a
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system that serves thousands of people. It can cost time, money, and
progress. Having a plan to back up and restore data is an essential part of
running a secure, reliable e-mail service.

Summary

Sendmail is the most popular and in some ways most useful mail routing
program on the Internet. In spite of its reputation for insecurity, with
attention and planning, it can be run in a secure and reliable manner.
There are some alternatives to Sendmail that are relative newcomers to the
Internet, but may provide a secure and capable mail routing environment
for those not wishing to manage the complexity of Sendmail.

A secure and reliable standards-based mail system using IMAP as the
server protocol can be provided without compromising the security of the
server. New developments in encryption and authentication make it pos-
sible to protect the message passing through the server and the server
system itself. Server systems should be backed up frequently and a plan
should exist for restoring data in response to a crisis situation.

FAQsS

Q: Where can | find the latest Sendmail source code if | want to compile
my own customized version?

A You can download the Sendmail source code from the open source
Sendmail site at www.sendmail.org. You will find general documenta-
tion in the top-level README file as well as in an INSTALL file. Within
the Sendmail source directory is another README file that gives spe-
cific information about compilation.

Q: Can | control which sites are allowed to make an SMTP connection to
my server running Sendmail?

A If you compile and install Sendmail from the source code, you can issue
a compile-time option to include TCP Wrapper support. You include -D
TCPWRAPPERS in the compiler directive. This feature requires some
prerequisite resources. To quote from the Sendmail 8.11.0 README:

“If you are using -DTCPWRAPPERS to get TCP Wrappers support you
will also need to install libwrap.a and modify your site.config.m4 file or
the generated Makefile to include -lwrap in the LIBS line (make sure
that INCDIRS and LIBDIRS point to where the tcpd.h and libwrap.a can
be found).”
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The TCP Wrappers package is available at ftp://ftp.porcupine.org/
pub/security.

Access to your system is controlled by definitions in the hosts.
deny and hosts.allow files in the /Zetc directory. The most secure prac-
tice is to disallow all systems a connection to your STP server in the
hosts.deny file and then allow specific hosts or domains to connect by
adding them to the hosts.allow file. For more information about the
format of those files, see the man page for hosts_access.

How do | create mail aliases?

A You can create Sendmail aliases by modifying the aliases file found in

/etc/mail. The format for an alias is the following:

<al i as>: destination

For example, to create an alias for abuse@ <your server> you would
add a line with the word “abuse,” a colon (:), a space, and a delivery
address. The delivery address could be a local user on the same system
or an address on a different host. Once you have updated the aliases
file, you will need to build a version that Sendmail can read. Change
your default directory to Zetc/mail (cd/etc/mail) and issue the
newaliases command.

Q: Where can | buy PostFix?
A PostFix is copyrighted, but freely available and can be downloaded

Q:

directly from the Internet at no cost. For installation on your system,
you may need to compile the software by following the instructions
included with the source code. A precompiled package is available for
Sun Solaris 8 at www.sunfreeware.com. There is also an RPM package
for Red Hat Linux, which can be found by searching for PostFix at
www.redhat.com/apps/download.

Can | download a precompiled Qmail package?

A The Qmail source code package can be downloaded from

www.gmail.org. That page also has a link to a Linux RPM package. For
other systems, you will need to compile the source code in order to
install Qmail.
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Q: Does an IMAP server require users to have shell access to the server?

A Cyrus IMAP allows for a “black box” server operation. That is, all com-
munication with the server from mail clients is done via the IMAP pro-
tocol. E-mail users do not have any need to log into the server directly
and therefore have no need for shell access to the mail system.
Furthermore, Cyrus IMAP allows for authentication mechanisms that
are self-contained within the IMAP server. In this way, it negates the
need for any user accounts to be included in your local password file or
for relying on NIS to define user accounts for you.
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Introduction

We looked briefly at content filtering in Chapter 9 during our discussion on
securing Microsoft Exchange Server. In this chapter, we will focus more
intently on scanning e-mails and attachments for questionable content. We
will talk about the different ways in which filtering is done, what is looked
for during the filtering process, and what is done with the e-mail once it's
filtered. We will also look at the types of attachments that can be scanned
and filtered, such as document, ActiveX, and Java files.

Many organizations employ firewalls and Internet proxies to protect
access to their networks. However, they are still exposed to attack from
viruses, spam, mail bombs, and other inappropriate content that can come
through the door within e-mail. Without some type of content-filtering
application to scan e-mail, corporations are wide open to productivity-
robbing attacks from advertisers, malicious virus programmers, and
pornography promoters.

Some e-mail servers are built with content filters. However, one of the
more popular messaging platforms, Microsoft Exchange Server, does not
come bundled with a content filter. In fact, most of our illustrations in this
chapter will involve Exchange Server and the more popular third-party
software packages used with it. Content scanning isn’t done only at e-mail
servers and e-mail gateways—it can also be done at firewalls. We will
examine content filtering and scanning software that work at firewalls as
well.

Overview of Content Filtering

In most cases, virus-infected, unsolicited, or otherwise inappropriate e-mail
comes with some telltale identifiers in the subject or in the message.
Content filtering is a method that can be used to isolate and identify key-
words that signal the presence of these types of e-mails. Content filtering
deals with what information is allowed into a network, unlike firewalls,
which are concerned with who is allowed into the network. Corporations
must work to not only protect against outside hackers breaking into secure
networks (access control), they must work to protect the information that
comes into the network via e-mail (content control). This is done through
content filtering.

Content filtering is a matter of network and business integrity. Content
filtering will protect a corporation’s network from infection from e-mail-
borne viruses, network congestion from system misuse, as well as loss of
network service from spam and spoof attacks. Loss of information, lost
productivity, exposure to legal liability and confidentiality breaches, as well
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as a reduction in damage to reputation through misuse of company e-mail
should all be the result of an effective content-filtering software implemen-
tation.

When using a content-filtering tool, all e-mail is filtered at the server
before it reaches the intended recipient. E-mail can be filtered based on
sender, subject, excessive file size, prohibited content, profanities, cor-
rupted data, pornography, or racist or hate e-mails. One of the leading
content-filtering tools currently on the market is MIMEsweeper by Content
Technologies. MIMEsweeper uses a technique called lexical scanning to
read all e-mail.

Content filtering works at the application layer of the Open System
Interconnection (OSI) model. The content of e-mail entering or leaving a
network is not legible until the data that comprises it is interpreted
through some sort of interface; the application layer is responsible for pro-
viding a user or application interface for system and network processes.
This is usually done at the mail server application.

A content-filtering product works with a compiled database of keywords
that represent a content security risk. When an external e-mail is received,
corporations using content-scanning products can reject e-mail that con-
tains words or phrases that have been compiled in the database, by
directing the e-mails to a quarantine zone. Once in the quarantine zone,
the e-mail can be further dissected to determine the safety and/or validity
of the e-mail and its contents. If it is determined that the e-mail is safe,
then it is passed on to the intended recipient; if the e-mail is determined to
be a security threat or in violation of corporate policy, the e-mail is dis-
carded.

Content filtering is widely used as a security measure to protect corpo-
rations against secure information being revealed, lawsuits, racist and
pornographic material, as well as hate mail—but an additional benefit to
content filtering is the ability to help protect against virus attacks. When
content-filtering software is deployed on a Simple Mail Transfer Protocol
(SMTP) mail server, for example, virus attacks can be minimized. Such
software uses a keyword search to determine if an attachment containing
VBScript commands are contained within the e-mail. If such an attach-
ment is found, the e-mail will be sent directly to quarantine to determine
content and further navigation. Figure 11.1 illustrates one typical path
that an e-mail message would follow when entering into a network that
uses content-filtering software.

1. An e-mail message is received from the host mail system.

2. The e-mail message is broken down into component parts, such as
header, body, and attachments. The header is examined for sender
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and recipients along with other key values that have been previ-
ously determined by the system e-mail administrator. The body
and attachments are recursively disassembled until the data is in
raw form.

3. Upon breakdown of the body and attachments to raw form, the
data is examined to determine the presence of any security threat,
content control, and/or virus attack.

4. If a security threat, content control, and/or virus attack are pre-
sent, the determination is made for the disposal of the e-mail mes-
sage.

5. Once the e-mail message has been disposed of, the threat no
longer exists.

Figure 11.1 E-mail traveling through a network equipped with content-
filtering software.
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As we mentioned, the body and attachments of e-mails are broken
down to raw form. This breakdown, also called recursive container disas-
sembly, or recursion, provides for high-speed and efficient e-mail break-
down, optimizing a corporation’s success rate at removing e-mail with
inappropriate content before it ever reaches the intranet. Recursion is crit-
ical in content security. Recursion separates raw data in the protocol
layers (headers, encoding, and compression) from the body and attach-
ments contained within e-mail. Once data has been broken down to a
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more simple state, content-analysis tools offer the best chance of success.
This includes any third-party anti-virus tool that is currently on the
market. Once the body and attachments have been broken down, the data
is scrutinized for content. VBScript and Java commands are easily
detected at this level. Information from the compiled database can be used
to pull out an e-mail and send it to the quarantine area. E-mails may also
be rejected due to macro, worm, or Trojan horse viruses detected once
recursion occurred.

System administrators are able to assign numerous quarantine areas.
The quarantine areas can be assigned based on file size, sender name,
subject, compiled database keywords, encrypted messages, recursive
breakdown with virus present, or even junk e-mail. Once the e-mails have
reached quarantine, they are dealt with, in most cases, in a predefined
manner. In some cases, it is the system administrator’s responsibility to
determine further action. Protocol for handling inappropriate content may
have been established depending on what a particular IT department
determines to be best practice. In most cases, all e-mail received in quar-
antine is disposed of without further hesitation. Content-filtering software
can be configured to add legal disclaimers, automatically archive e-mail, or
generate information messages. These messages can be sent to the
intended recipient within the network to advise of quarantined e-mail, or a
log file can be created to assist in adding further information to the com-
piled database for future use.

When content-filtering software is used, e-mail liability is reduced.
Recently there has been a surge of lawsuits involving large corporations
and former employees over the use of e-mail. In January 2000, Nissan
Corporation was involved in a lawsuit involving employees who had been
fired for sending inappropriate e-mails via company e-mail. The verdict was
favorable to Nissan for two reasons, the first being that Nissan had a policy
in place that strictly forbade the use of company computer systems for
non-company related business. Nissan demonstrated a duty of care in an
attempt to reduce unacceptable employee activity, thereby minimizing the
company’s own liability. The second reason was that part of Nissan's com-
pany IT policy was to perform content filtering. Because Nissan took the
time to ensure that employees did not have to tolerate questionable mate-
rial via e-mail, they were able to detect such e-mails being sent through
their corporate e-mail system, and were able to dismiss employees, based
on the content-filtering findings and the policy that Nissan had in place.

Frequently, insurance companies see an organization’s attempt to
secure its infrastructure and property as a blessing because it lowers lia-
bility. We can imagine that in the Nissan case, the established security
policy is what allowed both Nissan and its insurers to breathe a sigh of
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relief. Content filtering is more than just censoring e-mails and noting
what URLs are accessed by employees; content filtering essentially affords
people the opportunity to use the Internet as well as an intranet without
worrying about unwanted negative material, while at the same time mini-
mizing the legal liability to corporations. Policy-based content security
depends on a corporation establishing an acceptable e-mail and Web usage
policy, then educating employees on the policy, and enforcing the policy
with a desirable software solution. It is an organization’s legal responsi-
bility to protect itself and its employees from undesirable e-mails. In order
to accomplish this, organizations need to have content-filtering software in
place.

Corporations have an easier view of the type of e-mail that is being
received into and out of the network. This affords obvious benefits to every
company:

= At the lowest level, content filtering protects against unwanted
e-mails being distributed to employees from external sources.

= Junk e-mail is minimized, almost to the point of non-existence,
which reduces slow response time within the intranet.

= Content filtering allows e-mails to be sent to quarantine based on
sender, subject, and file size.

= Content filtering uses recursive breakdown to protect against
embedded virus attacks.

= Content filtering protects against secure company information
being sent out via company e-mail. The same compiled database of
keywords may be used to filter outgoing e-mail for company-sensi-
tive information.

It is important to note that content filtering can be used not only for
e-mail applications but can also be used in Web-based applications within
corporations as well. The most obvious method is to prevent certain Web
sites from being accessed through the company intranet. A compiled
database of keywords is listed, and any sites searched under those words
are not accessible. Keyword lists are most often used in the case of porno-
graphic Web sites as well as hate Web sites. Content filtering can be taken
to an even more invasive level, by using packet sniffers. Packet sniffers are
programs that monitor network activity and produce reports for network
administrators that provide such detailed information as what, where,
when, how, and by whom data is being transferred to and from the
Internet.
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As we can see, content filtering is a necessary component for e-mail
security. Because suspicious e-mail is usually revealed within either the
header or body, it is easy to filter out unwanted e-mail. Further use of
recursive breakdown helps to severely minimize virus attacks by finding
embedded VBScript controls and Java applets within attachments and
additional body material of e-mails.

Filtering by Sender

The easiest, most obvious way to filter e-mail is by looking at the sender of
the e-mail. Usually, the sender is visible in the header of the e-mail. The
sender field of the e-mail is one of the default items that content-filtering
software is designed to look at. It is already possible, in most enterprise
e-mail server software, to create a list of senders and e-mail domains that
are rejected from exchanging e-mail. Content-filtering software goes a little
further in that its filters can adapt to new senders and log their identities
for future reference without an administrator having to manually input
additions to the list on the mail server.

Some senders try to be clever and disguise their identities by using
spoofing tricks to make it seem that the e-mail is actually coming from
someone or someplace else. Sometimes the sender field is blank to the
human reader or it may appear the e-mail message is coming from the
recipients themselves. However, content-filtering and attachment-scanning
software installed at the server can see through these tricks by filtering
and breaking down the e-mail header to raw data, which reveals hidden
information about the source of the e-mail. So even if the e-mail was
relayed through multiple SMTP servers on the Internet, this can be seen
once the header containing the sender information is broken down.

Furthermore, if the sender cannot be revealed, scanning the body of
the e-mail or the attachments for suspicious content would be the next
step that the software would take. Once discovered, questionable e-mail
would be blocked or eliminated.

Filtering by Receiver

Filtering by receiver gets to one of the fundamental reasons for content-fil-
tering software and brings the comprehensiveness of content filtering to
the forefront. Filtering by receiver not only looks at e-mail entering the
organization, but, more important in some cases, it handles e-mail leaving
the organization. Employees of an organization might be forwarding sensi-
tive information to outside parties that may jeopardize an organization’s
entire business process. They may also be sending confidential information
to co-workers. It is also quite possible that virus developers that want to
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avoid detection may use their workplace e-mail accounts to launch virus
attacks over the Internet.

Software that detects a trend in who gets what information within and
outside an organization can be truly helpful in securing an enterprise’s
corporate messaging infrastructure. Frequent recipients of certain e-mail
can be logged and the content of the e-mail can be more closely examined
to ensure that sensitive or confidential material is sent to appropriately
authorized individuals.

Subject Headings and Message Body

Usually, it is easy for an e-mail recipient to recognize what a particular
e-mail is about by simply looking at the subject heading of the e-mail.
However, the proliferation of Internet ads, chain letters, and unsolicited
e-mail or spam that is transmitted on a daily basis makes it a little difficult
at times to decipher exactly what the contents of an e-mail hold—many of
these e-mails have subject headers that don't match the actual message in
the body of the e-mail. Messages that appear to be legitimate are received
and opened daily by unaware end-users only to discover that the e-mail is
actually an advertisement. For users with free Web-based e-mail accounts,
visiting certain sites that register their e-mail addresses often seems to
open up the floodgates of unsolicited e-mail. One can only guess at the
great opportunity that exists for viruses, and other malicious applications
to propagate through this medium.

Content-filtering software that can search through the subject headings
and body text of e-mails goes a long way in protecting end-users, especially
from the types of threats and distractions that drain productivity. Most of
the junk mail sent and received over the Internet uses the same keywords
and sentence structure, which makes it easy to weed them out once the
body is examined. These keywords, as mentioned before, are matched up
against a database of keywords to look for in the content filtering software.
Some of the less savvy unsolicited mailers will be picked out as soon as the
header is read.

Overview of Attachment Scanning

As discussed in the Content Filtering section, attachment scanning is nec-
essary for protection against e-mail and Web attacks on corporate IT
infrastructures. Most newly created viruses appear embedded in the body
or as an attachment. For third-party virus-protection software to have the
greatest chance of success, the attachments must be broken down and
scanned. Using current scanning software, e-mail attachments can be
scanned in a matter of seconds, causing no delay of delivery for secure
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e-mails. Of course, all employees should use basic e-mail common sense.
The following steps should be made known to all employees when dealing
with e-mails with attachments:

= Do not open an attachment from an unknown source.

= Do not open any files attached to e-mail unless you know what the
file is. Even a file from a friend or family member could pose a
virus threat to the network.

= Do not open any files contained in e-mail if the subject line is
questionable.

= Delete any chain e-mails and junk e-mail.

= Do not download any files from strangers.

= Use caution when downloading files from the Internet.

= Ensure that end-users update their anti-virus software regularly.
= Back up your files regularly.

= Always err on the side of caution when in doubt.

Following these standard policies will help aid any company’s best
effort to minimize virus attacks.

When attachment scanning is performed, e-mail is received into the
network, and is immediately scanned based on a standard protocol. One
standard protocol could be that all e-mails received with attachments must
be scanned. This protocol should be in effect within all organizations, as
attachments are the greatest source of virus attacks within a network. The
attachment is decoded and decompressed if necessary. The attachment is
scanned for viruses (see Figure 11.2). If the attachment is clean, the e-mail
is sent directly to the intended recipient. If a virus is detected, the e-mail is
either moved to quarantine or destroyed. Standard protocol can be used to
notify the intended recipient that a virus-infected e-mail was received and
to contact the original sender for a clean attachment.

When attachment scanning is performed on e-mails being received from
outside the company network, it is a much cleaner, quicker solution to a
potential virus problem. As stated above, any e-mail with attachments is
scanned and further delivery of e-mail is halted if a virus has been
detected. If that same virus-infected e-mail is received from within the net-
work and a virus is present, the original sender's machine must be
scanned and anti-virus software must be updated. It is likely that a virus
attack will spread more quickly from internal sources than from an outside
source.
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Figure 11.2 Attachment scanning options in ScanMail.
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Obviously, stopping e-mail attachments from being sent is not a feasible
solution, but those same e-mail attachments are a critical success factor in
securing your company’s network from virus attacks. This can seem like a
daunting task, since no company has control over who sends e-mail mes-
sages into the network (although content-filtering software can be used to
eliminate e-mail messages from known unwanted sources). However, when
you consider that sharing messages between customers and vendors is a
necessary part of today’s business activity, there is no doubt that working
with e-mail attachments has to be made a safe practice.

The major concern was once about executable programs that were
attached to e-mails. That is no longer the case, because macro viruses are
now the number one source of virus attacks, and the number one method
for these attacks is via e-mail.

Attachment-scanning software is available as a front-end tool to recur-
sively break down any embedded e-mail attachments and to dissect them
for possible virus infection. When using scanning software, a company is
afforded a better opportunity to secure its network against virus attacks,
thus saving company dollars. Any attachments that are found to be ques-
tionable are moved to a quarantine area and dealt with from that area,
securing the network from virus infections, or other inappropriate content
from incoming e-mails. Virus-infected or inappropriate e-mails can be
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deleted directly from the quarantine area, sending a message to the
intended recipient advising them to contact the original sender for a clean
attachment.

Content filtering and attachment scanning are used in conjunction in
most scenarios. Hand in hand, these components help to secure the net-
work from all possible attacks, virus as well as unwanted junk e-mail, hate
e-mail and other types of e-mail that can cause legal issues for companies.
Protection needs to occur at two primary levels: at the desktop level, with
each employee having updated anti-virus software running on his/her
machine and at the server level with content filtering and attachment
scanning software running to protect against e-mail attacks. Having both
levels secured will help to alleviate the threat of e-mail attack.

Attachment Size

Most Word documents and Excel spreadsheets exchanged between end-
users as e-mail attachments are only a few kilobytes in size. For this
reason, attachment-scanning software can raise flags and perform prede-
fined operations on e-mails with attachments that exceed a certain size.
Large amounts of data leaving or entering an enterprise network as
attachments to e-mail could be a regular occurrence for some organiza-
tions, but it could also mean that someone is sending data out of, or into,
the company. The data leaving might be sensitive company information, or
a newly created virus. The data entering the network may be an e-mail
bomb designed to flood the network and crash e-mail servers or cause a
broadcast storm in the network, bringing network traffic to a grinding halt.

Attachment Type (Visual Basic, Java, ActiveX)

E-mail attachments exist in many forms and file types. The advent of
macro viruses, worms, and Trojan horses raised the awareness of Internet
security experts, and in fact took Internet security to a whole new level.
The concept that documents sent via e-mail as attachments may not
simply hold the information contained in the text, but may also carry
packages that alter or destroy application and computer system function,
fueled the anti-virus and e-mail scanning software industry. Now there are
potential new threats presented by technology such as Microsoft's ActiveX
and Sun Microsystems Java.

ActiveX and Java were originally conceived for the purpose of making
the Web browsing experience less flat and two-dimensional and more
dynamic, attractive, and exciting. ActiveX and Java are the technologies
responsible for the animation and interactivity we enjoy on the World Wide
Web today. In fact, developers already incorporate Java and ActiveX capa-
bilities in the form of Web browser plug-ins. There are other applications
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besides Web site animation provided by the enhanced capability of ActiveX
and Java. The power of these two programming environments is more than
evident, even in this early stage of their lives. Skilled programmers are
already manipulating this power in the effort to create more sophisticated
virus threats.

In order for Java applets and ActiveX controls to work, either for or
against us, they must gain access to our hard drives. Considering how
much time we as a culture spend on the Internet, it is not unusual to
download an ActiveX control or a Java applet hidden in a file or other pro-
gram. ActiveX controls and Java applets are capable of reading and
deleting files, accessing RAM, and traversing a network by hopping from
computer to computer. What is more dangerous about ActiveX controls
and Java applets is that they are created in such a way that they do not
require intentional input or action from an unsuspecting end-user. They
virtually run themselves once granted access to a hard disk.

This is why content filtering and attachment scanning are essential for
a secure network today. If we can stop the malicious code from entering
our networks, we can prevent it from spreading through our organization.
Server-based solutions that protect organizations from possible infiltration
by Java and ActiveX should be implemented as best practice, since tradi-
tional access control security methods cannot even begin to combat the
threat that ActiveX and Java could present.

McAfee GroupShield

McAfee GroupShield is one of the more commonly used groupware server
virus-protection packages. GroupShield works on the principle that tradi-
tional file-level anti-virus software cannot scan within the proprietary
databases of most e-mail server systems. GroupShield comes in different
types to suit the particular file format of the e-mail server it is intended for
(for example, Lotus Domino Server and Microsoft Exchange Server).

GroupShield allows us to scan individual mailboxes for viruses on the
server as well as personal and off-line folders (as in the case of GroupShield
for MS Exchange).

Installation of GroupShield

We will now perform an installation of McAfee GroupShield for Microsoft
Exchange Server 5.5.

1. Click the Start button and select Run.
2. Click the Browse button and find the Setup.exe file
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3. Click the OK button to start the installation. The installation
splash screen should appear as shown in Figure 11.3.

Figure 11.3 McAfee GroupShield for Exchange welcome screen.
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4. Click the Next button until the Server setup screen appears as
shown in Figure 11.4. Enter the server name and the installation
path for GroupShield and click Next.

Figure 11.4 Server name and installation path screen.
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5. At the Administrator Setup screen, add the Exchange Server ser-
vice account and enter the password (see Figure 11.5). Click Next.

WWW.Syngress.com



410 Chapter 11 = Deploying Server-side E-mail Content Filters and Scanners

Figure 11.5 Administrator setup screen.
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6. GroupShield then needs us to define the type of quarantine
medium and the location of quarantined e-mails/attachments as
shown in Figure 11.6. Click Next.

Figure 11.6 Quarantine location setup screen.
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7. GroupShield needs to be able to notify administrators whenever it
encounters a virus. The User Notification Setup screen, shown in
Figure 11.7, displays the administrators to be notified when
viruses are detected.

8. GroupShield then suggests we schedule a one-time scan to estab-
lish that the server is currently free of viruses (see Figure 11.8).
Select a date and time and click Next.
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Figure 11.7 User Notification setup.
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Figure 11.8 Schedule setup for run-once on-demand scan.
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9. GroupShield finally displays all selected options for installation
(see Figure 11.9). Click Next to confirm options and begin installa-
tion.
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Figure 11.9 GroupShield installation summary information.

i'\% Mcalee GroupShield Exchange Setup
Summary Information

Please check vour settings below,

Setup far Metwork Associates GroupShield Exchange has gathered the follawing infarmation. Should
any of thiz information be incorrect please click 'Back' to rectify it

Installing ta Exchange Server : FIRE :I
Antifius Service to use Account:  EXEhservacc

Account Role : Service Account Admin

Directom ta use for guarantining \WFIRESD $4Program Files\Metwaork Associates\ TVDAG o
irus Motifcations sent bo : Chiiz Broomes: Administratar:

Schedule On-Demand scan : On-Demand scheduled for Sun 03/03/00 11:30:00 P

1 | _'l;I

< Back I Mext > I Cancel I

For IT Professionals

Installing GroupShield for
Microsoft Exchange Server 5.5

In order to successfully install McAfee GroupShield 4.5 for MS
Exchange, your server must be running Exchange Server 5.5 SP3 with the
post SP3 Information Store hotfix. The hotfix can be downloaded from
Microsoft at http://download.microsoft.com/download/exch55/Patch/
5.5.2652.42/WIN98/EN-US/Q248838ENGI.exe.

Configuration

GroupShield configuration is done mainly in the Microsoft Exchange com-
ponent that is installed on the Exchange server. However, the Outbreak
Manager component also requires configuration via the creation and appli-
cation of rules. Let's look at GroupShield configuration in Exchange.

The GroupShield component can be accessed by first selecting the
server in the Exchange Administrator console (see Figure 11.10).

The component has ten tabs, each containing configuration for a dif-
ferent aspect of GroupShield functionality. The first tab, the Administration
tab, contains settings for the GroupShield administrators Exchange
mailbox and the quarantine database or directory (see Figure 11.11). There
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is also a denial of service attack protection setting to regulate scanning of
attachments (see the Attacks section later in this chapter for a description
of denial of service attacks). Attachments that take too long to scan will
consume too much of GroupShield’s scanning engine’s resources and
render it unable to scan any other attachments; GroupShield service for

scanning any other attachments is denied.

Figure 11.10 GroupShield Exchange Server component.

‘& Microsoft Exchange Administiator - [Server FIRE in Site USA - FIRE]

%E\Ia Edit “iew Toolk ‘window Help

=181 x|

[Fre B o 1 Y s T
&y Syngress Display Mame / | Modified
Bl Address Book Views Private Infarmation Store 9E/2000 46 AM =]
Folders k4 Protocols 841672000 224 Ak
ool Glabal Address List Public: Information Stare 9/6/2000 3:46 Ak
B @ USA ﬁ Server Recipients Mot svailable
Configuration m Directory Service 8/22/2000 4:54 PM

- [ Addiessing

== @ Connections

o Ulﬁ Directory Replication
-] Monitors

Message Transfer &

& System Attendant

iy Directory Spnchionization
aent
A Grooe S ekl

8A16/2000 6:53 &AM
8/22/2000 11:34 AM
977/ 2000 1:45 AM
8/22/2000 4:56 P

529
o Recipients
| | Ll_vl
4 Object(s] [ adaM
Figure 11.11 GroupShield Administration tab.
Encryption I Logging I Updating I Wersion I Alerting I
Adrinistration | Moffication | Oncoess | OnDemand | Scheduing

Q Network Associates GroupShield

i~ Admiristrator's mailbo:

M ailban

| Addiess Tupe

Edminislralur

|

[ Organizatiorisite add |
Microsoft Exchange Server EE Technologie 5
Bemove |

|

- Quaranting location

' Use database
i Use directory
Location:

“igw |

SYFIREND$4Program Files\Metwork Associates\TVDMGroupShield Exch LChange |

r— Denial of service protection

Scanning timeout:

B0 Minutes

o |

Cancel

Lpply Help |
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The Notification tab specifies whether to send an alert to the adminis-
trator, the sender, and the intended recipient of a message. The notification
messages are categorized into on-access notification (viruses detected by
automatic protection of e-mail), and on-demand (virus detected in e-mail
during manual scan). The types of notification messages can be specified
and customized (see Figure 11.12).

Figure 11.12 Notification configuration screen.

Netwoik Associates GroupShield Properties

Encryplion I Logging I Updating I Wersion I Alerting I
Admiristration Matification I On-fccess | On-Demand I Scheduling

€3, Network Associates GroupShield

r~ Replaced attachment text

Oreaccess natification
’VF Motify administrator

i~ On-demand notificatian:

IMessage quarantined Message Subject j

Subject text:

IALEF\T - Wiruz <viruss found; the message has been quarantined

Send ta:

¥ Author

¥ Becipient
¥ Administrator

Ok I Cancel I Lpply I Help |

The On-Access tab configures scanning options and how to respond to
infected e-mail once detected; how to handle attachments upon e-mail
access is also controlled on this screen. On-Access scanning works once e-
mail is opened. Figure 11.13 displays the best settings for this feature.
(Special attention should be paid to the note at the bottom of the
Attachment blocking section.)

The settings on the On-Demand tab are almost identical to the On-
Access tab, as you can see in Figure 11.14. Since on-demand scanning is
used on e-mail that has already been accepted into the system, the
Attachment blocking settings are replaced here by the incremental scan-
ning settings.

The Scheduling tab is simply there to allow administrators to schedule
scanning and update tasks. Scans should be scheduled for a time period of
least mail server activity, such as middle of the night.
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Figure 11.13 On-Access scanning settings screen.

Network Associates GroupShield Properties

Encryptian I Logging | Updating I Wersion I Alerting I
Administration | Matification Or-becess I On-Demand I Scheduling

€2 Network Associates GroupShield

~ Seanning option:

™ Find all macros

i i s
¥ Enable macro heuristics ™ Delete all macros
W Esxpand archive files V¥ Expand compressed program files

¥ Scan all fles
" Scan files with  Exiersions | I?T"_, 007, 386, ACK, ADT. PP, ARC. ARJ. &SP, &

— Action to Perform upon viug detection

Iﬂualanlina attachment on failure to disinfiect j

r— Attachment blocking
& No blocking
Al attachments

" Specified attachments Select |

Mate: Undesired results can occur if an on-demand scan task is performed with the Block All
Attachments option selected.

This iz because the on-access scanner intercepts attachments the first time they are opened
and ieats the attachments as infected

Ok I Cancel I Lpply I Help

Figure 11.14 On-Demand scanning settings tab.

Network Associates GroupShield Properties E

Encryptian I Logging I Updating I Wersion I Alerting I
Administration | Matification | On-Access On-Demand | Scheduling

m Network Associates GroupShield
"W'hal to scan
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~ Seanning option:

7 ?}:nable program file heuristics ™ Eind all macros
¥ Enable macro heuristics ™ Delete all macros
W Esxpand archive files V¥ Expand compressed program files

¥ Scan all fles
" Scan files with  Exiersions | I?T"_, 007, 386, ACK, ADT. PP, ARC. ARJ. &SP, &

— Action to Perform upon viug detection

Iﬂualanlina attachment on failure to disinfiect j

i~ Incremental scanning

€ MNaone " Since lime Select |

& Since last scan

¥ Send on-demand report Scan Console |
'TI Cancel I Lpply I Help |
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The encryption tells GroupShield how to treat encrypted e-mail during
on-demand scanning (see Figure 11.15). GroupShield can be set to trust
all encrypted e-mail, trust only those mailboxes that are listed, or trust no
encrypted e-mail and quarantine them all. GroupShield’s scanning engine
cannot scan encrypted attachments so it is recommended that we select
the quarantine option for encrypted messages to ensure the safety of our
mailboxes. GroupShield’'s On-Access scanning settings can be set to trust
mailboxes that employ Network Associates’ PGP mail encryption software.

Figure 11.15 Encryption settings tab determines how to handle encrypted
mail.

Network Associates GroupShield Properties [ ]

Administration | Matification | On-Access | On-Demand I Scheduling I
Encryption Logging I Updating I Werzion I Lilerting

@ Network Associates GroupShield

i~ On-Demand trusting

Trust: ITrusl Everyone &l

Mailbax Trust Listed Mailbowes
Trust Wo-one

o |
Ldd M ailbay Bemaye b ailbay

i On-access trusting |

¥ Trust all Metwork Associates PGP (tm) encrupted mail

Ok I Cancel | Lpply | Help |

The Logging tab sets the depth of event logging for GroupShield. Figure
11.16 displays the Logging tab with the event and component activities
that can be logged. These events are displayed using the McAfee Log
Manager. The maximum number of events that can be logged can be speci-
fied. The Logging tab even allows us to log this activity in the NT Event
Log.

The Updating tab shown in Figure 11.17 lets us specify where we want
to receive GroupShield anti-virus and program updates. We can download
updates from the Internet, from another server on our network, or from a
file on the server’s own disks. Not only can we specify where to get
updates, we can select which servers to update.
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Figure 11.16 GroupShield Logging settings.

Network Associates GroupShield Properties E
Administration I Matification | On-Access | On-Demand I Scheduling I
Encryptian Loaging Updating I Wersion I Alerting

Network Associates GroupShield

r— Event logging option:
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¥ Emars
¥ Warnings

W Informational
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i Log Configuration
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0

Log file directary :
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0K I Cancel Lpply | Help |

Figure 11.17 Updating settings screen.

Network Associates GroupShield Properties [ x|
Adriristration | Matification | Ontcoess | OnDemand | Scheduling |
Enciyption I Logging Updating | Version I Alerting

Q Network Associates GroupShield

r— Scanner updat

LConfigure I

" Other [the remote server's local disks)

€ Local disk [update from this client]

Biowse |

— Select servers to updal

Add

Bemove |

Update Drivers |

QK I Cancel I Lppli I Help |

The Version tab displays the versions of the different components of the
GroupShield Exchange software. The server software, scanning engine, the
virus definition file versions, and the date of the scanning driver are dis-

played.
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McAfee Alert Manager is the component that allows administrators to
be notified of the outcome of virus-scanning operations immediately after
the operation is complete or when a virus is found. The Alerting tab,
shown in Figure 11.18, allows us to activate or deactivate Alert Manager
and to customize alert messages. We can also launch the Alert Manager
from this tab.

Figure 11.18 Alerting settings tab.

Network Associates GroupShield Properties

Adrniriztration | Matific:ation | On-hocess | On-Demand I
Encryptian I Logging I Updating I Wersion H

€ Network Associates GroupShield

Alerts:

¥ Enable Alert Manager / Anti+irus Informant

Alert Manager

Edit Alerts
m Click here ta launch Alert banager. Alert |

Ok Cancel Lpply Help

Specific Settings

The first setting to specify is the denial of service timeout setting. As we
mentioned earlier, if GroupShield spends too much time trying to scan a
particular attachment, its scanning services are unavailable to other e-mail
with attachments. E-mail messages without attachments can be read while
other attachments are being scanned. We want a good balance between
giving GroupShield enough time to scan each attachment without locking
up the system. The default time-out value is 60 minutes, with a maximum
time-out value of 2,880 minutes. If scanning of any attachment exceeds
the specified setting, then the e-mail attachment is sent to quarantine. As
we can see, selecting the right setting for denial of service timeout is crit-
ical for maintaining efficient e-mail traffic flow. If the setting allows for too
great a period of time, any other e-mail that is received during that time
period will not be scanned. If the setting is for too short a time, then
e-mails may be sent to quarantine unnecessarily. We should always be
sure to adjust the time-out to achieve the right balance for our network.
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Trend Micro ScanMail for Exchange
Server

ScanMail for Microsoft Exchange Server has enjoyed widespread use since
its first appearance on the market in 1997. This package is said by some
to be complicated to install. We will now look at how to perform an instal-
lation of ScanMail 3.5 on our Exchange server.

Installation of ScanMalil

The ScanMail installation program is quite robust, allowing us to install
ScanMail on several servers remotely, while also being quite straightfor-
ward and easy to perform as we will see in this installation. Administrator
permissions are required to install ScanMail.

Double-click the setup icon to start the installation program. The
Welcome screen appears as shown in Figure 11.19. Click Next.

Figure 11.19 ScanMail installation welcome screen.

T Trend ScanMail for Exchange Installation [ [F] %]

o BECL AT e s L

Welcome to ScanMail Exchange
Installation Program
This program will install or upgrade ScanMail for Microsoft Exchange
on local or remote servers on your network. You may install ScanMail

on multiple servers at once, selected in the browse list.

Please Note
¥You must have an account with Windows NT Administrator privileges

on each server to install ScanMail correctly.

Exit

Select the server you wish to install ScanMail on from the list shown in
Figure 11.20. Click Next.

Enter the account and password of a domain administrator with
Exchange server administrator permissions. This will serve as the logon
account. Usually this is the same as the Exchange server service account
(see Figure 11.21). Click Logon.

Select the ScanMail components you wish to install as shown in Figure
11.22. Click Next.

ScanMail installs the selected components and begins to function.
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Figure 11.20 Select server for install.

Trend ScanMail for Exchange Installation M= B3

g
SR A A e A
SErVEr Name Sl
W Add server name:
B FILEBACKUPPHL
B caLaTEs
goer, -
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GEEK
% CATEST =REMuYE |

B HCL_PHL
g HOl == Remove Al
R |

hen, select the servers you want to install Scanhail on by clicking the Add button. You can

rom the list at the left-hand side of the screen, double-click a domain to expand or collapse it
oo your cholces by using the Remaove or Remove Al buttons.

< Back | Mext » Exit

Figure 11.21 Server Logon entry screen.

ScanMail for Microsoft Exchange 3.5 Setup -- Server Logon [ ]
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=server administrator privieges.
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FIRE

Server name:
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Cancel
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Share directory: | 0F

Currently remembered User name spasswords ———————
¥ Remember user name and password if logon succeeds Remove
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Figure 11.22 ScanMail component selection screen.

T Trend ScanMail for Exchange Installation [_ =] %]
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Description:

Scanhail Management Console can be installed on any Windows NT maching and can be run
separately from the Exchange server. SMMC is the window-based management console that is
zed to manage and configure Scanhail through the Windows interface
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Total space required on server (in MB) [ B

< Back | Mext » I Exit

Configuration

Once installed, ScanMail should be configured to suit an administrator’s
specific requirements for security on the network. Configuration of
ScanMail is done in quite a few different areas of the application. Let's
walk through some basic configuration for ScanMail to protect against
virus-infected attachments.

The first options that need to be configured in ScanMail are the real-
time scanning options (see Figure 11.23). The real-time scanning options
tell ScanMail what to scan, how to scan (whether to use the Exchange
anti-virus Application Programming Interface, or API), and how to handle
any virus-infected files.

Figure 11.23 shows that ScanMail is using Exchange’s API for scan-
ning. The options can be set so that all attachments on the server are
scanned, including compressed attachments and macro traps. Once a
virus is found, the options determine whether the attachment should be
quarantined, deleted, or allowed to enter. Levels of compressed file scan-
ning and intelligent (heuristic) scanning can also be defined in the settings.
In the event of a virus outbreak, the attachment blocking feature allows us
to block certain file types that we can specify from entering the e-mail
system entirely. Therefore, they don’t have to be scanned.

The Manual Scan and Scheduled Scan options are identical to the real-
time scanning options, except that they require user intervention to be car-
ried out.
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Figure 11.23 ScanMail Real-time scanning options.
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Specific Settings

Some of the settings that allow ScanMail to stand apart from the competi-
tion are not scanning-related. The Notification options cover real-time
scanning and scheduled scanning, manual scans, and virus outbreaks.
Figure 11.24 displays the Notification options screen.

This screen allows us to alert the sender, the recipient, and the admin-
istrator in the event of a virus being detected. We can even set notifications
to write an event in the Event Log. The notifications options during Real-
time Scan, Manual Scan, and Scheduled Scan are identical. Outbreak
Alert notifications, however, differ significantly from the other three event
notifications. A virus outbreak has to exist for a significant period of time
before it's detected. Outbreak Alert notification settings specify how the
administrator is contacted in the event of a virus outbreak. Outbreak Alert
notification settings also define a threshold for what is considered a virus
outbreak. Once the threshold is reached or exceeded, the alert notification
procedure is triggered. Figure 11.25 displays the settings for notification.
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Figure 11.24 ScanMail Real-time Scan notification options.
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Figure 11.25 ScanMail Outbreak Alert notification settings.
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Additional ScanMail Offerings

ScanMail comes in four different flavors to support the four most prevalent
messaging platforms. ScanMail supports Lotus Domino and cc:Mail, HP
OpenMail, and Microsoft Exchange. ScanMail for Lotus Domino supports
real-time scanning during replication and at message reception at the mail
router. ScanMail for cc:Mail supports scanning of LAN-based and mobile
cc:Mail users as well as the cc:Mail DB6 and DB8 Post Office databases.
ScanMail for HP OpenMail supports improved real-time scanning and
cleaning of virus-infected e-mail at the service router. All these versions of
ScanMail now provide remote monitoring capabilities through a Web
browser. The addition of this feature, among others, and ScanMail’'s sup-
port for the leading e-mail applications mentioned earlier have enabled it to
remain a major player in the market.

ScanMail’s creators have added a new component that allows adminis-
trators to incorporate content filtering and spam blocking based on user-
defined rules, as well as to protect the system from viruses. The ScanMail
eManager plug-in for Microsoft Exchange allows for real-time management
of inbound and outbound e-mail based on the content of the header, body,
and any attachments contain therein.

ScanMail eManager incorporates a spam filter that relies on rules,
defined by the administrator, on how to handle inbound e-mail based on
the information contained within the header. The mail domain, the sender,
and the contents of the subiject field, for example, can be examined to
determine whether the incoming e-mail should be accepted or rejected.

The eManager content filter uses rules that apply to the body of e-mail
and attachments, searching for questionable keywords and rejecting or
blocking any e-mail that contains them. The eManager content filter uses a
customizable word list to store its keywords. Administrators can edit the
word list and add or delete keywords at their discretion to block whatever
types of e-mails they wish. The default rules cover quite a wide range of
scenarios from pornography to Web greeting cards. The word list influ-
ences the scope of the scenarios and vice versa. Incoming e-mail is dis-
sected and scanned using the rules and any content matching entries in
the word list is noted and the e-mail containing them is, in most cases,
quarantined or deleted.

Spam and content filtering both occur on the server as messages are
received into the Exchange server, but before the message is written to the
Exchange Information Store database. The end-user never even knows that
dangerous e-mail was sent to them.

WWW.SyNngress.com



Deploying Server-side E-mail Content Filters and Scanners = Chapter 11 425

Content Technologies’ MAILsweeper for
Exchange 5.5

MAILsweeper for Exchange 5.5 is a true content-filtering/blocking applica-
tion designed specifically to rid the Microsoft Exchange Server messaging
platform from resource-robbing content. MAILsweeper is a service that
comes as part of Content Technologies” MIMEsweeper content filtering
package and works along with any command-line virus protection available
for Windows NT and Exchange to provide more comprehensive protection
for Exchange Server.

Installation of MAILsweeper

The MAILsweeper installation requires that our server run Windows NT
Server 4.0 and at least Exchange Server 4.0 with the latest service pack.
Let's step through the installation of MAILsweeper 3.25 on our NT 4.0
Server with Exchange 5.5 SP3.

Double-click the setup icon to begin the installation. The screen shown
in Figure 11.26 should appear. Click Next.

Figure 11.26 MAlLsweeper/MIMEsweeper installation welcome screen.

Welcome [ ]

‘Welcome to the MIME sweeper Setup program.  Thiz
program will install MIME sweeper version 3.2_4 on
pour computer.

It is strongly recommended that you exit all Windows programs
before minning this Setup program.

Click Cancel to quit Setup and then close any programs you
have running. Click Mext to continue with the Setup program.

‘Wit RMIMG: This program is protected by copyright law and
international reaties

Unauthorized repraduction or distribution of this program. or any
portion of it, may resut in severe civil and criminal penalties, and
violators will be prosecuted to the maximum extent possible under
la.

Canesl

Click Next to accept the defaults for the next screen. Select
MAILsweeper and Exchange on the Product Components screen as shown
in Figure 11.27. Click Next.

Enter the company name, NT Domain, and administrator e-mail
account in the Administrator Details screen (see Figure 11.28). Click Next.
Select any of the command-line anti-virus tools displayed in Figure

11.29. Click Next.
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Figure 11.27 Component Selection screen.

Product Components

Please select those product components that you wish to use. If
selecting MAILsweeper then choose the appropriate Mail S pstem

¥ MalLsweeper

Mail Sypstern

i SMTP = Latus cc:Mail

" Lotus Notes © Novell GroupWise
¥ Exchange

" Destination Directar

C:AMSW Browse. | ‘
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Figure 11.28 Administrator Details screen.

MAILsweeper Administrator Details

Please provide the user and location elements of the
MalLsweeper adminishiator's email sccount,

Infarm messages are sent TO this email account.

User. |Admimislratar

Location: I"KEI=Elsbome.r‘ElU=5yngress.-’EN =cbroomes"

< Back I Hest I Cancel

Figure 11.29 Select Anti-Virus Tools screen.

Pleaze zelect any command line anti-virus tools pou intend to use
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™ Dr. Solomon's Findvirus
I™ Mchfee ViusSean

™ ThurderByTE
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I™ CybecVET

I IBM Anivius

< Back I Mest » I Cancel
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Once all the installation options are selected, they are displayed on the
Installation Ready screen as shown in Figure 11.30.

Figure 11.30 Installation Ready screen.

Installation Ready

Setup now has enough information ko start the file transfer
operation. The chosen settings are displayed below. Click Me:
to begin copying files.

Current Settings:

b

Installing MIMEsweeper to D:hh St
MalLsweeper option selected
“WEBsweeper option not selected

Exchange System
Profile of MalLsweeper

Mo Antivins tools configured

| nform messages to Administrator®"/0=0sborne/ 0L =Synare

=

At the end of the installation, the license program is launched (see

Figure 11.31).

Figure 11.31 Setup complete and license launch screen.

Setup Complete

Installation of MIME sweeper is complete.

Click on the appropriate checkbox(es] to view the
README.TXT andfor zet the licence key now.

v Set MIME swesper licence key

Please have the licence key readily available when pou un
the =&t licence application,

Configuration

Configuration of MAILsweeper after installation is not usually necessary.
However, we can change its settings by editing the configuration files that
MAILsweeper uses (see Figure 11.32). MAlLsweeper relies on five text-
based configuration files to determine its functionality. The files are the
Logging configuration, Mail configuration, Packaging configuration, Post
Office configuration, and Validator configuration.
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Figure 11.32 MIMEsweeper/MAlLsweeper configuration file.

ﬂ Mimeswp._cfg - Hotepad [A] _]O0]
File Edit Seach Help

; -
5 Main Configuration Section.

H

[Main]

SaveMsgLogs=FALSE

IdleTime=1

StartupTimeout=608
Administrator=Administrator@"/0-0sborne/0U=Syngress/CH=cbrhomes™
Server=HAILsuweeper@ ExchangeServer”

; SNHMP Trap Section.

s[SHHMPTrapConfig]
sCommunity=public
;TargetAddress=IP address or host name

; File Hame Section.

Specific Settings

MAILsweeper can be configured to work with SNMP as well as the com-
mand-line anti-virus utilities listed in the setup. The SNMP settings avail-
able in the SNMPTrapConfig section as shown in Figure 11.32, allow us to
configure an SNMP community for sending messages about MAILsweeper
status. We can use SNMP in conjunction with MAILsweeper to monitor
scanning and alert administrators when inappropriate content and e-mail
are detected.

Firewall and E-mail Content Scanning

Most organizations with an Internet presence use firewalls to protect the
company from Internet-based attacks or intrusions. Firewalls are hardware
or software devices that filter access into and out of networks based on
some form of authentication. In other words, firewalls determine who gets
in and out and who doesn’t. However, that is as far as most firewalls go.
What if someone who has legitimate access into and out of an enterprise
network is sending or receiving potentially dangerous information that
might be harmful to the organization?

To combat this threat, some network security vendors create modules
that work in conjunction with firewalls, by determining what gets in and
out of a network rather than who. The next section introduces two popular
software firewall packages on the market today.
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Content Technologies’ MIMEsweeper for
CheckPoint’s Firewall-1

Content Technologies’ MIMEsweeper for CheckPoint's Firewall-1 is
intended to extend the basic access-control functionality of previous ver-
sions by adding content control to the firewall. Everyone can agree the best
place to stop viruses, unsolicited mail, and other inappropriate e-mail,
besides at the server, is at the entry point to the network in general.

CheckPoint has incorporated a feature known as Content Vectoring
Protocol into FireWall-1, which enables it to forward data that it lets
through the firewall to MIMEsweeper for further validation. MIMEsweeper
breaks the data down into identifiable components and scans each compo-
nent for viruses and other inappropriate content. Figure 11.33 illustrates
the synergy between the two applications as they work on data entering a
network.

Data from the Internet enters the network and is first met by FireWall-
1, which checks the authority of the sender of the data. If the data is not
coming from an approved source, it is rejected. Approved data is passed on
to MIMEsweeper, which breaks down and scans the data for inappropriate
content. If MIMEsweeper approves the content, it is sent back to FireWall-1
with instructions to allow it onto the LAN. If the content is not approved, it
is also sent back to FireWall-1, but this time with instructions to discard
the data.

Figure 11.33 MIMEsweeper and FireWall-1 working together to protect LAN.
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MIMEsweeper, in conjunction with FireWall-1, provides the following
security benefits to an organizations network:

1. Prevents viruses and macros from entering or leaving the network.

2. Prevents unauthorized transmission of sensitive or confidential
materials into and out of the organization.

3. Prevents downloading or uploading of harmful ActiveX scripts,
Java applets, and other executable files.

4. Denies access to questionable content (for example, hate and
pornography Web sites).

5. Verifies digitally signed data.

Axent Raptor Firewall

Axent Technologies Inc.’'s Raptor Firewall is a more advanced software-
based firewall than Firewall-1. It incorporates all the standard firewall
attributes (for example, access lists and authentication), and it also
includes its own content filtering and blocking components, without
needing another third-party solution to be installed along with it. Some
standard features of Raptor Firewall include:

=  Enhanced list of built-in application-proxies, including the popular
protocols that allow it to be integrated seamlessly with Microsoft
networking products.

= Automatic port blocking to protect services running on the firewall.
= Anti-spam functionality built into the SMTP proxy.

= Secure virtual private networking (VPN) access to authorized users.
= Anti-spoofing functionality.

Raptor Firewall works by not routing any network traffic from external
sources unless the traffic is recognized as authorized. In fact, it hides net-
work routes from external sources. This non-routing of traffic is the default
state for Raptor. Even if Raptor fails, no unauthorized traffic is routed,
because Raptor works to grant access based on administrator-configurable
rules or policies rather than by denying access.

Most hackers will attempt their attack on a target at the application
level. E-mail is the most logical place for such attacks to take place. Raptor
Firewall uses application-level access controls to prevent these attacks, by
scanning and filtering e-mail content for better control. When Raptor
Firewall works at the application level, it also allows for the use of dedi-
cated security proxies, to examine the entire data stream for every connec-
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tion attempt. This is a significant advantage over packet filtering, which
works at a lower level in the protocol stack. In effect, Raptor Firewall pro-
tects networks from a variety of traditional denial of service attacks,
spoofing, and network snooping, as well as new attacks, such as malicious
Java applets.

Raptor Firewall provides efficient protection against e-mail and other
SMTP-based attacks. Through the use of wizards, administrators can suc-
cessfully relay mail from their external SMTP servers to internal mail
servers without compromising the location or security of the internal mail
server. Furthermore, unauthorized SMTP relay from spam senders can be
prevented by an editable list of senders to block.

Not only is Raptor Firewall efficient at denying access, it is also excel-
lent at providing authorized access through its address redirection capabil-
ities. Raptor Firewall can service an authorized Internet request by
accepting the request from the host at an external address and transpar-
ently relaying the request to an internal host and then relaying the
response back to the Internet host without the Internet host detecting that
the request was serviced by an internal protected server.

Axent Technologies’ Raptor Firewall proves to be a formidable and
robust security package. In addition to the numerous useful features that
are provided, it is easily configurable via wizards and easy-to-use interfaces.

Attack Detection and System Scanning

Attack detection and system scanning are an integral part of network secu-
rity. Administrators need to know who is attempting to break into their
networks, and how to protect against such attacks. However, the perfect
solution cannot always be found. This may be either a result of not having
the appropriate staff or tools to get the job done, or a result of the inability
to keep pace with the newest hacker technologies. In these cases it may be
more prudent to employ the services of third-party service providers who
specialize in network security.

Attacks

You may recall the attacks made on such sites as Yahoo!, eBay, Buy.com,
Amazon, and others, which rendered these sites useless. The type of attack
that these particular sites (and many others) fell prey to is known as a
denial of service (DoS) attack. A denial of service attack happens when an
attacker crashes a host or service so that it cannot communicate properly
with the rest of the network. A denial of service attack can take on one of
three forms:
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= A host can be completely crashed by causing a kernel panic (in
Linux and other UNIX boxes) or with the blue screen of death
(BSOD) (Windows 98 and NT boxes). To recover from this attack, a
user would have to reboot the system.

= A denial of service attack can be more selective, and disable one of
its services, such as a host’'s Web server or the ability to use a net-
work interface card (NIC).

= The third way for a denial of service attack to occur is for the
attack to target elements of the network other than a specific host.
In this instance, it is possible to target the network’s bandwidth,
and clog it with bogus network requests. As you know, a network’s
bandwidth is its connection to the Internet. By clogging it with an
overwhelming volume of requests, an attacker can use all of a net-
work’s available bandwidth, rendering it useless.

One additional type of DoS attack that you should be aware of is the
distributed denial of service (DDoS) attack. This attack consists of dis-
tributing the attack across several hosts. The DDoS is usually coordinated
among numerous individuals, and it is difficult to trace the attack’s origin.
This particular type of attack needs four key elements to be successful: the
attacker, a master node, one or more daemon nodes, and a victim.

With the distributed denial of service attack, the host does not commu-
nicate directly with the victim. Instead, the host is the administrator of a
network that is made up of master and daemon nodes. The attacker has
the ability to control one (or many) master nodes, and master nodes have
the ability to control several (up to dozens) of daemon nodes. Those
daemon nodes are then directed at the victim. The end result is a barrage
of data, causing the targeted host to crash.

As you can imagine, such attacks cause corporations to lose hundreds
of thousands of dollars. When the means of revenue of any given corpora-
tion, such as eBay or Buy.com, is Internet traffic (e-commerce), shutting
that Internet site down for a day results in an enormous loss in revenue.
However, to the attacker, this type of attack offers several key benefits.
Using the distributed denial of service, one single attacker can use literally
hundreds of systems to attack a victim. There are few organizations that
are prepared to deal with that kind of Internet traffic. Most companies
would fall victim to such an attack. Even the strongest of networks is not
protected. This type of attack makes it very difficult, if not impossible, to
trace back the attack to the originator.

The DDOS attack represents not only potential lost income for an orga-
nization, but it could be a precursor to another serious problem. The DDoS
attack could be a precursor to an attack that would place highly sensitive
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company documents in places where unauthorized users can find the
information readily available to them. There have been instances when a
DoS attack was the first step in a well-developed plan to infiltrate a com-
pany’s network and obtain secure data. It is highly recommended that as a
follow-up to this chapter you research software that is used for DDoS
attacks. There are numerous packages that are readily available to be
downloaded from the Internet. The majority of the software packages used
for DDoS attacks contain the master and daemon components discussed
throughout this section.

DoS attacks are not new. As you may remember, the Melissa Virus, the
Love Letter virus, and many other viruses caused a denial of service. These
virus attacks also had one other element in common with the more widely
known DoS attacks (Yahoo!, eBay, etc.)—all of these attacks were com-
pleted using the same method. One host directly communicates with
another and is able to crash the victim by sending data the victim cannot
handle.

DDoS attacks are becoming more and more common in the current
technical environment, for numerous reasons. The ease of installing most
operating systems (OSs) and applications bears some responsibility for net-
work attacks. Most OSs imply that they will auto-configure, when in actu-
ality they use default settings, making it easy for an attack to occur. In
most instances, networks are based on a single OS and/or hardware plat-
form. The single OS and/or hardware platform solution makes it easier to
maintain an organization’s network, but it also makes the organization
more vulnerable to attacks. An additional factor contributing to DDoS
attacks becoming more common is increasingly complex software (com-
plexity can lead to source code problems that are easy for hackers to
exploit). Many software manufacturers release software prior to full life
cycle testing, which is another easy target for hackers to use to break
down source code and infiltrate. Add inexperienced users as well as over-
burdened IT professionals, and you have the makings for a mess.

Real-time, Third-party Services

An alternate solution for IT departments who deploy virus-protection and
network-security measures is to use real-time third-party security service
providers. The network security industry has developed to the point where
there are companies that specialize in various areas of network security,
such as content control, access control, or virus protection. We will
examine the services offered by two leading providers, Evinci and Securify.
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Evinci

We have examined in detail various methods and tools to protect our mes-
saging infrastructures from attack by viruses, spam, and other inappro-
priate e-mail content. However, we do not necessarily have to implement
these measures ourselves. An easier (and sometimes less costly) way of
securing enterprise networks is through the use of third-party service
providers. With all of the different types of attacks that can happen to an
organization from an external source, via the Internet, having your current
security evaluated by a third party may be a cost-effective business deci-
sion. If you are doing business over the Internet, you need to do everything
possible to ensure that your security is air-tight. One third-party service
provider is Evinci, Inc. (www.evinci.com). Evinci’'s area of focus is providing
security to customers who conduct business over the Internet. They pro-
vide network and Internet security protection, through an assessment pro-
cess that is designed to determine the actual level of security currently
available within your organization. Through a five-step methodology that
includes assessment, planning, implementation, education, and mainte-
nance solutions, Evinci is able to determine an organization’s Internet
security needs and work proactively against Internet security attacks.

Securify

Securify’s primary business concern, much like Evinci, is security services.
Securify (www.securify.com) works with e-commerce businesses to ensure
the security and integrity of the network, maintaining the balance between
control, ease of accessing information, and privacy. Securify performs
product evaluations for potential and existing clients.

For an Internet security solution, Securify offers a Public Key Infra-
structure (PKI) service. PKI is one of the cryptography methods developed
to protect data exchanged between computer systems, and is described in
detail in Chapter 1.

When working with an organization to develop a security solution,
Securify assesses the applications, if any, which would most benefit from a
PKI solution, and develops scalable certificate policies, practices, and pro-
cedures.

Securify offers an Internet security resource center called Packet Storm
(www.packetstorm.securify.com). Updated hourly, Packet Storm is one of
the most current databases of security information; it provides information
on network assessment, vulnerability analysis, review of code, security
research, and incident response. Packet Storm provides an Assessment
area, where users can find exploits and tools that give them a better idea
of what their own systems vulnerabilities are. The site also provides a

WWW.SyNngress.com



Deploying Server-side E-mail Content Filters and Scanners = Chapter 11 435

Defense area, which is a resource for monitoring and security tools. A large
portion of the Packet Storm database is dedicated to Papers—this section
of the database contains documentation that is helpful for finding answers
to usability questions. In addition, their magazine section includes infor-
mation that has appeared in electronic publications. It's an extensive and
useful data center for information gathering. The site is packed with useful
information, and | recommend that you take a look at it.

Summary

The threats to organizations on the Internet are becoming more deadly and
sophisticated on almost a daily basis. There is always some new virus or
new variant of the last highly destructive virus that needs to be combated
and neutralized. In this chapter we examined various methods of securing
our enterprise networks against Internet-based attacks. We discussed the
latest phenomenon of ActiveX and Java viruses. We evaluated popular
anti-virus, content-filtering, and attachment-scanning software by
installing such products as Trend Micro’s ScanMail, McAfee’'s GroupShield,
and Content Technologies’ MIMEsweeper/MAILsweeper. We configured
them to work on Microsoft Exchange Server 5.5 SP3, our messaging plat-
form of choice, as well as on the leading software-based firewall,
Checkpoint’'s FireWall-1. We also briefly discussed methods of securing our
networks through the use of software-based firewalls and third-party ser-
vice providers.

Best practices dictate that the ideal place to defend against attack is at
the entry point to the LAN—firewalls, routers, and servers. In this chapter
we covered methods for doing it ourselves and suggested third-party ven-
dors we would use to secure our networks for us. E-mail protection and
network security have taken a more aggressive place in the business and
technology arena. As the Internet continues to become more accessible to
everyone, we must be careful to always implement security that matches
the depth of the threats to private networks.

FAQs

Q: How is server-side protection better than protecting each end-user from
e-mail virus attacks?

A Server-side protection prevents the offending e-mail from even getting
to the end-user. End-users should still have some sort of anti-virus
protection installed locally in the event that a threat bypasses the
server.
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Q:
A:

> O

> O

How does content-filtering software work?

Content-filtering software dissects e-mail and separates the header from
the body of the e-mail and then breaks each of the two parts down into
a form that resembles plain text. The software then searches for key-
words in the data that match words in a word list that it maintains.

. How does content-filtering software differ from attachment-scanning

software?

. Content-filtering software looks at the header and body of e-mail mes-

sages. Attachment-scanning software examines the attachment
included in the e-mail.

. How does a firewall secure a network?
. A firewall controls access to a network. Unauthorized users or traffic

are not allowed to traverse the network through the use of access lists
that define what type of traffic (i.e., protocols and port) is allowed to
enter.

. If we have a firewall, why do we need content-filtering software?
. Firewalls define who gets into the network; content-filtering software

defines what gets into the network. Viruses and other threats can enter
a network hidden within e-mail. Content-filtering and attachment-scan-
ning software prevent hidden threats from entering networks.

> How do | know whether implementing server-side content filtering and

attachment scanning is financially feasible?

. When you factor in the cost of lost productivity, extra hours spent by

your IT staff evaluating the scope of the problem and determining the
correct solution, not to mention the actual cost of information leaked or
lost to attacks on your network, it should not be hard to determine
whether implementing a solution saves money in the long run.
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Lesser-known Shortcuts

Sometimes an organization needs to change SMTP addresses for its
employees. In an organization with hundreds of Exchange users it would
be tedious to manually create SMTP addresses in each mailbox. Thank-
fully, it is possible to import multiple SMTP addresses into Exchange from
a comma-separated .csv file. We could use the Exchange Export tool to
export the list of users on our Exchange Server to a .csv file, which we
would then edit in Microsoft Excel to change SMTP addresses (see Fig-
ure A.1).

Once the file is saved, we would then use the Import tool to copy the
information back to the Directory database (see Figure A.2).

Figure A.1l Directory Export tool used to copy directory information to a
comma-separated file.

M5 Exchange gerver IFIHE j
Home server: IFIFIE d
Export File... i I
Container... | IHecipients

™ Include subcontainers

Export objects————— ~ Looging lewvel Separators |
v Maibox " Mone
Character zet
[ Custom recipient * Low & ANSI
™ Distribution list " High € Uricode

[ Include hidden objects

E gt | Cancel | Help |

Under-documented Features and
Functions

Most of the tasks an Exchange Administrator performs are done through
the Exchange Administrator program. The Administrator program is
launched from the Exchange program group. However, for more advanced
viewing of the properties of the object, we can also launch the
Administrator program from the command line in what is known as raw
mode. Figure A.3 shows how to launch the Administrator program in raw
mode.
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Figure A.2 Directory Import tool copies information to the Directory.

Directory Import [ x|

Windows MT domair;
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¢ Use selected container if not specified in the file
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Aceount creation————————— [~ Logging level Separators...
[T Create Windows NT account " Mone Multivalued Properties
™ Generate random password * Low ¥ Append
[ Delete Windows MT account " High " Ovenvite

Imnport I Cancel Help

Figure A.3 Launching Exchange Server in raw mode from the command line.
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Raw mode (admin.exe /r) allows you to see all the properties of objects
on the Exchange Server. This is useful for examining properties in detail.
We can also use the Administrator program in raw mode if, for some
reason, we need to change the service account after setting up Exchange
Server. This is possible only if we're dealing with one Exchange Server in
our site (see the Microsoft Knowledge Base article, “Q152808 - XADM: How
To Change the Service Account” at http://support.microsoft.com/support/
kb/articles/g152/8/08.asp). We can also create new performance monitors
for Exchange in raw mode.

Disable an ActiveX Control

Microsoft Windows allows an ActiveX control to be disabled completely
under Internet Explorer and Outlook/Outlook Express. A “kill bit” can be
enabled under the Windows Registry that causes the ActiveX control to not
run at all. This is different from revoking the “safe for scripting” option,
which could still run the control, depending on what your settings are. It
sounds good, but unfortunately their solution is not quite complete in my
view, as we shall see.

WARNING

Any changes you make to the Registry could cause irreparable harm to
your operating system. Only advanced users should attempt to edit
Registry settings.

1. Bring up the system Registry by selecting Start | Run... and then
typing REGEDIT.

2. Browse through the tree to the following sub-tree:

KEY_LOCAL_MACHINENSOFTWARE\Microsoft\Internet Explorer\
ActiveX Compatibility\

3. At this stage you will see a group of characters that represent
Class IDs (CLSID) of the ActiveX controls. This is where Microsoft's
solution falls apart, in my view. You must now find the CLSID that
corresponds to the ActiveX control you wish to disable. According
to Microsoft, “To determine which CLSID corresponds with the
ActiveX control that you want to disable, you must first remove all
of the ActiveX controls that are currently installed, install the con-
trol that you want to disable and then add the “Kill Bit” to its
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CLSID.” Thanks, Microsoft! Now that you have (ahem) found the
CLSID, you can change the value of the “Compatibility Flag” data
to: 00000400

The full documentation can be found at:

http://support.microsoft.com/support/kb/articles/q240/7/97 .asp

For Experts Only (Advanced features)

Web Pages on Mobile Code Security Topics

The World Wide Web Security FAQ

Everything you wanted to know about Java, JavaScript, VBScript, and
ActiveX security topics:

www.w3.0rg/Security/Fag/wwwsf7.html.

Hostile Applets on the Horizon

This somewhat outdated Web site contains many examples of hostile
applets, including several mentioned in Chapter 6.

www.rstcorp.com/hostile-applets/HostileArticle.html

Self Destruct Applet

Beware of this page! It will automatically cause your browser to crash by
using a Java applet.

www.cs.nps.navy.mil/research/languages/DynApplet.html

File Scanning Applet

This page uses an applet to scan to see if certain files exist on your hard
drive. Newer versions of Netscape and Internet Explorer will make you
aware of what it is doing.

http://batbox.org/hole.html

Sending E-mail with an Applet

This page uses an applet to send e-mail to another user. Newer versions
of Netscape and Internet Explorer will make you aware that it is sending
e-mail.

www.nyx.net/~jbuzbee/mail.html
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JavaScript Security Analysis

The Stanford Computer Security Office has produced an analysis of secu-
rity holes with JavaScript.

www.stanford.edu/~dbrumley/Me/javascript.htm

ActiveX Security Check Page

A handy page that highlights which ActiveX controls you have installed,
and what security threats they might pose.

www.tiac.net/users/smiths/acctroj/axcheck.htm

Outlook Web Access (OWA)

One of the features of Exchange Server 5.5 that makes it such a great
product is its Outlook Web Access (OWA) feature. This feature allows
Exchange users to log on to an Exchange Server and access their mail via
a Web browser. As long as the NT Domain that the Exchange Server is in
can authenticate the user, the user can log in to a Web page interface and
access their e-mail as if they were in the office.

This capability is available when Exchange and Microsoft Internet
Information Server (I1S) are set up to work together to offer Web-based ser-
vice to end-users. The user launches a browser and enters the URL for
their OWA login page. They enter their Exchange alias and their NT user-
name and password to be logged on to the server and are then able to send
and read e-mail in their Exchange account.

OWA is most secure if combined with Exchange Key Management or
Microsoft Certificate Server to provide Public Key security. A Certification
Authority could be installed to issue user certificates for secure Web access
and e-mail to end-users. You could map certificates to their corresponding
NT user accounts to provide encryption services for OWA. That way, users
can communicate securely using SSL on the Exchange Server even if they
are using a Web browser in a public place. (Certificates and key manage-
ment are discussed in Chapter 2.)

Using SendMail To Refuse E-mails with
the Love Letter Virus

The Web site http://sendmail.net/?feed=lovefix provides instructions for
implementing a Sendmail macro for refusing copies of mail that might have
the infamous Love Letter virus. You should not install this rule unless you
are confident that you can undo what you change in the configuration file
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and test to be sure the result is as you intended. Also note that this macro
works only with Sendmail version 8.9 or higher.
The rule published at sendmail.net is as follows:

HSubj ect : $>Check_Subj ect
D{ MPat } | LOVEYQU

D{ MVbg} Thi s nessage nmay contain the LovelLetter virus.

SCheck_Subj ect
R${ MPat } $* $#error $: 550 ${ Mvsg}
RRe: ${MPat} $* $#error $: 550 ${ Mvsg}

(In the above code, the white space represents tab characters.) These
lines can be placed in the sendmail.cf file following the predefined rules
that control the format of headers.

Taken line by line, an explanation of this rule can give hints to how
such rules operate:

HSubj ect : $>Check_Subj ect

For Subject fields in the header, invoke a rule to check the subject for
specific values:

D{ MPat } | LOVEYQU

Define the symbolic value Mpat to represent the string ILOVEYOU

D{Mvsg} Thi s nessage may contain the LovelLetter virus.

Define the symbolic value MMsg to represent the message returned
with the rejected mail:

R${ MPat} $* $#error $: 550 ${ Mvsg}

Rewrite subjects matching the predefined pattern in the subject with
the 550 error message and the predefined message:

RRe: ${MrPat} $* $#error $: 550 ${ Mg}

Most Sendmail rules are not much more complex than this example.
The challenge is to understand the symbolic references that these rules
heavily employ.
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Troubleshooting and Optimization Tips

Troubleshooting Exchange Server problems can sometimes be difficult. The
key to homing in on the source of a problem is to have a troubleshooting
process or method. The first place that an administrator should look to
help point the way is the Event Log. In order to monitor Exchange Server
behavior through the Event Log, you must enable logging of the important
events via the Diagnostics Logging tab (see Figure A.4), which gives the
status of certain processes on the server.

Figure A.4 MTA Diagnostics Logging tab shows which events to monitor in
the Event Log.

Message Transfer Agent Properties
General I Permizsions I Queues  Diagnostic: Logging I
LLTH

Message Transfer Agent

Services Lategary Lagging lewvel

M SE xchangeh T4, . 400 Service Mone =
Resource Maone
Security [LER]
Interface Medium
Field Engineering Mone
MTA Administration Maone
Configuration Mone
Directory Access Mone
Operating System Mone
Internal Processing Mone 1
| nteroperabilit Maone
P N =l

Logging level
’V © None € Minimum " Medium & Magimum

ak. I Cancel | Apply | Help |

Another important utility is the Performance Monitor. The Performance
Monitor can be used to chart the performance of different components of
Exchange Server, such as the IMS, the MTA, and the Directory. Enabling
Message tracking is also an excellent way to monitor performance. The
object of Exchange is to get messages to and from people. Message tracking
allows us to monitor message queues to determine whether e-mail is
moving along to and from these people, as it should.

Okay, now you've seen how to monitor performance. How do you
improve or maintain it? Simply run the Exchange Performance Optimizer
tool (see Figure A.5).
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Figure A.5 Exchange Performance Optimizer tool.

a'i-;;h'licmso[l Exchange Performance Optimizer

I order to effectively evaluate zome system parameters, Microsoft Exchange
Performance Dptimizer needs some information from you. Please indicate your
anzwers to the following questions.

How many users do you Far what type of server will this How many users will be in
expect to host on thiz computer be configured? [Check wour organization?

server? all that apply]

—Users on this server——  ~ Type aof server————————————— [~ Users in organization——

1 ¥ Private Store % Less than 1,000
¢ 500 - 999 ¥ Public Store 1,000 - 9,999

©1.000- 4339 ™ Connector/Directary Impart 10,000 - 83,933
¢ 5,000 - 24,993 -

7 Muliserver 100,000 - 433,999
25,000 - 49,993 500,000 ar more

[~ PORZAMAP4MNNTE anly

€ 50,000 or mare

— Memory Usage

™ Limit memary Lzage to IU MB

< Back I Mext > I Cancel | Help |

This tool calculates and reconfigures Exchange so that it achieves the
best possible configuration for the tasks it needs to complete. The
Performance Optimizer should be run periodically to maintain perfor-
mance. You should run the Performance Optimizer after hours so that
users are not disconnected when the services shut down. At times, the
Optimizer may recommend that you move certain components to other
partitions or disks in order to achieve peak performance—in light of that, it
is always good practice to ensure that you have plenty of disk space on the
Exchange Server.
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e-mail, 248

installation, 236-238
Blue screen of death (BSOD), 432
Bombing. See Electronic mail
Boot records, virus scans, 180

Index

Bridgehead server, 335, 357
Brute force attack, 136
BSOD. See Blue screen of death
BubbleBoy
attack, 10, 13
worms, 17
Buffer, 11
overrun, 219
Buffer overflow, 11, 370-373, 378
anatomy, 370-371
avoidance, 134-135
illustration, 371-372
Bugs, 219. See also PHF bug; System
fixes, 27, 314. See also Linux
Bugzilla, 314
Business to business (B2B), 2
Buy.com, 431

C

CA. See Certificate Authority

Cable modem, 387

Carnegie Mellon University, 374, 383
Carnivore, 20-21

CAUCE. See Coalition Against
Unsolicited Commercial E-mail

C/C++, 5, 22, 23, 37

CCC. See Chaos Computer Club
cc:Mail, 424

CDO. See Collaborative Data Objects

CERT. See Computer Emergency
Response Team

CERT CC. See Computer Emergency
Response Team Coordination
Center

449



450 Index

Certificate, 54. See also Digital
certificate; Encryption Certificate;
Security Certificate; Signing
Certificate

Certificate Authority (CA), 54

Certificate Manager, 78

CGI. See Common Gateway Interface
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HTML-based e-mail, 136, 139
HTML-enabled message, 135
HTML-formatted e-mail, 45, 46
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application, 326
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e-mailing, 136

Index

logging in, 135
physical access, 137
Malicious VBScript, 47
Malicious Web pages, 200
Malicious web site, 48
Malware, 251
Management solutions, technology
usage, 82
Managers, advice, 82
Man-in-the-middle, 6
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MDA. See Message Delivery Agent
Mdaemon, 141

Media Access Control (MAC) address,
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body, 404
contents, 104-106, 108
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electronic signing, 27
encryption, 59
filtering, 93
protection, 387
rules, 88-89

sending/receiving. See Pretty Good
Privacy

signing, 59
Messaging Application Program
Interface (MAPI), 33, 157, 158
calls, 36
security, 40
Messaging platform, 351
Messaging technology, 382
Micro definitions, 164
Microsoft Hot Fixes, 312

Microsoft Management Console (MMC),
300, 302, 325

Microsoft Security Bulletins, 312

Microsoft Security Notification Service,
312

Microsoft TechNet Security, 313
Microsoft utilities, 352-353

MIME. See Multipurpose Internet Mail
Extension

MIMESweeper (Content Technologies),
354, 399, 425, 429-430

Mirabilis, 13

Mitnick, Kevin, 196

MMC. See Microsoft Management
Console

Mobile code, 201-202
discovery, 210
protection, 195

FAQs, 226
running, 197, 202

security
models, 203
risks, 201
sending process, 199
types, 196
Modem checks, 317

Morris worm. See Robert Morris
Internet worm

MTA. See Mail Transfer Agent
MUA. See Mail User Agent
Multi-homed firewall, 231
Multi-interface firewall, 231

Multipurpose Internet Mail Extension
(MIME), 371. See also
MIMESweeper

attachment delimiter, 371
conversion, 373
encoding, 337
encryption, 107
handling, 373

Munga Bunga, 136

MX. See Mail eXchange

N

NAI. See Network Associates
International

Napster, 287
NAS, 346

National Institute of Technology (NIST),
30

NATO, 158

NAV Alert, 175

NetBIOS
broadcasts, 239
checks, 317
exploits, 327



information, 245

name, 241

Neighborhood, 243

network requests, 300

port probes, 239
NetBus, 18, 263

Professional, 18
Netbus probe, 236
Netcat, 18

Netscape, 121, 122, 127, 136. See also
Webmail

logging in, 142
mail account, 120
version 3.0, 135
Netscape browser, 209
Netscape Communicator, 390
4.x, 212
Netscape Enterprise e-mail server, 16
Netscape Mail, cookie storage, 138

Netscape Messenger, 7, 25, 27, 199,
202

releases, 208
usage, 198, 205, 210
Netscape Navigator, 215, 287
version 2.0, 211
Netshield, 161
Network. See Private networks
browsing process, 239
requests, 432
safety, 359
security, 433
snooping, 431
virus/macro, entry prevention, 430

Network Associates, Inc., 148, 150,
416. See also Sniffer Basic

Alert Manager, 155
McShield, 155
Task Manager, 155
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Network Associates International (NAI),
73

NAI-OS Emergency Disk, 153
Network File System (NFS), 5

Network Ice. See BlackICE Defender
2.1

Network Information Services (NIS),
331, 384

Network Interface Card (NIC), 19, 125,
432

Network Neighborhood, 236

Network News Transfer Protocol
(NNTP), 302

Network operating system (NOS), 3
NetworkICE, 20

NFS. See Network File System

NIC. See Network Interface Card

NIS. See Network Information Services
Nissan Corporation, 401

NIST. See National Institute of
Technology

NMAP, 239

ping, 240

NNTP. See Network News Transfer
Protocol

Noisy Bear applet, 206

Non-repudiation, 63

Norton, 183, 190. See also AntiVirus
2000; AntiVirus Enterprise
Solution 4.0; Auto-Protect;
Personal Firewall 2000 2.0;
Scheduler; SystemWorks

Norton Systemworks Integrator (NSI),
167

NOS. See Network operating system
Notepad, 198, 199
Novell. See GroupWise
servers, 16
NPF. See Personal Firewall 2000 2.0
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NSI. See Norton Systemworks
Integrator

NTFS, 176, 192
usage, 257

O

OAB. See Offline Address Book
Object Instantiation, 222

Obiject protection. See Malicious object
protection

Office 2000, 34
applications, 32, 39, 49
suite, 38
usage, 33

Office Resource Kit Toolbox, 41

OfficeScan Corporate Edition (Trend
Micro), 184

Offline Address Book (OAB), 36
Offline backup, 361

OL2000. See Outlook 2000
On-access notificatoin, 414
On-access scanning, 157
On-demand notification, 414
ONElist, 379

One-way encryption, 27

Open System Interconnection (OSI),
399

layer, 139
OSI/RM, 140
OpenMail (Hewlett-Packard), 424
Operating system (OS), 190, 224, 229,
299, 433. See also Red Hat
Linux; UNIX

hardening. See Electronic mail
Lockdown, 319
updating, 296-299

OS. See Operating system

OSl. See Open System Interconnection
Outbound files, 161
Outbox, 36

Outbreak Alert notification settings,
422

Outgoing messages, 54
Outlook 98, 32
Outlook 2000 (OL2000), 32, 35, 38
e-mail security update, 40-42
securing, 31
FAQs, 71-73
Outlook e-mail
editor, 39
security update, 51-52

Outlook Express, 13, 39, 46, 47, 76,
202, 275. See also Macintosh

filter, 210
folders, 182
(Macintosh), 85, 88, 105-106
PGP
enabling, 95-113
integration, 101, 103
releases, 208
usage, 197, 198, 205
version 5.0, 75
FAQs, 115-117
versions, 67, 223, 225
warning message, 83
(Windows), 76-91, 101-103
Outlook (Microsoft), 7, 13, 157, 215
application, 47
Attachment Security, 60, 61
e-mail editor, 46
E-mail Security Update, 70
Macro Security, 59
manual scan, 182



plug-in, 57

Rich Text, 45
Outlook Web Access (OWA), 365
Overflows. See Buffer overflow
OWA. See Outlook Web Access

P

PAB. See Personal Address Book
Package enhancements, 314-315
Packet
logs, 245
recording, 245
scanning/filtering, 28
sniffers, 19, 132, 402
Parental controls, 281
Parental web filtering, 178
Pass Lock, 290
option, 288
Passphrase, 65, 109, 113
encryption, 66
Quality, 66
Passwords, 20, 25, 326. See also
Electronic mail; Signing key
changing, 133, 136
cracking programs, 136
entering, 103
file. See UNIX
information, 124
length, 137
protection, 267
reading, 126-128
updating, 139
PATH variable, 185
Pattern disk, 179
PC interfaces, 109
PC Protection Services, 151
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PC virus files, 89
PC-cillin 2000 (Trend Micro), 176-189
availability, 176-177
configuration, 181-185
settings, 185-188
links, 188-189
virus definition files, updates, 177
PDA, 382
PentaSafe. See VigilEnt Security
Perl, 5, 22, 23, 133
Personal Address Book (PAB), 33, 36

Personal Firewall 2000 2.0 (Norton /
NPF), 269-283

configuration, 274-283
installation, 270-274

Personal firewalls, 28, 227
availability. See Linux; UNIX
definition, 228-236
FAQs, 292-293
obtaining, 23
relationship. See E-mail clients
settings, 261
software, 24

Personal Web Server (PWS) checks,
317

PGP. See Pretty Good Privacy
PHF bug, 134-135
PHP, 133
Physical access. See Malicious users
Physical attacks, 6, 137-138
PID. See Process IDentifier
PING application, 24
PIX (Cisco), 332
PKI. See Public Key Infrastructure
Plain text, 196
Plug-ins, 212, 351
commands, threat, 213
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Policy-based content security, 402
POP. See Post Office Protocol
POP3. See Post Office Protocol 3
Portmapper service, 311

Ports, 27. See also Registered ports;
Well-known ports

blocking, 230, 430. See also Linux;
Windows

determination, 308
disabling, 299-305
locking, 305-311

Post Office Protocol 3 (POP3), 5, 9, 10,
158, 305

account, 20
client, 157
e-mail
accounts, 179, 181
clients, 165, 171
schemes, 124
login information, 126
POP3 Scan, 179
starting, 184
real-time scan, 181, 182
scan, enabling, 181
servers, 34, 121, 391
services, 327
session, 131
user database, 133
Post Office Protocol (POP), 76, 381
(Macintosh), 85
mail server, 172, 382
POP-proxy, 172-175
server, 121
PostFix, 377-380, 395
Preprocessor, 37

Pretty Good Privacy (PGP), 2, 26,
27,78

Armored File, 67

Decrypt, 100, 103
domain server, 68-69

enabling, 57-61. See Eudora,;
Outlook Express

Encrypt, 99, 103
encryption, 107
file attachments, 108-113
case study, 109-113
freeware, 108
functions. See MacOS
installation, 57-61
integration. See Outlook Express
Keys, 66-67, 96, 100, 109
applet, 95
exchanging, 67-69
mail encryption software, 416
menu, 105
PGP 6.5.8i, freeware version, 58

PGP Decrypt & Verify button/menu
item, 100

PGP-secured messages, 108

receiving, 96, 99-101, 102-105,
106
sending, 96-99, 101-102, 105-106
plug-ins, 76
pop-up menu, 110, 112
preferences, 59
Root Server, 66, 69
security, 110
server, 56, 69
deployment, 70
settings. See Eudora
Sign, 99, 103
signature, 96

usage, 32, 72, 96, 97. See also
Electronic mail; File attachments;
World Wide Web Web-based
e-mail



Verify, 100, 103

Pretty Good Privacy (PGP) PGPkeys,
68, 73

launching, 59

Privacy, 57. See also Pretty Good
Privacy

Private Information Store, 359
Private key, 26

encryption, 24, 25, 27
Private networks, 435
Process IDentifier (PID), 304, 310, 311
Processing power, theft, 208
Program code, 372
Promiscuous mode, 19
Protected volume file, 154
Protection. See Electronic mail

levels, 235
Protocol

analyzer, 19

worms, 17

Proxy, 229. See also HyperText
Transfer Protocol

server, 142, 179, 332
PSCP, 281
Public Information Store, 359
Public key, 26
cryptosystem, 62, 63
encryption, 25, 27
understanding, 62-64
usage, reasons, 56-57
exportation, 67
importation, 68
sending, 68
Public Key Infrastructure (PKIl), 434
Public keys, retrieval, 68
Pwcheck, 388
PWS. See Personal Web Server
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Q

Qmail, 377-380, 395

Q-number, 40

Qualcomm, 174. See also Eudora
Quarantine zone, 354, 399
Queue files, 375

Quota management, 384

R

RAID 5, 387

Raptor Firewall (Axent Raptor), 332,
430-431

Real-time scan. See Post Office
Protocol 3

Real-time third-party services, 433
Receiver, filtering, 403-404
Recovery, 359-360, 391-394
Recursion, 355, 400

Recursive breakdown, 401

Recursive container disassembly, 355,
400

Red Hat Bug Tracking System, 314
Red Hat Linux
Errata, 296
case study, 316-317
fixes/advisories, 314-317
service packages, 297-299
logging, 325-326
maintenance issues, 311-327
services, disabling, 304
systems, 296
updates, 297-299
version 6
FAQs, 331-332
securing, 295
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version 6.2, operating system, 3
Registered ports, 306-307
Registration Entries, 59
Registry, 175, 185

files, 166

keys, 348

security

checks, 317
settings application, 59-61

usage, 167

Registry Access Control, 218

Relay hosts. See Simple Mail Transfer
Protocol

Remote access checks, 317

Remote login (Rlogin), 305

Remote Procedure Call (RPC), 300,
310, 331

Remote shell (Rsh), 305
Request For Comments (RFC)
1700, 306
1991, 58
2440, 58
20515, 58
Rescue disk
procedure, 251
set, 179
creation, 167
Resources
hogging. See System
protection. See Sendmail
Restricted sites, 40, 47
RFC. See Request For Comments
Risk minimization. See Sendmail
Rivest, Ronald, 388
Rivest Shamir Adleman (RSA), 65
Rlogin. See Remote login

Robert Morris Internet worm, 11, 14,
17, 369

Rocketmail, 211
Root
compromises, 370-373
privilege, 372-373
Root server. See Pretty Good Privacy
Router, 20
RPC. See Remote Procedure Call
RPM, 321
RSA. See Rivest Shamir Adleman
RSCS protocol, 369
Rsh. See Remote shell
Rules Wizard, 43, 44
RunAsUser feature, 375

S

Safe & Sound, 154
Sandboxes, 204, 258, 259
Enforcement feature, 265
feature. See eSafe version 2.2
list, 266
settings. See Application-dependent
sandbox settings

usage, 203-205

SANS. See System Administration,
Networking, and Security

SASL. See Simple Authentication and
Security Layer

Scan task, addition, 165
ScanMail (Trend Micro), 348, 435
configuration, 421-422
installation, 419-421
offerings, 424
settings, 422-423
usage. See Exchange Server
version 3.5, 419
Scanner. See Antivirus scanner



Scanning, 5. See also Attachments;
Electronic mail; Files; Mail
attachments; Packet; Post Office
Protocol 3; Startup; System

case study. See Content
software, 406
Scheduler (Norton), 165, 167
SCM. See Service Control Manager
Script kiddie, 4
Scripting
languages, 23, 232
safety, 216-217, 220
Secure HTTP (S-HTTP), 139-141
Secure mail, 77-79
Secure Sockets Layer (SSL), 389, 390
encryption, 139
support, 141
usage, 139
SecureCast application, 151
SecureCast Online, 153

Secure Multipurpose Internet Mail
Extension (S/MIME), 54-56, 58,
62, 71

buttons, 102
signatures check box, 337
usage, 72

Securify, 434-435

Security, 21, 91. See also
Attachments; Default settings;
Electronic mail security;
Messaging Application Program
Interface; Network; Sendmail;
Zone security

advisories, 314

analyzer software, 311
applications, 326-327
attachment. See Electronic mail
holes, 196

level setting, 243
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log, 325

model. See ActiveX; Java; JavaScript;
Mobile code; Visual Basic Script

options, 45

patches, 391. See also Service Packs
policy, 327

problems, 10

risk, 197. See also Mobile code

settings, 77-82. See also Default
security setting

application. See Registry
threat, 400

updates, 39-42, 51. See also Outlook
2000

vulnerabilities, 305
zones, 77, 80-81, 85
setting, customization, 48

Security Analyzer. See WebTrends
Security Certificate, 78
Self-Decrypting Archive, 112, 113
Sender

filtering, 403

list, 43

name, 355, 401
Sendmail, 367

alternatives, 377-379

checks, 371

configuration, 380-381

debugging, 11

FAQs, 394-396

format, 377

history, 368-369

information, 374

installation, 380

options, comparison, 379-381

privilege, 372-373

resource protection, 375

risk minimization, 375
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security, 368-381
versions, usage, 373-374
Sensitivity slider, 86
Sent items, 36, 37
Server Message Block (SMB), 5
Servers, 3. See also Bridgehead server;

Dedicated servers; Electronic mail

servers; lllicit servers; Proxy;
World Wide Web

administering. See Internet
Messaging Application Protocol

configuration, 28
optimization, 141
protection, 27-28
service, 300-302

Server-side e-mail content filters/
scanners, deployment, 397

FAQs, 435-436
Service Control Manager (SCM), 313

Service Control Manager (SCM) Named
Pipe Impersonation vulnerability,
313

Service Packs (Microsoft), 296-297,
347-350. See also Exchange
Server 5.5; Update Service Packs

case study, 313-314
hot fixes, 312-314
security patches, 312-314
updates, 312-314
Service Release (SR), 40
Services, 3

disabling, 299-305. See also Red Hat
Linux; Windows 2000 Advanced
Server

patches, 27

providers, 34
Session key, 62, 63
SessionWall, 131

Shimomura, Tsutomu, 196
Shockwave player, 215, 217
Signature, verification, 102
Signing Certificate, 55
Signing key, 99

password, 99

Simple Authentication and Security
Layer (SASL), 390

authentication, 388
Simple Mail Transfer Protocol (SMTP),
5,7, 76, 302-305, 335
e-mail schemes, 124
mail protocols, 379
mail server, 173, 354, 399
port, 131, 236
assignation, 306
protocols, 309
proxy, 430
relay, 431
hosts, 357
servers, 8, 34, 121, 403, 431
service, 324, 327
socket, 375
TCP port, 309
SLK. See Symbolic Link
SMB. See Server Message Block

S/MIME. See Secure Multipurpose
Internet Mail Extension

SMTP. See Simple Mail Transfer
Protocol

Sniffer Basic (Network Associates), 19,
127, 128

Sniffers. See Packet
applications, 131-132
Sniffing, 6, 121
attacks, 19-21, 133
SNMP, 428



Social engineering, 7, 42, 66, 121,
213-214
exploits, 223
Software sites, visiting, 135
Software-based firewalls, 435
Solaris (Sun Microsystems), 320, 369
version 7, 389
Source code, 395
SP3. See Exchange Server 5.5
Spam, 21, 124, 334-341, 369
attacks, 398
blacklists. See Anti-spam blacklists
verification, 207
Spamming, 21
Splash, 183
Spoof attacks, 398
Spynet, 131
SR. See Service Release
SSH, 281, 287
client, 280
SSL. See Secure Sockets Layer
Stack fingerprinting, 326
Stand-alone services, 310-311
Startup, scanning, 165, 167
Stateful packet filtering, 229
Storage appliances, 386
Stunnel, 389, 390
Subject headings, 404
Subkey, 67

Sun Microsystems, 369. See also Java;
Solaris

Support (Microsoft), 41
Survey data, collection, 197
Swatch, 326

SYLK. See Symbolic Link

Symantec, 148, 163, 269. See also
LiveUpdate

Index

Symbolic Link (SLK /7 SYLK), 38
System
administrators, 48, 132, 134
bugs, 6
files, virus scan, 180
placement. See Firewalls
resources, hogging, 206
scanning, 431-435
trusts
advantage taking, 135-136
solutions, 136
vulnerabilities, 319

System Administration, Networking,
and Security (SANS), 374

System Scan, 157
System Wizard Launch Control, 218
System-wide report, 185

SystemWorks (Norton), 24, 163. See
also Norton Systemworks
Integrator

T

Tape archive (Tar), 392
Tar. See Tape archive
Targets, 33-39

Task Scheduler, 165

TCP. See Transmission Control
Protocol

TCPdump. See Transmission Control
Protocol

TCP/IP. See Transmission Control
Protocol/Internet Protocol

Telnet, 5, 239
interactive login utility, 304
services, 304
usage, 305
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Terms of Services (TOS), 144
Third-party add-ons, 351-363
Third-party anti-virus tool, 401
Third-party applications, 23-24
Third-party issues, 41

Third-party providers, 141
Third-party service providers, 434
Third-party software packages, 398
Third-party solution, 430

Threads. See Background threads;
Java

Threats
concepts, 3-7
FAQs, 29-30
understanding, 1
Timeouts, protection, 175
T.J. Watson Research Center, 377
Topology, 5
TOS. See Terms of Services

Transmission Control Protocol (TCP),
18, 232

handshake, 306
port 110, 9

ports, 305, 307, 308. See also Simple

Mail Transfer Protocol
session, 131
TCPdump, 127, 128
Wrapper, 377, 381, 389, 394

Transmission Control
Protocol/Internet Protocol
(TCP/IP), 5, 16, 173, 308

address, 337
filtering, 309
networks, 306
related packets, 24
services, 317
transmissions, 6

Transmission Control Protocol/User
Datagram Protocol (TCP/UDP)

ports, 299, 327

services, 310
Transmissions, encryption, 23
Transport Control Protocol layers, 139

Trend Micro, 148, 183, 190. See also
OfficeScan Corporate Edition;
ScanMail

Trojan horse,
Trojans, 17, 340
attacks, 220
illicit servers, differentiation, 18-19
ports, 279
programs, 262
understanding, 1
viruses, 401
True worms, 17
Trust, 122, 124
model, 205
relationship, 26
Trusted addresses, 246
Trusted user, 375

U

UA. See Universal Access

UDP. See User Datagram Protocol

UIC. See University of Illinois at
Chicago

Uninterruptible Power Supplies (UPS),
360

Universal Access (UA), 42

University of Buffalo, 379

University of Illinois at Chicago (UIC),
378

University of Maryland, 392



University of Washington (UW),
Internet Messaging Application
Protocol (IMAP), 383-385

UNIX, 3, 11, 12
authentication, 388
boxes, 432
facilities, 392
freeware, 70
machines, 331
mail
servers, 392
support, 384
operating system, 381
password file, 388
permissions, 376-377
personal firewall availability, 293
servers, 16, 387
services, 304
shell access, 386
systems, 131, 320, 331, 372, 389
tool, 128

UNIX-to-UNIX Copy Program (UUCP),
369

Update Service Packs, 297, 298

UPS. See Uninterruptible Power
Supplies

User Datagram Protocol (UDP), 18, 232

ports, 305, 308, 309. See also
Transmission Control
Protocol/User Datagram Protocol

User ID, 68, 140

User name, 134

User policy configuration checks, 317
User workstation, 127

Users, 385-386

UUCP. See UNIX-to-UNIX Copy
Program

UUENCODE, 337
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UW. See University of Washington

V

VAX (Digital Equipment), 369

VB. See Visual Basic

VBA. See Visual Basic for Applications

VBS, 290

VBScript. See Visual Basic Script

VDF. See Virus definition file

Venema, Wietse, 377

Verisign, 54-56, 215

VigilEnt Security (PentaSafe) programs,
320

Virtual machine, 203

Virtual private network (VPN), 228,
389, 430

Virus definition file (VDF), 170, 171
Virus inoculate application, 148
Virus pattern (VP), 177

Virus scanner, 90. See also Antivirus
scanner

configuration, 317

Viruses, 15, 148, 151. See also Love
Letter

applications. See Client-side anti-
virus applications

attacks, 341-342, 400, 403
definition files
deployment, 162

updates, 152. See also PC-cillin
2000

files. See PC virus files
payload, 110

protection. See Electronic mail
removal, 183

scans, 182. See also Boot records;
Memory; System files
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self-activation, 341
understanding, 1
updates, 251

Virus-infected attachments, 351

Virus-infected e-mail, 353, 358,
405, 406

VirusScan 4 (NT usage), 159
configuration, 161-163
installation, 155

VirusScan 5 (McAfee), 150-163,
173, 180

availability, 151
configuration, 156-163
installation, 152-156
security, 159-160
VirusScan (McAfee), 73
Central, 154
DAT file, 153
functionalities, 152
links, 163
On-Access Monitor, 155
Scheduler, 154
Virus-scanning operations, 418
Visual Basic, 407-408

Visual Basic for Applications (VBA),
32-34, 37

programs, 39

Visual Basic Script (VBScript), 5, 22,
23, 39, 216, 221-225, 232. See
also Malicious VBScript

addition, 37

code, 192

commands, 399, 401
comparison. See ActiveX
files, interpretation, 38
hacker attack, 223
interpreter, 53
precautions, 224-225

security
boost, 223
model, 222
usage, 133
viruses, 356
weakness points, 222-223
worm, 365
Visual Basic (VB), 22, 34
files, 37-38
VMWare, 320
VP. See Virus pattern
VPN. See Virtual private network
VShield (McAfee), 154, 159

W

Warning/control function, 40

Watson, T.J. See T.J. Watson Research
Center

Weaknesses, 33-39
Web of trust, 64, 68
Webmail (Netscape), 122
WebTrends, 320
Security Analyzer, 320-324
Well-known ports, 306-307
White hat hackers, 4
Windows, port blocking, 308-309
Windows 9x, 159
Windows 95, 38
Windows 98, 238, 432
Windows 98 Special Edition (SE), 154
Windows 2000, 38
Windows 2000 Advanced Server, 296
FAQs, 331-332
logging, 325-326
maintenance issues, 311-327
securing, 295



services, disabling, 299-302
Windows 2000 Professional, 151

Windows 2000 Server Resource Kit,
317

Windows Explorer, 256, 257
Windows LAN file server, 300
Windows networks, 300
Windows NT, 38, 214, 339, 361, 425
account name, 34
boxes, 432
Windows Scripting Host (WSH), 34, 37
availability, 38
disabling, 53

Windows Vulnerability Scanner,
317-320

Word
document, 25, 340
Macro Security, 60
security levels, 42
Word 2000, 39
Workgroup, 241
World Wide Web (WWW 7/ Web)
browser, 80, 139, 232, 306, 320, 324
browsing access, 201
e-mail server, 128
filtering. See Parental web filtering

pages, 120, 213, 222, 240, 306. See
also Malicious Web pages

content, 215

sending, 200
servers, 5, 18, 26, 28
session, 254

sites, 48, 356, 402, 430. See also
Malicious web site

connection, 306
usage policy, 402
Web History log, 279
Web-based application, 356
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Web-based commerce, 2

World Wide Web (WWW / Web), Web-
based e-mail, 120, 214

account, 211

attacks, 213

PGP, usage, 141

popularity, reasons, 133

servers, 12, 124, 125
attractiveness, 121-122

services, 205, 212
choices, 121-122

World Wide Web (WWW 7/ Web) Web-
based mail

accounts
case study, 128-130
weaknesses, 124-128
convenience, cost, 122-139
issues, 119
FAQs, 144-145
introduction, 120-122
services, 138
solutions, 139-143
Worm-based attacks, 29

Worms, 15-17, 340. See also
BubbleBoy; Electronic mail;
Hybrid worms; Life Stages; Love
Letter; Melissa; Protocol; Robert
Morris Internet worm; True
worms; Visual Basic Script

types, 16-17
understanding, 1
WSH. See Windows Scripting Host

Y

Yahoo!, 121, 122, 127, 431
attacking, 136
Mail, 127, 211
mail account, 120
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Z

Zeroknowledge, 142, 143

Zip files, 52, 159

Zone security, 39, 60

Zone settings, 40, 46-48
customization. See Security

ZoneAlarm 2.1, 283-291
configuration, 287-291
e-mail, 291
installation, 284-286



The Global Knowledge Advantage

Global Knowledge has a global delivery system for its products and ser-
vices. The company has 28 subsidiaries, and offers its programs through a
total of 60+ locations. No other vendor can provide consistent services
across a geographic area this large. Global Knowledge is the largest inde-
pendent information technology education provider, offering programs on a
variety of platforms. This enables our multi-platform and multi-national
customers to obtain all of their programs from a single vendor. The com-
pany has developed the unique CompetusTM Framework software tool and
methodology which can quickly reconfigure courseware to the proficiency
level of a student on an interactive basis. Combined with self-paced and
on-line programs, this technology can reduce the time required for training
by prescribing content in only the deficient skills areas. The company has
fully automated every aspect of the education process, from registration
and follow-up, to "just-in-time" production of courseware. Global
Knowledge through its Enterprise Services Consultancy, can customize
programs and products to suit the needs of an individual customer.

Global Knowledge Classroom Education Programs

The backbone of our delivery options is classroom-based education. Our
modern, well-equipped facilities staffed with the finest instructors offer
programs in a wide variety of information technology topics, many of which
lead to professional certifications.

Custom Learning Solutions

This delivery option has been created for companies and governments that
value customized learning solutions. For them, our consultancy-based
approach of developing targeted education solutions is most effective at
helping them meet specific objectives.

Self-Paced and Multimedia Products

This delivery option offers self-paced program titles in interactive CD-ROM,
videotape and audio tape programs. In addition, we offer custom develop-
ment of interactive multimedia courseware to customers and partners. Call
us at 1-888-427-4228.

Electronic Delivery of Training

Our network-based training service delivers efficient competency-based,
interactive training via the World Wide Web and organizational intranets.
This leading-edge delivery option provides a custom learning path and
"just-in-time" training for maximum convenience to students.



Global Knowledge Courses Available

Microsoft
= Windows 2000 Deployment Strategies
= Introduction to Directory Services
= Windows 2000 Client Administration
= Windows 2000 Server
= Windows 2000 Update
= MCSE Bootcamp
= Microsoft Networking Essentials
= Windows NT 4.0 Workstation
» Windows NT 4.0 Server
= Windows NT Troubleshooting
= Windows NT 4.0 Security
= Windows 2000 Security
= Introduction to Microsoft Web Tools

Management Skills
= Project Management for IT Professionals
= Microsoft Project Workshop
= Management Skills for IT Professionals

Network Fundamentals
= Understanding Computer Networks
= Telecommunications Fundamentals |
= Telecommunications Fundamentals Il

= Understanding Networking Fundamentals

= Upgrading and Repairing PCs
= DOS/Windows A+ Preparation
= Network Cabling Systems

WAN Networking and Telephony
= Building Broadband Networks
= Frame Relay Internetworking
= Converging Voice and Data Networks
= Introduction to Voice Over IP
= Understanding Digital Subscriber Line
(xDSL)

Internetworking
= ATM Essentials
= ATM Internetworking
= ATM Troubleshooting
= Understanding Networking Protocols
= Internetworking Routers and Switches
= Network Troubleshooting
= Internetworking with TCP/IP
= Troubleshooting TCP/IP Networks
= Network Management
= Network Security Administration
= Virtual Private Networks
= Storage Area Networks
= Cisco OSPF Design and Configuration
= Cisco Border Gateway Protocol (BGP)
Configuration

Web Site Management and Development

Advanced Web Site Design
Introduction to XML

Building a Web Site

Introduction to JavaScript

Web Development Fundamentals
Introduction to Web Databases

PERL, UNIX, and Linux

PERL Scripting

PERL with CGI for the Web

UNIX Level |

UNIX Level Il

Introduction to Linux for New Users
Linux Installation, Configuration, and
Maintenance

Authorized Vendor Training
Red Hat

Introduction to Red Hat Linux

Red Hat Linux Systems Administration
Red Hat Linux Network and Security
Administration

RHCE Rapid Track Certification

Cisco Systems

Interconnecting Cisco Network Devices
Advanced Cisco Router Configuration
Installation and Maintenance of Cisco
Routers

Cisco Internetwork Troubleshooting
Designing Cisco Networks

Cisco Internetwork Design

Configuring Cisco Catalyst Switches
Cisco Campus ATM Solutions

Cisco Voice Over Frame Relay, ATM, and IP
Configuring for Selsius IP Phones
Building Cisco Remote Access Networks
Managing Cisco Network Security

Cisco Enterprise Management Solutions

Nortel Networks

Nortel Networks Accelerated Router
Configuration

Nortel Networks Advanced IP Routing
Nortel Networks WAN Protocols

Nortel Networks Frame Switching
Nortel Networks Accelar 1000
Comprehensive Configuration

Nortel Networks Centillion Switching
Network Management with Optivity for
Windows

Oracle Training

Introduction to Oracle8 and PL/SQL
Oracle8 Database Administration



Custom Corporate Network Training

Train on Cutting Edge Technology

We can bring the best in skill-based training to your facility to create a real-world
hands-on training experience. Global Knowledge has invested millions of dollars in
network hardware and software to train our students on the same equipment they
will work with on the job. Our relationships with vendors allow us to incorporate
the latest equipment and platforms into your on-site labs.

Maximize Your Training Budget

Global Knowledge provides experienced instructors, comprehensive course mate-
rials, and all the networking equipment needed to deliver high quality training.
You provide the students; we provide the knowledge.

Avoid Travel Expenses
On-site courses allow you to schedule technical training at your convenience,
saving time, expense, and the opportunity cost of travel away from the workplace.

Discuss Confidential Topics

Private on-site training permits the open discussion of sensitive issues such as
security, access, and network design. We can work with your existing network’s
proprietary files while demonstrating the latest technologies.

Customize Course Content

Global Knowledge can tailor your courses to include the technologies and the
topics which have the greatest impact on your business. We can complement your
internal training efforts or provide a total solution to your training needs.

Corporate Pass

The Corporate Pass Discount Program rewards our best network training cus-
tomers with preferred pricing on public courses, discounts on multimedia training
packages, and an array of career planning services.

Global Knowledge Training Lifecycle
Supporting the Dynamic and Specialized Training Requirements of Information
Technology Professionals

Define Profile
Assess Skills
Design Training
Deliver Training
Test Knowledge
Update Profile
Use New Skills



Global Knowledge

Global Knowledge programs are developed and presented by industry profes-
sionals with "real-world" experience. Designed to help professionals meet today’s
interconnectivity and interoperability challenges, most of our programs feature
hands-on labs that incorporate state-of-the-art communication components and
equipment.

ON-SITE TEAM TRAINING

Bring Global Knowledge's powerful training programs to your company. At Global
Knowledge, we will custom design courses to meet your specific network require-
ments. Call (919)-461-8686 for more information.

YOUR GUARANTEE

Global Knowledge believes its courses offer the best possible training in this field.
If during the first day you are not satisfied and wish to withdraw from the course,
simply notify the instructor, return all course materials and receive a 100%
refund.

REGISTRATION INFORMATION
In the US:

call: (888) 762-4442

fax: (919) 469-7070

visit our website:
www.globalknowledge.com



Get More at access.globalknowledge

The premier online information source for
IT professionals

You've gained access to a Global Knowledge information portal designed to

inform, educate and update visitors on issues regarding IT and IT educa-
tion.

Get what you want when you want it at the
access.globalknowledge site:

Choose personalized technology articles related to your interests.
Access a new article, review, or tutorial regularly throughout the
week customized to what you want to see.

Keep learning in between Global courses by taking advantage of chat
sessions with other users or instructors. Get the tips, tricks and
advice that you need today!

Make your point in the Access.Globalknowledge community with
threaded discussion groups related to technologies and certification.

Get instant course information at your fingertips. Customized course

calendars showing you the courses you want when and where you
want them.

Get the resources you need with online tools, trivia, skills assess-
ment and more!

All this and more is available now on the web at
access.globalknowledge. VISIT TODAY!

CCessS

global knowledge

http://access.globalknowledge.com



SYNGRESS SOLUTIONS. ..

Systems and software packagé! )@hnected to the Internet at
d packages were not
designed with security in mind. i Is need to keep their sys-
tems secure: this book shows them'k ke a meaningful security
assessment of their own systems, by helpif em to think like a
hacker. Using forensics-based analysis, t bok gives the reader cru-
cial insights into security, classes of attack, d#ifing, decrypting, session
hijacking, client and server holes, and choosing secure systems.

ISBN: 1-928994-15-6

Price: $49.95 4

MISSION CRITICAL! INTERNET SECURITY
This essential reference focuses on security at the protocol layer, specifi
on Internet Protocol (IP), the protocol that is the standard for )

ity, Lucent and Cisco hardware, and firewall architecture.
1-928994-20-2
.95

MISSION CRITICAL! WINDOWS 2000 E-MAIL CONFIGURATION
PC users, both at home and business, will i@ this book valuable for its cov-
erage of all the popular e-mail clients, such:@s Outlook and Outlook Express.
In addition, System and E-mail Administrators will find the coverage of large
system E-mail provid uch as Exchafige, indispensable. The book discusses
installation and management, of all th e-mail programs, as well as

e e-mail issues, \\ -based e-ma il security, and implementation
nail within mul

s&syngress.com)

j SYNGRESS®



http://www.syngress.com/catalog/sg_main.cfm?pid=1092
http://www.syngress.com/catalog/sg_main.cfm?pid=1161
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