Memory Management Hardware, and its Support for Operating Systems

Bruce Jacob and T revor Mudge Advanced Computer Architecture Lab EECS Department, University of Michigan {blj,tnm}@eecs.umich.edu

Abstract. This survey compares and contrasts the memory management designs of six commercial microarchitectures in the context of today’s operating system requirements, which include such features as multiple processes with address space protection, shared memory, large virtual address spaces, and fine-grained protection.

Keywords: virtual memory, memory management units, translation lookaside buffers, address spaces, hardware support for operating system functions

WORK-IN-PROGRESS

March 20, 1997 5:26 pm

PART ONE: A Virtual Memory Primer

Virtual memory supports the execution of pr ocesses only partially r esident in memory; this allows operating systems to manage the physical memory ef fectively. In a virtual memory system, only the most-often used portions of a pr ocess’s addr ess space actually occupy physical memory; the r est of the addr ess space is stored on disk until needed. Most pr ocessors support virtual memory thr ough a har dwar e memory management unit (MMU) that translates virtual addr esses to physical addr esses.

The fundamentals of virtual memory ar e straightforwar d. Every pr ocess generates addr esses for loads and stor es as if it has the entir e machine to itself—as if the computer of fers an extr emely lar ge amount of memory . The operating system and har dwar e support this illusion by translating these virtual addr esses to physical ones on the f ly, as depicted in Fig. 1. Addr esses ar e mapped at the granularity of pages; if any data in a virtual page ar e in physical memory , then all the data ar e. At its simplest, virtual memory is then a mapping of virtual page numbers (VPNs) to page frame numbers (PFNs). “Frame” in this context means “slot” — physical memory is divided into frames that hold pages. The mapping is a function; any virtual page can have only one location. However the inverse map is not necessarily a function; it is possible and sometimes advantageous to have several virtual pages mapped to the same page frame (to shar e memory between pr ocesses or thr eads, or to allow dif ferent views of data with dif ferent pr otections, for example). This is depicted in Fig. 1 by mapping two virtual pages (0x00002 and 0xFFFFC) to page frame number 12.

. . .

VIRTUAL SPACE Divided into uniformvirtual pages, each identified by itsvirtual page number.

PHYSICAL MEMORY Divided into uniform page frames, each identified by its page frame number.

Figure 1. Mapping virtual pages into ph ysical pa ge frames.

0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16

0x00000

0x00001

0x00002

0x00003

0x00004

0x00005

0x00006

0x00007

0x00008

0x00009

0x0000a

0xFFFFB

0xFFFFC

0xFFFFD

0xFFFFE

0xFFFFF

One page

When the wor d page is used as a verb, it means to map a region o f memory—to allocate mapping information that sets up a corr espondence between a set of VPNs and PFNs, allowing the operating system to move the r egion b etween physical memory and disk depending on its usage pattern . The operating system moves r egions in and out of memory at the granularity of pages. W hen a particular page h as not been used recently it is stor ed to disk ( paged-out) and the space is fr eed up for mor e active pages. Pages that have been migrated to disk ar e returned to memory ( paged-in) once they ar e needed again.

Har dwar e architectur es often divide the virtual addr ess space into mapped and unmapped regions; the operating system translates virtual addr esses in mapped r egions but not those in unmapped r egions. The hardwar e treats an unmapped virtual addr ess as an absolute physical addr ess—except for the top few bits which might be clear ed to zer o (the physical addr ess is often smaller than the virtual addr ess). Unfortunately the terms mapped and unmapped serve dual-purpose; they also indicate whether a virtual page in a mapped r egion curr ently has a valid mapping. In this context, a mapped virtual page is one for which the operating system curr ently maintains information on its location in memory or on disk; an unmapped page is either not allocated yet, or it has been de-allocated and its mapping information discar ded.

Mapping information is or ganized into page tables, which ar e collections of page table entries (PTEs). There is one PTE for every mapped virtual page; an individual PTE indicates whether its virtual page is in memory, on disk, or not allocated yet. The logical PTE ther efore contains the VPN and either the page’s location in memory (a PFN), or its location on disk (a disk block number). Depending on the or ganization, some of this information is r edundant; actual implementations do not necessarily r equir e both the VPN and the PFN. Later developments in virtual memory added such things as page-level pr otections. A modern PTE usually contains pr otection information as well, such as whether the page contains executable code, whether it can be modified, and if so by whom. Fig. 2 illustrates.

To speed translation, most har dwar e systems pr ovide a cache for PTEs, called a translation lookaside buffer (TLB); the TLB must contain the appr opriate PTE for a load or stor e to complete successfully . Otherwise, the system takes a TLB miss to sear ch the page table for the appr opriate entry and place it into the TLB. If the mapping is not found in the page table, or if the mapping is found but it indicates that the desir ed page is

Page Frame Number

Virtual Page Number

Page Owner (ASID)

Valid Bit

Figure 2. A logical Page Table Entry.

Disk Block Number

Protection Bits (read-write, read-only, etc)

not in memory but on disk, the system takes another exception to copy the page back into memory . This is known as a page fault. In this discussion we will r efer to the virtual addr ess causing a TLB miss as the faulting addr ess, though this is not meant to imply that all TLB misses r esult in page faults. The page table is walked for every TLB miss, but not every TLB miss indicates a page fault.

When a TLB miss occurs, it is necessary to look up the appr opriate PTE to f ind wher e the page r esides. This lookup can be simplif ied if PTEs ar e organized contiguously , so that a VPN or PFN can be used as an offset to find the appr opriate PTE . This leads to two primary types of page table or ganization: the forwardmapped or hierarchical page table, indexed by the VPN; and the inverse-mapped or inverted page table, indexed by the PFN. Each design has its str engths and weaknesses. The hierar chical table supports a simple lookup algorithm and simple sharing mechanisms, but can r equir e a signif icant fraction of physical memory . The inverted table supports ef ficient har dwar e table-walking mechanisms but inhibits sharing by not allowing the mappings for multiple virtual pages to exist in the table simultaneously if those pages map to the same page frame.

Hierarchical Page Tables

The classical hierar chical page table, depicted in Fig. 3, comes fr om the self-similar idea that a lar ge space can be mapped by a smaller space, which can in turn be mapped by an even smaller space. If we assume 32- bit addr esses and 4KB pages, the 4GB addr ess space is comprised of 1,048,576 (2^{20}) pages. If each of these pages is mapped by a 4-byte PTE, we can or ganize the PTEs into a 4MB linear str uctur e. This is rather lar ge, and s ince it is likely that not all the user ’s pages will be mapped (much of the 4GB virtual addr ess space might never be touched), why wire down^1 the entir e 4MB array of PTEs if most will be empty? Why not map the page table itself—place the array into virtual space and allow it to be paged just like “normal” virtual

1. To “wir e down” a r egion of virtual memory is to r eserve space for it in physical memory and not allow it to be paged to disk. Thus, the space cannot be used for any other purpose.

4KB Root Page Table

4MB User Page Table

4GB User Address Space

. . .

. . .

Figure 3. Classical tw o-level hierarchical page table.

Structure typically wired down in physical memory while process is running Structure generally kept in virtual space to allow it to be paged; usually kept in kernel’s mapped area

A page

A PTE page

memory? A 4MB linear str uctur e occupies 1024 (2^{10}) pages, which can be mapped by 1024 PTEs. Or ganized into a linear array , they occupy 4KB—a r easonable amount of memory to wir e down for a r unning pr ocess.

There are two access methods for the hierar chical page table: top-down or bottom-up. A top-down traversal uses physical addr esses to r eference the PTEs in the table, while a bottom-up traversal uses virtual addr esses.

Top-Down Traversal

Fig. 4 shows how t he classical hierar chical page table can be accessed in a t op-down fashion. Many of the early h ierar chical page tables wer e traversed this way , so the term forward-mapped page table is often used to mean a hierar chical page table accessed top-down. A virtual addr ess is br oken into thr ee fields. The bottom 12 bits together identify a byte within a 4KB page. If a PTE is four bytes long then a 4KB page can contain 1024 PTEs. The next ten bits of the virtual addr ess together identify a PTE within a page of PTEs; this PTE maps the data page. The top ten bits of the virtual addr ess identify a PTE within the r oot page table that maps the PTE page.

A lookup pr oceeds as follows. First, the top ten bits index the 1024-entry r oot page table, whose base addr ess is typically stor ed in a har dwar e register . The referenced PTE gives the physical addr ess of a 4KB PTE page. The next ten bits of the virtual addr ess index this str uctur e. The indicated PTE gives the PFN of the 4KB virtual page r eferenced by the faulting virtual addr ess. The bottom 12 bits of the virtual addr ess index the physical page to access the desir ed byte.

The mapping information, if in the table, will be found by the end of the pr ocess. Due to its simplicity , this algorithm is often used in har dwar e table-walking schemes such as in IA, the Intel Ar chitectur e (Intel’s name for the x86 ar chitectur e). If at the end of the algorithm the har dwar e does not have the PTE, it raises a page fault exception, indicating that the r equested page is not in physical memory . At this point, the operat-

4KB PHYSICAL PAGE (Contains 4096 bytes)

4KB PTE PAGE (Contains 1024 PTEs)

ROOT PAGE TABLE (Contains 1024 PTEs)

10 bits 10 bits 12 bits

Faulting virtual address

Index

Index

Base address

Base address

Index

Figure 4. Top-down access method f or hierar chical page table. PTE

Base address (stored in a register)

ing system must r etrieve the page fr om disk and place the mapping into the page table (and possibly the TLB) before processing can continue .

Bottom-Up Traversal

The top-down access method r equir es thr ee memory r eferences to satisfy one memory r equest—two to translate the virtual addr ess and one to load the data. Alternatively , one can use a bottom-up traversal and often incur but a single memory access to translate the virtual addr ess. The top 20 bits of the virtual addr ess are a virtual offset into the 4MB user page table, which is continuous in virtual space. Referring to Fig. 3, we see that the VPN indexes the 4MB user page table. If this virtual addr ess causes a TLB miss, the operating system then sear ches the 4KB r oot page table for the appr opriate r oot PTE. The top ten bits of the virtual addr ess index this r oot PTE within the r oot table.

Fig. 5 depicts the algorithm. In step 1, the top twenty bits of a faulting virtual addr ess ar e concatenated with the virtual of fset of the user page table. The bottom bits of the addr ess ar e zero, as a PTE is several bytes long. Since the user page table is a linear array of PTEs that mirr ors the user ’s linear array of virtual pages, the VPN of the faulting addr ess is equal to the index of the PTE within the page table, ther efore the virtual addr ess points to the mapping PTE. If this r eference succeeds, the PTE is loaded to translate the original faulting virtual addr ess.

However , this virtual addr ess may cause a n overlapping T LB miss. In step 2, the operating system generates a second addr ess when the virtual PTE access fails. The mapping PTE is an entry in the r oot page table, and the index is the top 10 bits of the VPN, just as in the top-down method. These ten bits ar e concatenated with the base addr ess of the r oot page table to form a physical addr ess for the appr opriate PTE. This PTE is loaded to obtain the physical addr ess of the user PTE (the PTE that the virtual addr ess in step 1 failed to load). Once this PTE is loaded, the user data can be loaded.

Page Offset (12)

Virtual Page Number (20)

Virtual Page Number (20)

Base of User Page Table (10) 1

2 Top 10 Bits of VPN (10)

Base Address of the Root Page Table

Faulting virtual address:

Figure 5. Bottom-up access method f or hierar chical page table.

Virtual address of PTE within User Page Table:

Physical address of PTE within Root Page Table:

Though the bottom-up scheme can get complicated, usually the first virtual r eference succeeds and only two memory r eferences ar e requir ed to complete a user -level load: one to obtain the PTE, one to obtain the user data.

Inverted Page Tables

The classical inverted page table, pictur ed in Fig. 6, has several advantages over the hierar chical table. Instead of one entry for every virtual page belonging to a pr ocess, it contains one entry for every physical page in main memory . Thus, rather than scaling with the size of the virtual space, it scales with the size of physical memory . This is a distinct advantage over the hierar chical table when one is concerned with 64-bit addr ess spaces. Depending on the implementation, it can also have a lower average number of memory r eferences to service a TLB miss than a typical hierar chical page table. Its compact size (ther e are usually no unused entries wasting space), makes it a good candidate for a har dwar e-managed mechanism that r equir es the table to be wir ed down in memory .

The str uctur e is said to be inverted because the index of the PTE in the page table is the PFN, not the VPN. However , one typically uses the page table to find the PFN for a given VPN, so the PFN is not r eadily available. Ther efore a hashing scheme is used; to locate a PTE the VPN is hashed to index the table. Since dif ferent VPNs might pr oduce identical hash values, a collision-chain mechanism is used to allow dif ferent virtual mappings to exist in the table simultaneously . When a collision occurs a dif ferent slot in the table is chosen, and the new entry is added to the end of the chain; thus it is possible to chase a long list of pointers while servicing a single TLB miss. Collision chains in hash tables ar e well-r esear ched; to keep the average

Virtual Page Number

HASH FUNCTION

Index into the Hash Anchor Table

HASH ANCHOR TABLE Contains one entry for every possible hash value.

Physical memory

Inverted page table and hash anchor table structures

INVERTED PAGE TABLE Contains 1 PTE for every physical page, therefore maps all physical memory.

Figure 6. Classical in verted pa ge table structure .

PTE

chain length short one can incr ease the size of the hash table. However , by changing the inverted page table’s size, one loses the ability to index the table by the PFN. Ther efore a level of indir ection is used; the hash anchor table (HAT), another in-memory str uctur e, points to the chain head for every hash value. Every doubling of the HA T size reduces the average chain length by half, so the HA T is generally several times larger than the inverted page table.

The inverted table has a simple access method, appr opriate for use in a har dwar e-managed mechanism. The mapping, if in the table, will be found by the end of the algorithm. Fig. 7 illustrates. In step 1, the faulting VPN is hashed, indexing the HA T. The corr esponding entry is loaded and points to the chain head for that hash value. In step 2, the indicated PTE is loaded, and its VPN is compar ed with the faulting VPN. If the two match the algorithm terminates, and the mapping, comprised of a VPN (that of the faulting addr ess and the PTE) and a PFN (the PTE’s index in the inverted page table), is placed into the TLB (step 3a). Otherwise, the PTE r eferences the next entry in the chain (step 3b), or indicates that it is the last in the chain. If possible, the next entry is loaded and compar ed. If the last entry fails to match, the algorithm terminates unsuccessfully and causes a page fault.

The Translation Lookaside Buff er

Most ar chitectur es pr ovide a TLB to support memory management; the TLB is a special-purpose cache that holds only virtual-physical mappings. When a pr ocess attempts to load fr om or stor e to a virtual addr ess, the har dwar e sear ches the TLB for the virtual addr ess’smapping. If the mapping exists in the TLB, the har dwar e can translate the r eference to a physical addr ess without the aid of the page table. If the mapping does not exist in the TLB, the pr ocess cannot continue until the corr ect mapping information is loaded into the TLB. The loading can be performed by the operating system or by the har dwar e dir ectly; a system is said to

Page Offset

Virtual Page Number

HAT Index

Base address of HAT 1

2

Faulting virtual address

HASH

IPT Index

Base address of IPT

IPT Index Flags

HAT Entry

Physical address of HAT Entry

Physical address of Page Table Entry

Index of Next PTE

Virtual Page Number

Page Table Entry

Flags

Virtual Page Number IPT Index

Loaded into TLB 3a

1

Flags

Figure 7. Lookup algorithm f or inverted pa ge table.

3b have a software-managed TLB if the OS is r esponsible for the loading, or a hardware-managed TLB if the har dwar e is responsible.

The performance dif ference between the two is due to the page table lookup and the method of operation. In a har dwar e-managed TLB design a har dwar e state machine walks the page table; there is no interaction with the instr uction cache. By contrast, the softwar e-managed design uses the general interr upt mechanism to invoke a softwar e TLB miss-handler—a primitive in the operating system usually 10-100 instr uctions long. If this miss-handler is not in the instr uction cache at the time of the TLB miss exception, the time to handle the miss can be much longer than in the har dwar e-walked scheme. In addition, the use of the general-purpose interr upt mechanism adds a number of cycles to the cost by draining the pipeline and flushing a possibly lar ge number of instr uctions fr om the r eorder buf fer; this can add up to something on the or der of 100 cycles. However , the softwar e-managed TLB design allows the operating system to choose any or ganization for the page table, while the har dwar e-managed scheme def ines an or ganization for the operating system. If TLB misses ar e infrequent, the flexibility af forded by the softwar e-managed scheme can outweigh the potentially higher per -miss cost of the design.

Page Table Perspective

The first hierar chical tables wer e accessed top-down. The most common complaints against this design wer e that it was time-inef ficient for supporting lar ge addr ess spaces and space-inef ficient for supporting sparse addr ess spaces. The hierar chical table is said to waste time because it requir es more than two tiers to cover a large (e.g. 64-bit) addr ess space , and for every tier in the page table the lookup scheme r equir es one memory reference to locate the P TE. The hierar chical table is said to waste memory b ecause space in the table is allocated an entir e page at a time. A pr ocess addr ess space with a single page in it will r equir e one full PTE page at the level of the user page table. If the pr ocess adds to its addr ess space more pages that ar e contiguous with the f irst page, they can also be mapped by the single PTE page , since the PTEs that map them will be contiguous with the first PTE and will likely fit within the initial PTE page . If instead the pr ocess adds to its addr ess space a nother page that is distant fr om the f irst page, a second PTE page will be added to the user page table, doubling the amount of memory r equir ed to map the addr ess space. Clearly , if the addr ess space is very sparsely populated (e.g. an addr ess space composed of many individual virtual pages spaced far apart), most of the entries in a given PTE page will be invalid but will consume memory nonetheless, and the or ganization can degrade to using as many PTE pages as ther e are mapped virtual pages.

The inverted table was developed to addr ess these pr oblems; no matter how sparsely populated the addr ess space, memory is not wasted because space in the table is allocated one PTE at a time. Since the size of the table is pr oportional to the number of physical pages available in the system, a lar ge virtual addr ess does not af fect the number of entries in the table. The inverted or ganization does have a few drawbacks. Since the table only contains entries for virtual pages actively occupying physical memory , one needs an alternate str uctur e to locate pages on disk once they ar e needed again. Depending on the choice of or ganization, this backup page table can potentially pr event a system fr om obtaining the space-saving benef it the inverted or ganization of fers. Also, since the inverted table can only hold one entry for each page frame in the system, the classical inverted table cannot simultaneously hold mappings for virtual pages mapped to the same physical location. This is pictur ed in Fig. 8. If virtual page 1 in pr ocess A’s address space and virtual page 3 in pr ocess B’s addr ess space ar e mapped to the same page frame, ther eby allowing A and B to shar e memory , both mappings cannot r eside in the table at the same time. Thus, if the pr ocesses ar e using the memory for communication, the operating system could potentially service two page faults for every message exchange.

It must also be pointed out that the bottom-up variant of the hierar chical table, f irst commer cially appearing on the MIPS pr ocessor, does not have the same pr oblems that hamper the top-down variant. Despite the fact that it r equir es mor e than two tiers to map a 64-bit addr ess space, the scheme is not usually time-inef ficient since the PTEs needed for mapping will likely be found in the cache, r equiring but a single memory lookup to find the mapping information. The claim that a hierar chical page table wastes space for a sparsely populated addr ess space is still valid.

. . .

Figure 8. Inverted pa ge table and shared memor y.

1

4 3 2

4 3 2

1

Process A address space

Process B address space

Physical memory: Page Frames 0..N

Inverted page table: PTEs 0..N

PART TWO: Memory Management Hardware, and its Support for Operating Systems

The virtual memory interface is def ined dif ferently for every micr oarchitectur e. More often than not, the operating system r unning on a micr oprocessor was not initially designed for that particular har dwar e interface. Sometimes ther e is a substantial performance penalty to be paid, sometimes not. Generally , hardwar e is designed with little r egard to the system softwar e that will contr ol it. Generally , operating systems outlast the har dwar e design they wer e designed and built on. Har dwar e Abstraction Layers exacerbate the pr oblem by hiding har dwar e particulars fr om most of the operating system, allowing system designers to write an operating system for no har dwar e in particular . Though it makes the job of writing an operating system easier, this mismatch between operating system and micr oarchitectur e has been shown many times over to cause signif icant performance pr oblems [12]. Often, simple r eorganizations of the system softwar e that ar e intended to better take advantage of har dwar e featur es result in or der-of-magnitude speedups [1 1]. Thus an operating system that is not tuned to the har dwar e on which it operates is not likely to demonstrate excellent performance.

This is a survey of har dwar e interfaces existent for operating systems. The memory management systems of several pr ocessors ar e described in terms of today’s softwar e requir ements. W e have chosen curr ent examples within the most visible commer cial architectur e families: MIPS R10000, Alpha 21 164, PowerPC 604, PA-8000, UltraSP ARC, and Pentium.

Operating System Requirements

There is a cor e set of functional mechanisms associated with memory management that computer users have come to expect. These ar e found in nearly every modern micr oarchitectur e and operating system and include the following:

Address Space Pr otection. User-level applications should not have dir ect access to the data of other applications or the operating system. A common har dwar e assist uses address space identifiers (ASIDs), which extend virtual addr esses and distinguish them fr om those generated by dif ferent pr ocesses. Alternatively , protection can be pr ovided by softwar e means [17].

Shared Memor y. Shared memory allows multiple pr ocesses to r eference the same physical data through (potentially) dif ferent virtual addr esses. When multiple instances of a pr ogram r un, sharing the pr ogram code r educes physical memory r equir ements. When pr ocesses ar e communicating, shar ed memory avoids the data copying of traditional message-passing mechanisms. Since page-size copies ar e typically an or der of magnitude slower than system calls, zer o-copy shar ed-memory schemes ar e possible, in which the operating system unmaps pages fr om the sender ’s address space and r e-maps them into the r eceiver ’s address space [16]. Shar ed memory acts in opposition to most addr ess space pr otection schemes. If every page is tagged with a single identifier and every pr ocess is tagged with a single identifier , the only way to allow mor e than one pr ocess to access a given page is to circumvent the pr otection mechanism. This is often done by explicitly duplicating mapping information acr oss page tables, or by marking a shar ed page as globally visible and f lushing its mapping whenever a pr ocess r uns that should not have access to the page.

Large Address Spaces. Virtual addr ess spaces continue to gr ow and the industry is moving towar d 64-bit machines. However , a large addr ess space is not the same thing as a lar ge addr ess; large addr esses ar e simply one way to implement lar ge addr ess spaces. Another is to pr ovide each pr ocess a window into a lar ger global virtual addr ess space, the appr oach used by the P A-RISC and PowerPC architectur es [8, 13]. Her e, an application generates addr esses that ar e mapped by the har dwar e onto a larger virtual space—for example: the PowerPC supports a 32-bit window onto a 52-bit space, the P A- RISC 2.0 supports a 64-bit window onto a 96-bit space. The application has access to the lar ger space, but can only access a fixed amount at a time.

Fine-Grained Pr otection. Fine-grained pr otection marks objects as read-only, read-write, execute-only, etc.

The granularity is usually a page, though a lar ger or smaller granularity is sometimes desirable. Many systems have used pr otection to implement various memory-system support functions, fr om copyon-write to garbage collection to distributed shar ed virtual memory [1]. Pr otection is implemented by setting bits in the page table entry , which corr espond to bits in the TLB entry . If a pr ocess attempts to use a page incorr ectly (e.g. write to a page marked read-only), the har dwar e raises an exception.

Sparse Address Spaces. Dynamically loaded shar ed libraries and multithr eaded pr ocesses ar e becoming commonplace, but these designs r equir e support for sparse addr ess spaces. This simply means that holes ar e left in the addr ess space between dif ferent objects to leave r oom for dynamic growth. In contrast, 4.3BSD Unix [10] had an addr ess space composed of two continuous r egions, depicted in Fig. 9. This design allowed the user page tables to occupy as little space as possible. Saving space was important, given that the original BSD virtual memory implementation did not allow

Figure 9. Sparse ad dress spaces. The top address space is that of a traditional 4.3BSD process, with contiguous text, data, and heap segments and a contin uous stack segment. The bottom address space contains moder n features like dynamically loaded libraries and multiple threads of control, which leave holes within the address space, and thus would leave holes within a linear page table. A wired-down linear page table (as in 4.3BSD) would not be practical.

Text Data Heap Stack

DLL1 DLL2 Thread1 DLL3

Thread2

Text Data Heap Stack

page tables to be paged. The numer ous holes in a sparse addr ess space leave numer ous holes within a page table mapping that space; thus the wir ed-down, linearly-indexed page table of 4.3BSD would not be practical, as it would r equir e 4MB of physical memory to map a 32-bit addr ess space r egardless of how much or little of the virtual space is actually used.

Superpa ges. Reflecting a tr end towar d lar ger data sets, many objects can be found that need to be mapped for virtual access and yet ar e larger than a single virtual page. These include commonly used structur es such as lar ge arrays, memory-mapped f iles, and buf fers holding graphical images (or portions ther eof) for pr ocessing. The numer ous PTEs r equir ed to map these str uctur es flood the TLB and crowd out other entries. Systems have addr essed this pr oblem by supporting “blocks” or “superpages” that ar e multiples of the har dwar e page size mapped by a single entry in either the TLB or a specialized Block TLB. For example, the Pentium and the MIPS R4000 allow mappings for 4MB pages to reside in the TLB alongside normal mappings, and the PowerPC and P A-RISC 1.0 define Block TLBs which ar e accessed in parallel with the normal TLB. Studies have shown that lar ge performance gains ar e made when the number of TLB entries to cover the curr ent working set is r educed thr ough the support of superpages [15].

In the following sections we describe examples of commer cial memory-management designs and summarize each with their support for these r equir ements.

(INSER T SIDEBAR: T able 2—comparison of designs)

MIPS [4, 9]

MIPS (Fig. 10) defines one of the simplest memory-management ar chitectur es among commer cial micr oprocessors. The only r estriction on the operating system is the format of the TLB entry . The operating system handles TLB misses entir ely in softwar e; the TLB is filled by softwar e, and the TLB r eplacement policy is up to the operating system.

The TLB has 64 fully associative entries, partitioned between wired and random entries. The R2000/R3000 has eight wir ed entries, and the R10000 has a flexible partition defined by softwar e. Softwar e can overwrite any entry in the TLB but the wir ed entries must be over -written intentionally . The har dwar e provides a mechanism to choose one of the random slots randomly; the har dwar e provides a random number on request, between index values of 8 and 63, inclusive (the R10000 gives values between N and 63, inclusive, wher e N is set by softwar e). This random number indexes only the random entries of the TLB; if it is used on TLB refill, the operating system can only overwrite TLB entries in the wired slots (slots 0 thr ough 8, or 0 through N) if done so explicitly . Most operating systems use this featur e to stor e root-level page-table entries and kernel mappings in the pr otected slots, keeping easily r eplaced user mappings in the random slots.

The R2000/R3000 virtual addr ess is 32 bits wide, the R10000 virtual addr ess is 64 bits wide. While all 32 bits of the addr ess ar e used in the R2000/R3000, only the bottom 44 of 64 bits ar e translated in the R10000. The top bits of the R10000 virtual addr ess ar e called region bits and divide the virtual space into ar eas of different behavior (cached/uncached, mapped/unmapped). The top two bits distinguish between user , supervisor, and kernel spaces; the top f ive bits divide the kernel space into dif ferent r egions of behavior , and one of the unmapped kernel r egions is further subdivided by the top seven bits of the addr ess. Virtual addr esses are extended with an addr ess space identif ier (R2000/R3000: 6 bits, R10000: 8 bits) to distinguish between contexts. The TLB translates virtual page numbers to physical page numbers, the high-end bits of which ar e used to match against the cache tags. The top two bits of the r egion ar e kept in the TLB entry to distinguish between VPNs fr om user , supervisor , and kernel spaces. In the R2000/R3000, the top bit divides the 4GB addr ess space into user and kernel r egions, and the next two bits further divide the kernel’s space into regions of cached/uncached and mapped/unmapped behavior .

Pages ar e shar ed by setting the global bit in the TLB entry; this is a per -entry bit that indicates the ASID match should be ignor ed for that page. When sharing user pages, entries with the global bit set must be flushed on context switches else addr ess space pr otection can become compr omised. Kernel pages ar e offlimits to user -level pr ocesses thr ough har dwar e enfor cement—the top half of the virtual addr ess space is accessible in kernel-mode only .

Periodic cache and TLB f lushes ar e unavoidable in the MIPS ar chitectur e, as ther e are 64 unique context identif iers in the R2000/R3000 and 256 in the R10000. Many systems have mor e active pr ocesses than this, requiring ASID sharing and periodic r emapping. When a new pr ocess is mapped to an old ASID, it is neces-

Figure 10. The MIPS R10000 address translation mec hanism. The split instruction and data caches are larger than the page size and virtually indexed. The TLB lookup proceeds in parallel with the cache lookup. The earlier MIPS designs had physically indexed caches , and the cache was accessed in ser ial with the TLB, if the cache was larger than the page size. For mapped addresses (those that are tr anslated by the R10000 TLB), bits [58:44] are sign-extended from bit 43.

32-KByte Direct-Mapped I- or D-Cache

TLB and Page Table

Mechanism

31-bit Virtual Page Number

64-bit Virtual Address

8-bit ASID

13-bit Page Offset

28-bit Page Frame Number

Cache Index

Tag: Top bits of Page Frame Number

Cache Data

(sign-extended)

5:Region

TAG COMPARE (cache hit/miss)

sary to flush TLB entries with that ASID. It is possible to avoid flushing the cache by flushing the TLB; since the caches ar e physically tagged the new pr ocess will not be able to r ead or overwrite the old pr ocess’s data.

Summar y

The MIPS ar chitectur e implements addr ess space pr otection with 6-bit or 8-bit ASIDs. As noted earlier , the ASIDs pr otect contexts fr om one another , but their small numbers necessitate periodic r emapping and thus TLB flushing. The softwar e-managed TLB helps solve the sparse addr ess space pr oblem by allowing the operating system to choose an appr opriate page table or ganization. Shar ed memory is supported thr ough the global bit in each TLB entry , but this mechanism pr ovides no dir ect support of sharing memory between a small number contexts. The R10000 ar chitectur e provides 64-bit addr essing for support of lar ge addr ess spaces. The R2000 and R3000 designs pr ovide 32-bit addr essing which was a lar ge addr ess space for their time. The R10000 supports a variable page size fr om 4KB to 16MB by multiples of four; each TLB entry contains a value that identifies its page size.

Alpha [3, 14]

The Alpha ar chitectur e (Fig. 11) has split TLBs and split caches. Like MIPS, the TLBs ar e softwar e-managed. However , the operating system does not have dir ect access to the TLB but indir ect access thr ough the PAL-

Figure 11. The Alpha 21164 address translation mec hanism. The split caches are 8KB each and so are effectively virtually indexed by the virtual bits of the page offset. The data cache is physically tagged and the instruction cache is virtually tagged. The I-side TLB is accessed on every reference to provide page protection.

8-KByte Direct-Mapped D-Cache

Split TLBs, and Page Table Mechanism

30-bit Virtual Page Number

64-bit Virtual Address

ASID

13-bit Page Offset

27-bit Page Frame Number

Cache Index

Cache Data

7-bit Address Space Register

Tag: 27-bit Page Frame Number

(ignored)

8-KByte Direct-Mapped I-Cache

ASID 7-bit Address Space Register

ASID

Cache Tag

30-bit Virtual Page Number

30-bit Virtual Page Number

TAG COMPARE (cache hit/miss)

TAG COMPARE (cache hit/miss)

code—the Privileged Access Library . TLB replacement policy is def ined by P ALcode, not by the operating system. Similarly , the pr ocess contr ol block is defined and managed by the P ALcode.

An application generates a virtual addr ess 64 bits wide. Alpha har dwar e recognizes a virtual addr ess 43- 55 bits wide, depending on the softwar e-defined page size. The choices of page size and corr esponding maximum virtual addr ess size ar e depicted in T able 1. The virtual addr ess sizes ar e chosen to give the lar gest

addr ess space that can be mapped by a thr ee-tier ed hierar chical page table, given the chosen page size. Using a granularity-hint bit, a TLB entry can be conf igur ed to gr oup together 8, 64, or 512 virtual pages to support superpages of 64-512KB, 512-4096KB, or 4-32MB, r espectively . Note that only the operating system has permissions to modify TLB entries.

The Alpha 21 164 supports a 43-bit virtual addr ess and a 40-bit physical addr ess only; the page size is fixed at 8KB. The 21164 uses 7-bit addr ess space identifiers; this scheme has the same need for flushing as the MIPS architectur e due to a small number of contexts. The 21 164 split cache sizes ar e 8KB each, which happens to be the page size, making the caches ef fectively indexed by the physical addr ess (since the page offset bits of the virtual addr ess ar e identical to the page of fset bits of the translated physical addr ess).

Page-level sharing is implemented by an address-space-match bit set in the TLB entry , similar to the MIPS global bit. The TLB also distinguishes between user -mode access and kernel-mode access, which enables the kernel to pr otect itself fr om user pr ograms on a page-by-page basis. This allows the operating system to make certain virtual pages r ead-only to user -level pr ocesses and writable only by itself. This is not possible in the MIPS ar chitectur e.

Summar y

The Alpha implements addr ess space pr otection via addr ess space identif iers. The 7-bit ASID of the 21 164 will need to be r emapped fr equently if the system is r unning mor e than 128 concurr ent pr ocesses. Support for sparse addr ess spaces is pr ovided by a softwar e-managed TLB that allows the operating system to choose a page-table or ganization. Shar ed memory is supported by an address-space-match bit associated with each virtual page that, when set, instr ucts the pr ocessor to allow all addr ess spaces to access that page. Superpages ar e supported within the TLB entry via the granularity-hint , providing maximum superpage sizes of 4-32MB, depending on the choice of page size.

Table 1: Address siz e as a function of pa ge size

Page Size Page Offset

Virtual Page Number

Max Virtual Address 8 KBytes 13 bits 30 bits 43 bits 16 KBytes 14 bits 33 bits 47 bits 32 KBytes 15 bits 36 bits 51 bits 64 KBytes 16 bits 39 bits 55 bits

PowerPC [5, 13]

The PowerPC (Fig. 12) uses IBM 801-style segments [2] to map user “ef fective” addr esses onto a global f lat addr ess space much lar ger than each per -process addr ess space. Segments ar e 256MB contiguous r egions of virtual space, and 16 segments make up an application’s addr ess space. Pr ograms generate 32-bit “ef fective addr esses.” The top four bits of the ef fective addr ess select a segment identif ier from a set of 16 har dwar e segment r egisters. The segment identifier is concatenated with the bottom 28 bits of the ef fective addr ess to form an extended virtual addr ess. It is this extended virtual addr ess space that is mapped by the TLBs and page table.

The ar chitectur e does not pr ovide explicit addr ess space identifiers; addr ess space pr otection is pr ovided through the segment r egisters, which can only be modif ied by the operating system. If two pr ocesses have the same segment identif ier in one of their segment r egisters, they shar e that virtual segment by def inition. The operating system enfor ces pr otection by disallowing shar ed segments, and can shar e memory between processes by overlapping segment numbers. Like the Alpha, the PowerPC allows the kernel to make indi-

16-bit Segment Offset

Figure 12. The PowerPC 604 address translation mec hanism. Processes gener ate 32-bit effective addresses that are mapped onto a larger address space via sixteen segment registers , using the top four bits of the effective address as an inde x. It is this extended virtual address that is mapped by the TLB and page table. Each cache is 16KB, four-way set-associative, which means that the page offset can be used as a cache inde x, effectively making the cache physically indexed. A Block Address Translation mechanism occurs in parallel with the TLB access, but is not shown.

32-bit Effective Address 12-bit Page Offset

Cache Data

Seg#

Segment Registers (16 IDs x 24 bits)

16-bit Segment Offset 12-bit Page Offset

24-bit Segment ID

52-bit Virtual Address

Split TLB an Page Table Mechanism

20-bit Page Frame Number

40-bit Virtual Page Number

Tag: 20-bit Page Frame Number

Split L1 cache: I- and D- each 16KB, 4-Way Set Associative

TAG COMPARE (cache hit/miss)

vidual virtual pages accessible thr ough user -mode that ar e readable or writable only in kernel mode. Ther efore, the operating system can map portions of itself into the addr ess spaces of user pr ocesses without compr omising its integrity . The segment identifiers ar e 24 bits wide, which guarantees over a million unique processes on a system (the lower bound, which assumes no sharing between pr ocesses). Ther efore, flushing of the caches or TLBs will be r equir ed very infr equently , assuming shar ed memory is implemented thr ough the segment r egisters.

The PowerPC def ines for the operating system a hashed page table that is partially har dwar e-managed. A variation on the inverted page table, it is used as an eight-way set-associative softwar e cache for PTEs. On TLB misses, the page table is walked by har dwar e. The advantage is that it scales well to a 64-bit implementation. However , since the PTE cache is not guaranteed to hold all active mappings, the operating system will have to cr eate and manage a backup page table as well.

The PowerPC def ines a block address translation (BAT) mechanism that operates in parallel with the TLB and takes pr ecedence over the TLB if the BA T registers signal a “hit” on any given translation. The BA T registers translate virtual addr esses at the granularity of blocks, which ar e from 128KB to 256MB in size, by multiples of two.

Summar y

The PowerPC ar chitectur e implements addr ess space pr otection thr ough segment IDs, which map the 16 segments of a 4GB addr ess space onto the 4-petabyte (4096TB) global space. An addr ess space is uniquely defined by a set of 16 segment IDs, and sets with null intersections ar e protected fr om each other . No global bit is necessary in the TLB, as sharing segment IDs implies shar ed memory . Flushing of the TLB and caches is not necessary on context switches if memory is shar ed thr ough global addr esses. Sparse addr ess spaces are supported by a hashed page table, a variant of the inverted page table. The ar chitectur e supports lar ge addr ess spaces; a pr ocess could extend its addr ess space by having the operating system move new values into its segment r egisters, giving every pr ocess access to the entir e 52-bit virtual space. Superpages ar e supported thr ough the block addr ess translation r egisters (BA T registers), which map contiguous r egions of memory of size 128KB to 256MB. The drawback is that since the ar chitectur e does not use ASIDs, ther e is no protection for these superpages; the BA T registers must be r eloaded on context switches, else they become visible to all pr ocesses.

PA-RISC 2.0 [8]

The PA-RISC 2.0 (Fig. 13) is a 64-bit design that uses a “space r egister” mechanism very similar to PowerPCstyle segments. User -level applications generate 64-bit addr esses which ar e extended by 64-bit space identifiers to form 96-bit virtual addr esses mapped by the TLB and page table. An application identif ies a space register in one of two ways: explicitly or implicitly . One can select any of the eight r egisters explicitly , either directly by a 3-bit field in the instr uction, or indir ectly thr ough the bottom thr ee bits of a specified r egister in the general-purpose r egister file. If no explicit method is chosen, the top two bits of the user ’s address select one of the top four space r egisters.

Like the PowerPC, the space identifiers ar e effectively concatenated with the user ’s effective addr ess, but the mechanism is designed to allow a variable-sized segment. Wher eas in PowerPC the top four bits ar e replaced by the segment identifier , in PA-RISC anything fr om the top two bits to the top 32 bits ar e replaced by the space identifier . The top 34 bits of the 96-bit virtual addr ess come fr om the space identifier , the bottom 32 bits come fr om the user ’s effective addr ess, and the middle 30 bits ar e the logical OR of the 30-bit overlap of the two. This allows the operating system to define a segmentation granularity . The middle 30 bits of the 96-bit global virtual addr ess ar e a logical OR, which suggests a simple and ef fective or ganization. One can choose a partition (say , for example halfway: at the 15-bit mark), and allow pr ocesses to generate only virtual addr esses with the top 15 bits of this 30-bit field set to 0. Similarly , all space IDs would have the bottom 15 bits set to 0. Ther efore the logical OR would ef fectively yield a concatenation. This example gives us a PowerPC segment-like concatenation of a (34+15 = 49-bit) space ID with the (32+15 = 47-bit) user virtual addr ess.

Figure 13. The PA-8000 address translation mec hanism. The PA-RISC uses eight Space Registers, which are similar to PowerPC-style segments. The architecture is unique in its use of multiple protection IDs per process. These IDs allow hardware to enforce finite-group sharing—the ability to share a page betw een a small, well-defined set of processes. The page size is a variable set per TLB entry and can range from 4KB to 64MB, by multiples of four.

30-bit OR Field

64-bit Effective Address 32-bit Space Offset

Space Selection Logic

Space Registers (8 IDs x 64 bits)

32-bit Space Offset

34-bit Space Identifier

96-bit Virtual Address

TLB and Page Table Mechanism

Protection Identifiers (8 IDs x 31 bits)

52-bit Page Frame Number

User-modifiable space registers Not user-modifiable

84-bit Virtual Page Number

30-bit Logical OR

2

64-bit Virtual Address is sent to off-chip 256KB-4MB cache for lookup. Translation to a physical address is necessar y only on a cache miss.

OR

Each running pr ocess has eight 31-bit protection identifiers associated with it. Each virtual page has a single associated access identifier, and a pr ocess has permissions to access a page if any of its protection IDs match the page’s access ID. As in the PowerPC, this allows har dwar e to enfor ce finite-gr oup sharing, the ability to allow a small set of user -level pr ocesses to access a given page. This scheme dif fers from the all-or -nothing appr oach found in most pr ocessors, in which both pr ocesses and pages have single IDs and the only way to support har dwar e access to shar ed pages with dif ferent IDs is to mark the pages globally sharable.

Summar y

The PA-RISC implements addr ess space pr otection thr ough its use of access IDs and protection IDs. This is also the mechanism (combined with the space r egisters) used to implement shar ed memory . Since the scheme uses multiple addr ess space identif iers per pr ocess, it is ef fective at sharing memory among small groups of pr ocesses, as opposed to the all-or -nothing schemes found in the MIPS and Alpha ar chitectur es. Sparse addr ess spaces ar e supported by a softwar e-managed TLB. Lar ge addr ess space support is pr ovided by the space r egisters, giving each pr ocess a 64-bit window to a 96-bit global virtual space. The space r egisters can be modif ied dir ectly by the application, which makes it r elatively simple to add support for extended addr ess spaces, for example thr ough library support. Superpages ar e supported thr ough the TLB by setting a f ield within the TLB entry . This allows variable page sizes fr om 4KB to 64MB by multiples of four.

SPARC V9 [18]

SPARC V9 (Fig. 14) is another 64-bit design; pr ocesses generate 64-bit virtual addr esses which ar e translated by the MMU to physical addr esses. Like the MIPS and Alpha, not all of the 64 bits ar e recognized by each implementation; in UltraSP ARC the top twenty bits must be sign-extended fr om the 44th bit. The size of the physical addr ess is up to the implementation. The pr ocessor adds an eight-bit address space identifier (ASI) when sending a 64-bit virtual addr ess to the MMU, though ‘ASI’ is a misnomer . The ASI is not used to directly identify dif ferent contexts, but to identify data formats and privileges, and to indir ectly reference one of a set of context identif iers. ASIs ar e ther efore mor e like MMU opcodes. User instr uctions can specify ASIs dir ectly, or use the default ASI pr ovided by the integer unit. They cannot, however , directly specify context identif iers. The following ar e the ASIs r eserved and def ined by the ar chitectur e; individual implementations of the ar chitectur e are allowed to add mor e.

Non-restricted:
ASI_PRIMARY {_LITTLE}
ASI_PRIMARY_NOFAULT {_LITTLE}
ASI_SECONDARY {_LITTLE}
ASI_SECONDARY_NOFAULT {_LITTLE}

Restricted:
ASI_NUCLEUS {_LITTLE}
ASI_AS_IF_USER_PRIMARY {_LITTLE}
ASI_AS_IF_USER_SECONDARY {_LITTLE}

Any ASI with PRIMAR Y in it refers to the ID held in the PRIMAR Y context r egister , any ASI with SEC- ONDAR Y in it refers to the ID held in the SECONDAR Y context r egister , and any ASI with NUCLEUS in it refers to the ID held in the NUCLEUS context r egister . The {_LITTLE} suffixes, if used, indicate that the target of the load or stor e is to be interpr eted as a little-endian object, otherwise the MMU is to tr eat referenced data types as big-endian. The NOF AULT directives tell the MMU to load the data to cache without generating a page fault if the data is not actually in memory . This function is used for pr efetching.

The default ASI is ASI_PRIMAR Y; this identifier indicates to the MMU that the curr ent user -level pr ocess is executing. Only pr ocesses operating in privileged mode ar e allowed to generate the r estricted ASIs; user - level pr ocesses can generate non-r estricted ASIs. When the operating system executes, it r uns under ASI_NUCLEUS, and can peek into the user ’s address space by generating PRIMAR Y or SECONDAR Y ASIs (the AS_IF_USER ASIs). The ASI_SECONDAR Y identifier can be used for user -level operating system serv-

ers that sometimes need to peek into the addr ess spaces of normal pr ocesses. For example, a server implementing a particular operating system API, as in Mach or W indows NT , would need to set up and manage the addr ess space of pr ocesses r unning under its envir onment. It would r un as PRIMAR Y and move the

Figure 14. The UltraSPARC address translation mec hanism. The SPARC uses address space identifiers as directives to the MMU, encoding such information as byte-ordering (little- or big-endian), and whether or not a given load or store should cause a fault. The ASI is eight bits wide, and the context ID is 13 bits wide. The I-cache is pseudo 2-way set associative, so the cache index is the same size as the page offset; therefore the cache is effectively indexed by the physical address and there can be no cache synonym problems. The data cache is twice the size of the page size and is direct-mapped; therefore the cache is indexed by the virtual address and synonym problems can occur. It is up to the operating system to ensure that such problems do not occur, by restricting where processes can map shared pages . When two pages are shared b y two processes the y must align to the same half of the data cache.

Sign-Extended (20 bits)

64-bit Logical Address

31-bit Virtual Page Number

Physically Indexed, Physically Tagged Pseudo 2-way Assoc.

16KB L1 I-cache

Split TLBs and Page Table Mechanism

Context ID

29-bit Page Frame Number

14-bit D-Cache Index

Tag: Top bits of Page Frame Number

Cache Data

31-bit Virtual Page Number

Virtually Indexed, Physically Tagged Direct-Mapped 16KB L1 D-cache

13-bit I-Cache Index

13-bit Page Offset

TAG COMPARE (cache hit/miss)

context ID of the child pr ocess into the SECONDAR Y context r egister . It could explicitly use SECONDAR Y ASIs to load and stor e values to the child’s addr ess space, and use PRIMAR Y to execute its own instr uctions and r eference data in its own addr ess space.

Summar y

The SPARC ar chitectur e implements addr ess space pr otection thr ough context identif iers. Frequent cache flushing is avoided, as the context ID is thirteen bits wide. The scheme does have the same pr oblems as in the MIPS; ID mapping will eventually occur , necessitating f lushing of memory str uctur es—however , this only needs to happen after 8192 pr ocesses execute. A SP ARC implementation with softwar e-managed TLBs will support sparse addr ess spaces, as the operating system is fr ee to choose its page table or ganization. Shared memory is implemented by indir ectly specifying an alternate context identif ier while executing, ther efore referencing data in an alternate addr ess space. Ther e is dir ect support for lar ge addr ess spaces, as processes have fr ee run of a 64-bit space. Superpages ar e supported in the UltraSP ARC by a variable page size of 8KB, 64KB, 512KB, or 4MB, set in the TLB entry .

Pentium [6]

The Pentium (Fig. 15) does not pr ovide addr ess space pr otection dir ectly; ther e are no addr ess space identifiers and the TLBs ar e typically f lushed on context switch. The caches ar e physically tagged, and ther efore do not need f lushing. Pr otection is usually pr ovided indir ectly thr ough hierar chical page tables, which ar e hardwar e-defined and har dwar e-walked in a top-down fashion. The har dwar e is given the location of the root level page table and walks the two-tier ed table to f ind the appr opriate mapping whenever a TLB miss occurs. If every pr ocess has its own page table, then the TLB is guaranteed to contain only entries belonging to the curr ent pr ocess—i.e. those fr om the curr ent page table—pr ovided that on context switch the TLBs ar e flushed and the pointer to the curr ent page table pointer is changed.

Like the PowerPC, the Pentium solves cache aliasing pr oblems by r estricting the size of the cache index to the page size of 4KB. Lar ger virtually-addr essed caches can only be obtained by incr easing set associativity. Since the page table is walked in a top-down manner , the pr ocessor pr ovides easy support for shar ed 4KB pages or shar ed 4MB segments; all that is r equir ed is shar ed page table entries. If two page tables have identical entries in two of their r oot-level PTEs, they shar e a PTE page at the user page-table level. Ther efore, they shar e a 4MB region of their addr ess spaces. The pr ocessor pr ovides additional support for superpages by allowing a r oot-level PTE to dir ectly map a 4MB r egion by setting a bit in the TLB entry .

Figure 15. The Pentium ad dress translation mec hanism. The Pentium is unique in its use of several different orthogonal address translation mechanisms. It uses a segmentation mechanism much more general than the PowerPC’s but which is generally not used since it requires extra memory references on loads and stores . When an access misses in the TLB, the hardware performs a top-down walk of a two-level hierarchical page table. While this is expensive (because e very page table lookup takes two memory references), it is creates a very flexible sharing mechanism, and provides simple support for 4MB superpages.

16-bit Segment Selector

48-bit Logical Address 32-bit Segment Offset

Local and Global Descriptor Tables

12-bit Page Offset

20-bit Virtual Page Number

32-bit Linear Address

Split TLBs and Page Table Mechanism

Cache Data

8KB 2-Way Set-Associative I- or D-Cache

20-bit Page Frame Number

Tag: 20-bit Page Frame Number

TAG COMPARE (cache hit/miss)

Also like the PowerPC, the Pentium uses a segmentation mechanism to f irst map user -level addr esses onto a global linear addr ess space. Unlike the PowerPC, the segmentation mechanism supports variablesized segments fr om 1 byte to 4GB in size, a value that is set by softwar e and can be dif ferent for every segment. The Pentium’s global space is the same size as an individual user -level addr ess space; both ar e 4GB. Processes generate 32-bit addr esses that ar e extended by 16-bit segment selectors. Har dwar e uses the 16-bit selector to index one of two descriptor tables, pr oducing a base addr ess for the segment corr esponding to the selector . This base addr ess is added to the 32-bit virtual addr ess generated by the application to form a global 32-bit “linear” a ddr ess. Ther e is no har dwar e mechanism to pr event dif ferent segments fr om overlapping one another in the global 4GB space.

The segment selectors ar e produced both indir ectly and accor ding to the context of the operation. At any given time a pr ocess can r eference six of its segments; these six values ar e stor ed in six segment r egisters that are referenced by context. One segment r egister is r eferenced implicitly by executing instr uctions; it contains a segment selector for a code segment. Another segment r egister holds the segment selector for the stack. The other four ar e used for data segments, and a pr ocess can specify which of the segment r egisters to use for dif ferent loads and stor es.

NOTE: CRA WFORD P ATENT?

Summar y

The x86 memory management ar chitectur e does not pr ovide addr ess space pr otection; operating systems must implement pr otection on their own. This is typically done by f lushing the TLBs on every context switch and pr oviding a distinct page table for every pr ocess, though one could use the segmentation mechanism just as in PowerPC to pr ovide addr ess-space pr otection and thus avoid having to flush the TLBs. However, this would r equir e all pr ocesses to f it into a global 4GB f lat virtual addr ess space, which is not much room in which to work. The har dwar e-defined, har dwar e-walked hierar chical page table is consider ed to be an inef ficient design for sparse spaces, and extr emely inef ficient for mapping lar ge (e.g. 64-bit) user addr ess spaces. Shar ed memory can be implemented at a 4KB page granularity by duplicating mapping information between individual page table entries. Shar ed memory is also pr ovided at the granularity of 4MB r egions by allowing shar ed page table str uctur es (implemented by duplicating page table entries in the r oot tables). Both schemes ar e supported by the har dwar e. There is no support for addr ess spaces lar ger than four gigabytes, though ther e is support for superpages; by toggling a bit a TLB entry can map either a 4KB page or a 4MB superpage.

Conclusion

There is tremendous diversity among today’s commer cial pr ocessors in their support for memory management. This incompatibility contributes signif icantly to the pr oblems in porting system softwar e between processors; the issues in porting an operating system simply fr om one pr ocessor to another within the same architectur e has been shown to be challenging [12]. Porting between architectur e families is much mor e difficult because choices available within one family ar e not often available in another . Softwar e-managed TLBs, as seen in the MIPS, Alpha, SP ARC, and P A-RISC architectur es, allow an operating system to choose its organization for a page table. Har dwar e-managed TLBs, as in the Intel and PowerPC, for ce the operating system to use a certain or ganization. However , some softwar e-managed designs ar e less flexible than others; for instance, the Alpha’s TLB placement algorithm is performed in P ALcode, not by the operating system. The Intel ar chitectur e is likely limited to a 32-bit virtual-addr ess u nless its page-table or ganization is to be r edefined ; the linear addr ess can be expanded beyond 32 bits transpar ently to user -level code. The Alpha’s virtual addr ess size is r estricted so that the virtual addr ess space can be mapped by a thr ee-tier ed hierar chical page table; should the ar chitectur e support lar ger virtual addr esses, a dif ferent page table or ganization could be necessary . The PowerPC’s har dwar e-defined hashed page table may limit the flexibility of the operating system, but it should scale to 64-bit implementations. Mor eover, the segmentation mechanism of the PowerPC, like the x86 segmentation mechanism and the multiple addr ess-space identif iers of the P A-RISC, is well-suited to supporting finite-gr oup shar ed memory—the ability to safely shar e a page between a small number of pr ocesses.

When faced with such diversity in high-performance ar chitectur es, it seems that the design of one’s memory-management ar chitectur e is not likely to lend one a clear performance advantage over one’s competitors. Why then the wildly incompatible designs? They only serve to make the porting of applications and operating systems mor e difficult. With incr easing cache sizes (especially the multi-megabyte L2 caches of today’s workstations), a simple solution may be to eliminate memory-management har dwar e completely [7]. If systems used lar ge virtually-indexed, virtually-tagged cache hierar chies, har dwar e addr ess translation would be unnecessary; virtual caches r equir e no addr ess translation, and if the caches ar e large enough one will rar ely need to go to main memory . Addr ess translation would be performed only on the rar e cache miss, and it ther efore could af ford to be expensive. Instead of har dwar e, the operating system could perform addr ess translation, r esulting in incr eased flexibility and making the job of porting system softwar e easier.

References

[1] A. W. Appel and K. Li. “Virtual memory primitives for user programs.” In Proc. Fourth Int’l Conf. on Architectural Support for Programming Languages and Operating Systems (ASPLOS-4) , April 1991, pp. 96–107.

[2] A. Chang and M. F. Mergen. “801 storage: Architecture and programming.” ACM Transactions on Computer Systems, vol. 6, no. 1, February 1988.

[3] Digital. Digital Semiconductor 21164 (366 MHz Through 433 MHz) Alpha Microprocessor Hardware Reference Manual. Digital Equipment Corporation, Maynard MA, 1996.

[4] J.Heinrich, Ed. MIPS R10000 Microprocessor User’s Manual, version 1.0. MIPS Technologies, Inc., Mountain View CA, June 1995.

[5] IBM and Motorola. PowerPC 604 RISC Microprocessor User’s Manual. IBM Microelectronics and Motorola, 1994.

[6] Intel. Pentium Processor User’s Manual. Intel Corporation, Mt. Prospect IL, 1993. [7] B.L. Jacob and T. N. Mudge. “Software-managed address translation.” In Proc. Third International Symposium on High Performance Computer Architecture (HPCA-3) , San Antonio TX, February 1997.

[8] G. Kane. PA-RISC 2.0 Architecture. Prentice-Hall PTR, Upper Saddle River NJ, 1996. [9] G. Kane and J. Heinrich. MIPS RISC Architecture . Prentice-Hall, Englewood Cliffs NJ, 1992. [10] S. J. Leffler, M. K. McKusick, M. J. Karels, and J. S. Quarterman. The Design and Implementation of the 4.3BSD UNIX Operating System . Addison-Wesley Publishing Company, 1989.

[11] J.Liedtke. “Improving IPC by kernel design.” In Proc. Fourteenth ACM Symposium on Operating Systems Principles (SOSP-14), December 1993, pp. 175–187.

[12] J.Liedtke. “On micro-kernel construction.” In Proc. Fifteenth ACM Symposium on Operating Systems Principles (SOSP-15), December 1995.

[13] C. May, E. Silha, R. Simpson, and H. Warren, Eds. The PowerPC Architecture: A Specification for a New Family of RISC Processors. Morgan Kaufmann Publishers, San Francisco CA, 1994.

[14] R. L. Sites, Ed. Alpha Architecture Reference Manual. Digital Equipment Corporation, Maynard MA, 1992.

[15] M. Talluri, S. Kong, M. D. Hill, and D. A. Patterson. “Tradeoffs in supporting two page sizes.” In Proc. 19th Annual International Symposium on Computer Architecture (ISCA-19) , May 1992.

[16] S.-Y. Tzou and D. P. Anderson. “The performance of message-passing using restricted virtual memory remapping.” Software—Practice and Experience , vol. 21, no. 3, pp. 251–267, March 1991.

[17] R. Wahbe, S. Lucco, T. E. Anderson, and S. L. Graham. “Efficient software-based fault isolation.” In Proc. Fourteenth ACM Symposium on Operating Systems Principles (SOSP-14) , December 1993, pp. 203– 216.

[18] D. L. Weaver and T. Germand, Eds. The SPARC Architecture Manual version 9 . PTR Prentice Hall, Englewood Cliffs NJ, 1994.

SIDEBAR: Comparison at a Glance

Table 2 compar es memory-management support, as exhibited in the six commer cial architectur es discussed,

for today’s most salient operating-systems featur es.

Table 2: Comparison of ar chitectural f eatures

MIPS Alpha PowerPC PA-RISC SPARC x86

Address Space Protection

ASIDs ASIDs Segmentation

Multiple ASIDs & Segmentation

ASIDs Segmentation

Shared Memor y

GLOBAL bit in TLB entry

GLOBAL bit in TLB entry

Segmentation

Multiple ASIDs & Segmentation

Indirect specification of ASIDs

Segmentation & sharing PTE pages

Large Address Spaces

64-bit addressing

64-bit addressing

52-bit segmented addressing

96-bit segmented addressing

64-bit addressing

None

Fine-Grained Protection

In TLB entry In TLB entry In TLB entry In TLB entry In TLB entry

In TLB entry, also per-segment

Sparse Address Spaces

Softwaremanaged TLB

Softwaremanaged TLB

Inverted software TLB cache

Softwaremanaged TLB

Softwaremanaged TLB

None

Superpa ges

Variable page size set in TLB entry: 4KB-16MB, by 4

Groupings of 8, 64, or 512 pages (set by granularity hint in TLB entry)

Block Address Translation: 128KB- 256MB, by 2

Variable page size set in TLB entry: 4KB-64MB, by 4

Variable page size set in TLB entry: 8KB, 64KB, 512KB, 4MB

Variable page size set in TLB entry: 4KB or 4MB